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Executive Summary
This report presents a summary of the last of the Platforms4CPS community events entitled “Final
Consultation Event– CPS Innovations for the Future”. This major event presented the work that had
been performed in Platforms4CPS and also the recommendations that have been put forward for
research, innovation, societal and legal issues and business. Invited speakers from the CPS community
and from the associated CPS cluster also gave presentations on key topics of relevance. The intention
of the work in Platforms4CPS has been to build a community and also provide recommendations that
will shape the development of CPS in the years to come. The consultation took place on 12 September
2018 at THALES TRT, Palaiseau, near Paris.
The Platforms4CPS Consortium presented results, including highlights derived from an analysis of the
CPS domain and recommendations to the CPS community, large and small industry and other
stakeholders, e.g. research centres and academia. In addition, there were keynote speeches providing
perspectives on bridging with other technology classes such as AI and IoT. There were also examples
provided of CPS technology integration. A key element of the event were the interesting discussions
on hot topics for the community.
Major topics covered during the event were:
•

•
•
•
•
•

The technological challenges considering the advances on foundations in CPS engineering,
CPS architectures and platforms as well as autonomy/AI, cybersecurity and humans-in-theloop
A market and ecosystem analysis
Updates and validation of existing CPS roadmaps to create a consensus roadmap
The Platforms4CPS repository of building blocks
The creation of the “PlatForum” for knowledge exchange in the community
How emerging CPS relevant technologies can be exploited with examples from ongoing
research and development activities

The results presented by Platforms4CPS were positively received. A key message from the
presentations and the discussions is that new systems engineering approaches are required to deal
with the complexity of CPS and Systems of Systems. Here there is a need to bridge between AI, IoT, coengineering and energy. Horizon2020 will here play an essential role in dealing with these challenges
and help European companies in the face of fierce competition from China and the US.
Overall the event was successful in building consensus, raising awareness and fostering a dialogue
with society on societal and legal issues related to the deployment of CPS.
All presentations can be found on the Platforms4CPS website, following the link below:
https://www.platforms4cps.eu/resources/
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1 Introduction

Figure 1. Platforms4CPS Final Consultation Event

The goal of the Final Consultation Event – CPS Innovations for the Future held on 12th September
2018 at THALES TRT, Palaiseau, was to present the work that had been performed in Platforms4CPS
[1] and also the recommendations that have been put forward for research, innovation, societal and
legal issues and business. The aim of these is to shape the development of CPS in the years to come.
The domain of Cyber-Physical Systems (CPS) is strategically important for Europe. CPS enable cyberspace to physically interact with the real world. They are established from networked embedded
systems that are connected with the outside world through sensors and actuators and have the
capability to collaborate, adapt, and evolve. An increasing number of interacting systems with strong
connectivity are being utilised in both society and in industry with application in many areas such as
multi-modal transport, eHealth, smart factories, smart grids and smart cities. The deployment of
Cyber-Physical Systems (CPS) and evolution of existing CPS is expected to increase substantially over
the next decades, holding great potential for novel applications and innovative product development,
however, there are a number of barriers and societal concerns about their introduction considering
safety, security, privacy and impact on employment. These have been topics under investigation within
Platforms4CPS.
The final event, which attracted around 40 participants, was thus key in disseminating Platforms4CPS’s
main findings and results to key stakeholders from academia, industry and clusters/networks. The
event was also supported with input from the European Commission on future directions for CPS
within Horizon Europe.
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2 Welcome and Introduction to the Event
2.1 Welcome and the Aims of the Day (Charles Robinson, Thales)

Figure 2. Agenda for Meeting

Charles Robinson welcomed the participants to the Event. It was highlighted that CPS is a complicated
field and the aim of the meeting was to highlight the key recommendations that Platform4CPS has
made in the area. The intention of the Platforms4CPS work has been to provide advice to the European
Commission and also strengthen the community. An overview of agenda for the day was given which
is shown in Figure 2.

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/1_ROBINSON_Platforms4CPS_Welcome.pdf
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2.2 Introduction to Platforms4CPS (Meike Reimann, Steinbeis 2i)

Figure 3. Overview of the Platforms4CPS Objectives

Meike Reimann gave an introduction to the Platforms4CPS Coordination and Support Action [1]. The
Platforms4CPS project (see Figure 3) aims to ‘create the vision, strategy, technology building blocks
and supporting ecosystem for future CPS applications’ with three key objectives to:
▪

▪
▪

Create a vision and strategy for future European CPS by analysing the ecosystem and market
perspective, and strategically updating and validating existing CPS roadmaps across multiple
domains
Promote platform building, bringing together industry and academic experts and create a
repository of CPS technology building blocks
Build an ecosystem by creating a constituency and through cooperating with ECSEL, ITEA, and
ARTEMIS projects on the foundations of CPS engineering, and consensus building on societal
and legal issues related to the deployment of CPS.

The project has created a number of useful outcomes for the community in terms of providing a market
perspective, a CPS consensus roadmap building upon a variety of roadmaps across the industry, and a
Research and Technology Radar. The project has also been actively engaged in the promotion of
platform building and has also built an ecosystem addressing key topics in the domain such as the
foundations of CPS. The project has produced many outputs such as a market analysis, a community
roadmap, a platform survey and a repository of building blocks. The project has also actively engaged
with the community via PlatformArenas showrooms showcasing CPS and the Platforum
communication platform. This has led to constituency building and clustering with a concentration on
key domains of importance for Europe such as transportation, smart manufacturing, energy and
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health. The work has brought together many opinions and perspectives and this has been refined into
recommendations from the European Commission for CPS and for Digitising Europe.
The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/2_REIMANN_Platforms4CPS_ProjectIntro.pdf

3 Horizon Europe and EC General Vision including CPS Video (Sandro
d’Elia)

Figure 4. Budget for Horizon Europe and Digital Europe (Source European Commission)

Sandro d’Elia gave an overview of Horizon Europe and the EC’s vision in this area [2]. The budget for
the Multi Annual Framework has now been proposed (see Figure 4). This is targeted at research and
innovation as well as providing European strategic investment. Two key elements of importance to the
CPS community are Horizon Europe, where a €15 Billion budget has been proposed for ICT, and Digital
Europe which has a proposed budget of a €9.2 Billion. The intention of the latter funding is to target
SMEs who require more time and effort to take up technologies. Horizon Europe will focus on Research
and Innovation and Digital Europe will concentrate on capacity building. Key areas are manufacturing
technologies, advanced materials, space and circular industries. These are all underpinned by
technologies such as photonics, microelectronics and software. There are also a number of emerging
technologies that are likely to have a large impact in the future such as AI and robotics, advanced
computing, Big Data and the Next Generation Internet.
It was highlighted that almost any complex machine these days has a computer inside so effectively
every system can be considered to be a CPS. Sando d’Elia then went on to describe the vision for CPS
in Europe for 2030. A number of pillars have been defined driven by key challenges such as trust in AI
and autonomous systems. A number of challenges were highlighted such as the difficulty and expense
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of developing dependable high-quality software and the need for a sustainable approach to energy
consumption.
•

Pillar 1 addresses trust and acceptance. Here there is a move towards localised intelligence at
the “edge” in order to react promptly in time-critical applications. In order to generate trust
there is a need for a factor of 10 reduction in bugs in software, better usability, resistance to
cyber-attacks, and an approach to explainable AI technologies. It was noted that there are
concerns that robots are stealing jobs, however, the change is already underway as AI is
pervasive. It was highlighted that there is a need to develop electronic design and
manufacturing capacity for strategic reasons with a focus on key applications such as health,
transport, smart city and industry.

•

Pillar 2 addresses productivity. The aim is to increase the productivity of companies in
dependable software automation systems, robots, and AI. There are also opportunities to use
AI to deal with complexity management. An example of this is to use AI powered tools for
software development. In particular, there is a focus on dependability and on making it easier
for developers to produce dependable software.

•

Pillar 3 addresses energy. The aim here is use 100x less energy /computation which will enable
many battery powered applications in IoT, but also create scope for “batteryless” applications.
It is also planned to explore unconventional computing techniques such as neuromorphic,
quantum, approximate, bio-inspired and DNA-based. In terms of processors there is a key
desire for full European sovereignty for defence and security applications. This will require
support for more electronic design activities in Europe.

Missions in Horizon Europe were also introduced [3]. The emphasis will be on missions which target
“moonshot” activities with measurable goals that need to be achieved in a limited number of years.
An example of a mission is to apply AI to waste management in order to reduce landfill in Europe which
would have a positive impact on the environment. This can only be achieved if many Cyber-Physical
Systems of Systems work together.

The video can be found following this link:
https://www.platforms4cps.eu/fileadmin/user_upload/3_Sandro_D_Elia_Video_European_Commissi
on.mp4

▪ Q&A Session
It was commented that there appears to be a concentration on AI as the latest buzz topic. It is not the
answer to everything and there is a need to carefully consider what is really needed in the CPS domain
which goes beyond this one topic.
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4 Market Landscape of the CPS Domain

4.1 Overview of the Importance of Key CPS Markets for Europe (Haydn
Thompson, THHINK)

Figure 5. Market Domains Covered by Platforms4CPS (Sources, Shutterstock, Network Rail)

Platforms4CPS has performed an analysis of opportunities and roadblocks across the transportation,
manufacturing, energy and health sectors (as shown in Figure 5) which is described in several detailed
reports [4][5]. Due to time limitations only an overview of the automotive and rail sectors was given
in the presentation. It was noted that there are a number of trends, increased autonomy, optimisation
of traffic flow and increased health monitoring in all transportation sectors.
Within the automotive domain there are increasing demands for additional capacity, greater safety,
and lower costs while meeting strict environmental regulations. At the same time the global car fleet
is predicted to double from currently 800 million vehicles to over 1.6 billion vehicles by 2030. Without
integration of information and flow control systems, there will be severe congestion. Already “Markets
and Markets” predicts that the global traffic management market will quadruple in the next 2 years.
Communication is key and there is a need for global car-to-infrastructure and car-to-car
communications standards. Implementation requires investment and countries with private
ownership of infrastructure are likely to roll out the technologies first. The “Connected Car” market is
already growing rapidly via both embedded and tethered connections via smart phones. BI Intelligence
predicts that 94 million connected cars will be shipped in 2021 (82% will be connected). Increased
autonomy is another feature for the future and the introduction of autonomous cars will happen in
phases as the technology develops and users develop trust. Autonomous driving is seen as an
important technology to make road traffic more secure and more efficient, however, there are
challenges. The key concern is how to gain public acceptance and trust. Also, there is a need to address
the liability issues that come from autonomous functionally. The majority of the work is currently
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concentrated on technical solutions, e.g. processor architectures, sensor technologies, and data
processing algorithms. The key challenge is to make the technologies cheap enough for mass usage.
The systems used on the Google Car, for instance, to make it fully autonomous currently cost $150,000.
More of a concern, however, is how will autonomous vehicles actually behave when mixed with more
traditional vehicles, especially under fault conditions. Designers will not be able to anticipate all
possible eventualities and put in place necessary and sufficient mitigations as the scope of the system
is effectively unbounded and the number of eventualities is very large. As a consequence, there is a
need for intensive real-time monitoring of the performance of the systems to spot potential issues
arising before they develop into accidents. This leads to other potential barriers such as the loss of
driver’s privacy. It was noted that the software industry will be the main benefactor in a move to
autonomy. There are also new opportunities for services, e.g. Mobility Integrators which is likely to
lead to new players in the market. Although the United States and Europe will be key initial markets,
China is expected to be the major market in the future.
In the rail sector there is increasing congestion due to the unprecedented numbers of passengers
requiring innovative ways to increase capacity on existing infrastructure (faster scheduling of
passengers through stations and shorter stopping times at stations) and demanding levels of
punctuality never before seen with more people and improved journey times. The commercial drivers
in the industry are for 24/7 operation, high availability, low cost, safety, increased capacity for both
passengers and freight, recovery from disturbance, and low carbon emissions. Regional, long-distance
and freight rail services will be more automated in the future. The expectation is that 40% of the rail
operations for industry, mining and freight will be semi-automated within the next four years. It is an
important sector for Europe employing approximately 1.8 million people with an estimated 817,000
dependent individuals. It is a top exporter, accounting for nearly half of the world market for rail
products. The European Rail Traffic Management System (ERTMS) will gradually replace the different
national train control and command systems across Europe to create a seamless European railway
system. It is expected that Rail Traffic Management Systems will thus hold the largest market share.
Rail traffic management involves signalling, traffic control, routing, and train scheduling.
Overall, it was concluded that there are major opportunities for European SME’s, Midcaps and Large
Industrial Enterprises in the Transportation, Manufacturing, Energy and Health sectors. Increased
connectivity and automation are drivers in all domains. In the transportation sector in particular there
are opportunities in providing systems for vehicles but also for the supporting infrastructure.

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/4_THOMPSON_Platforms4CPS_Market_Land
scape.pdf

▪ Q&A Session
In the question and answer session it was highlighted that significant funding is being put into new
areas such as AI in China. It was noted that Europe still has the opportunity to be successful in AI for
the edge computing market if funds and activities are targeted. It was also emphasised that the
significant amount of funding available may be able to cause significant technology pull effects; for
example, the speed of progress for highly automated vehicles will depend on this. The need for
certification in the automotive market was noted and this needs to go beyond the current standards
to cope with the increased use of autonomous functionality. There was some debate on how liability
could be covered in the automotive market. As the future “driver” will not have an influence over
control in an autonomous car it may well be that OEMs will need to take out insurance to cover the
car in case of accidents.
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5 Productive CPS Platform Building across Europe
5.1 Creation of a Repository of Building Blocks for CPS Technology Providers
and Users (Björn Sautter, Festo)

Figure 6. Platforms4CPS Building Blocks

Björn Sautter from Festo gave an overview of the repository of Building Blocks (see Figure 6) that have
been developed in the Platforms4CPS project. The aim is to provide support for productive platform
building across Europe. It was noted that there is a need for platform building to overcome
fragmentation of the European CPS landscape as there are currently a multitude of platforms and
initiatives as shown in Figure 7 with many European projects, ARTMEIS, EFFRA, addressing aspects of
control theory and systems integration.
Platforms are on various scales going from embedded systems to large scale integration for smart cities
and grids. Over 100 CPS related platforms have been identified by Platforms4CPS and this has not been
an exhaustive search. The aim of the repository is to provide a contact point for people. Common
building blocks relevant for CPS engineering have been identified taking into account inputs from a
number of areas including a NIST Working Group and via consultation with the ARTEMIS initiative
“house of building blocks”. There has also been a wide consultation with experts.
A key requirement is an easy to understand approach for SMEs. As a result, the “CPS Compass” has
been developed which is an integrated repository for CPS users and providers [6]. In this, both designer
and user perspectives are supported for a variety of domains including manufacturing, health, energy
and transportation. Key functions of a CPS have been considered including sensing, processing and
actuation. It was noted that CPS can be seen from different perspectives as shown by the NIST work.
Building blocks have thus been defined with descriptions and examples of application. The major
aspects of CPS engineering and operation are also included. An example was given of a FESTO Motion
Terminal showing key functions such as sensing, processing, actuation, communication and
collaboration. A key vision is that the CPS Compass will act as a contact point for all people active in
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CPS to navigate through the many options already present as well as new technologies that are
becoming available.

Figure 7. Overview of Diversity of Platforms

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/SAUTTER__Productive_CPS_Platform_Building_across_Europe.pdf

5.2 Creation of a Platforms Forum for Exchange of Knowledge and
Identification of Best Practices (Martin Törngren, KTH)

Figure 8. PlatForum
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KTH has been leading the work on foundations of CPS engineering and development of the PlatForum
[6] as shown in Figure 8. The goals were to create an exchange portal for the community, that helps
clarify terminology, addresses foundations of CPS engineering, provides an overview of roadmaps, and
acts as a repository of CPS building blocks. Participants at the event had been provided with access to
the PlatForum beforehand and were encouraged in a live session to log into the platform and explore
content such as the recommendations page. The Berkeley picture of CPS fragmentation was
introduced highlighting the need to deal with CPS fragmentation and scope. Prominent examples of
organisations supporting the CPS areas are ARTEMIS, ECSEL and the CPS Virtual Organisation (CPS-VO).
However, Platforms4CPS noted a lack of “interactiveness” in the support provided by these
organisations and so PlatForum has been created to provide a book of knowledge for the community
with the aim of connecting fragmented ecosystems. For sustainability a tikiWiki approach has been
used with blogs, surveys, polls and forums. A live tour of the PlatForum was given highlighting key
content such as the recommendations and roadmaps as well as the blogs on Intelligent Transport
Systems and Foundations of CPS. How roadmaps stored in the system can be searched via keywords
was also highlighted. Attendees were encouraged strongly to comment on the recommendations for
research priorities, supporting innovation needs, societal and legal, and business recommendations.
PlatForum will continue beyond the end of Platforms4CPS and the long-term structure was outlined
which considers Society, Foundations, CPS Education, Innovation, News and CPS Technology and
Platforms.

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/6_TOERNGREN_Platforms4CPS_Creation_of_
a_platforms_forum.pdf

5.3 Q&A Session (10’)
In the question and answer session additional functionalities were solicited. It was noted that another
area to potentially add was the link between CPS and biology. Support for creation of a maritime CPS
blog was also noted.
It was asked whether Platforms4CPS had any influence on Horizon Europe. It was highlighted that the
market segmentation work, societal and legal issues work, and the priorities identified had fed into the
Commission via a number of units covering CPS, IoT, Electronics, AI and Robotics. It was noted that
Commission thinking is influenced by a whole range of inputs coming from companies, national
strategies, etc., and so it is important to provide a considered community message.
It was remarked there is a strong formal methods community in France, however, many European
companies still just adopt ideas and tools from the US. In response it was noted that although many
interesting things are being developed, the market may not choose the best technology. From a
funding perspective there is a risk of déjà vu if the same things are put forward that have been looked
at for many years already. There is a need to look at the current problems while at the same time
supporting the right balance of existing research areas. Sophie Muller of Thales highlighted that it was
important to identify core directions rather than individual research topics.
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6 CPS Roadmap and Recommendations for Future R&I Priorities
6.1 CPS Roadmap and Technology Radar (Meike Reimann, Steinbeis 2i)

Figure 9. PlatForms4CPS Technology Radar

Meike Reimann introduced the trends, challenges and barriers in the CPS domain. There are a number
of driving megatrends, such as demographic change, climate change, urbanisation and globalisation.
There are also technological trends such as digitisation of economy and increasing connectivity, rise of
the individual, personalisation, customisation, sustainability, green thinking, circular economy, and
knowledge as a key enabler. We are living in a smart hyperconnected world and becoming addicted to
IT systems. This offers benefits, but at the same time it also makes us more vulnerable. There are needs
for openness, open data and open innovation. Already this is leading to new business models that are
decoupled from ownership with moves towards servitisation, a data driven economy, crowd funding
for new ideas, and news ways of performing transactions such as blockchain. Skills and education are
a key need for the future and there is a need for both a broad and narrow T-shaped education
supported by life-long learning. A concern for the future is the increasing digital divide. As there is a
lot more interaction with technology there is a need for intuitive systems, approaches to human
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machine collaboration, humanoid robots, wearable and implantable systems. Behind this there is a
need for decision support enabled by new processing systems such as neurocognitive systems and
brain inspired computing.
A challenge is making these new systems trustworthy. They need to be secure, legal and ethical by
design. There are many barriers which need to be addressed, e.g. security, safety, privacy, lack of
interoperability, high implementation costs for SMEs, unclear benefits and new business models. There
are also social barriers such as conservatism in decision makers and acceptance of new technologies
such as autonomous cars.
Within Platforms4CPS a Consensus Roadmap has been created via screening of 19 CPS related
roadmaps and consultation with key roadmapping activities in workshops [7][8][9][10]. In addition to
identifying key common themes, a Research and Technology Radar has been created as shown in
Figure 9. Questions being asked at present are what should the EC fund in the future? Here event
participants were encouraged to contribute their recommendations on PlatForum.
The radar has identified a number of key areas, such as data analytics and collaborative decision
support, trustable AI enabled autonomous CPS, humans-in-the-loop, CPS engineering, modelling and
simulation, as well as the need for dynamic, plug-and-play, agile open and closed platforms.
Interoperability is also an important need and here there is a need for standards and seamless
connectivity. Edge computing is a major new area requiring development of intelligent edge devices
that are energy efficient. For acceptance of new technologies cross cutting areas need to be addressed
such as safety, reliability, cybersecurity, privacy and trust. The Technology Radar shown in Figure 9
shows the main themes identified as well as horizons up to 2020, up to 2030 and also beyond 2030.
As an example the CPS platforms slice highlights the expected change from fragmented composable,
open, cheap and plug-and-play platforms, to federation with decentralised dynamic platforms, leading
to more AI at the edge and in the long-term selling experiences of trusted CPS after 2030.
A number of emerging themes have also been identified such as autonomous systems connected to AI
and the need for trustable systems. There is a need for new improved virtual CPS engineering including
humans-in-the-loop and co-engineered safety, security and ethics. In the platforms area there is a need
for agile and open source platforms as well as the federation of platforms. Consensus themes have
been identified such as the need for innovation accelerators, collaboration across initiatives,
coordination and defragmentation of EU efforts, multidisciplinary cross fertilisation, cross-disciplinary
T-shaped education and CPS enabled business models. To support uptake there is a need to provide
better access for SMEs, support demonstrations and tackle barriers such as regulation, privacy and
ethics.
Finally, the EC’s concept of Missions for Horizon Europe was introduced with reference to the
Mazzucato report [3]. Here for the future there is a need to think of the bigger vision of where CPS can
contribute. As examples of where CPS could contribute the following Missions were highlighted:
•
•
•

CPS for mitigating climate change CPS for safe, seamless clean comfortable multimodal
transport
CPS for citizens health and well-being
CPS for digital life

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/7_REIMANN_Platforms4CPS_Roadmap_and_
TechRadar.pdf
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6.2 Recommendations for Future Research Priorities and Future Innovation
Strategies (Holger Pfeifer, Fortiss)
Holger Pfeifer highlighted that Platforms4CPS has produced recommendations for research priorities,
supporting innovation needs, societal and legal issues as well as business needs [11]. Both short-term
and long-term actions have been defined. The short-term actions fully support the activities already
being undertaken under H2020 and via the Digitising European Industry strategy [12][13][14]. This
includes Digital Innovation Hubs (DIH) to engage with SMEs. Here the need to further broaden actions,
improve coverage, e.g. by funding an AI-on-demand platform, and via supporting partnerships on
digital platforms and standards. In order to encourage uptake on new technologies and platforms
experiments such as the large-scale pilots should be performed while at the same time harmonising
and synchronising standardisation activities across Europe. Here supporting regulatory frameworks for
exploiting data, dealing with liability issues, ethical issues related to AI, etc. need to be put in place. In
the longer-term considering Horizon Europe and the Edge 2030 vision AI and autonomous systems
need to be both understandable and accountable. There is a need for systems that act ethically and in
a safe manner in order to promote user acceptance. This requires high quality software, better
usability, resistance to cyber-attacks and explainable AI technologies. Increasingly processing is being
performed at the edge to support localised intelligence. Here in order to guarantee that European
systems are secure there is a need for sovereignty over the components that are used.
The research priorities identified the need to manage complexity of CPS covering the design space and
operation of systems. There is a need to work on the trustworthiness of systems comprised of
heterogeneous components, in particular, where there are complex interactions with humans. This
needs to be supported by foundational work on a “Science of Design of CPS”. There is also a need for
co-engineering of CPS system level attributes particularly with respect to safety, security, performance
and usability. These attributes need to be linked in order to manage traceability through the product
lifecycle. Interest in edge computing is driving processing into local assets in order to react promptly
to time-critical situations. Here there is a need for High Performance Computing algorithms and
architectures that are energy efficient such as neuromorphic processors. The importance of humans
as part of the system was also highlighted as they interact with systems in a number of ways and this
is getting more complex with the introduction of wearables and implantables. Systems in future will
need to know about interactions with humans and adapt to human preferences, needs and
capabilities.
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Figure 10. PlatForms4CPS Grand Challenges

PlatForms4CPS has identified a number of Grand Challenges which are shown in Figure 10. These
include research recommendations such as a €20M action to address Trustworthy CPS for Autonomous
and Smart AI and Societal Scale CPS. There are also actions to address Co-Engineering of CPS System
attributes to automatically deal with trade-offs between attributes and to provide CPS Edge Computing
Support with research on computing algorithms and architectures. Recommendations have also been
put forward for Innovation which can be addressed by expanding the EU innovation DIHs. A CERN-like
CPS vehicle is also proposed to coordinate activities on the design, engineering and testing of CPS such
as the development of supporting tools and tool chains in coordinated actions to better integrate tools.
There is also a need to revitalise EU engineering education to counter the current lack of skills and
engineers. Support for life-long learning is needed as well as mechanisms and incentives to encourage
new engineers into the profession. This requires promotion of engineering as a discipline in society. It
is necessary to identify what new skills are needed and also encourage STEM skills. There is also a need
to change curricula to support a more multidisciplinary education, incorporating best practices from
the Conceive Design Implement Operate (CDIO) paradigm [14].

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/8_PFEIFER_Platforms4CPS_Recommendation
s.pdf
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6.3 Q&A Session (10’)
It was commented that the recommendations are well done and comprehensive. An edge computing
programme needs to fund research on algorithms as these need to be efficient to allow
implementation on limited resources. The Technology Radar was highlighted as being a good analysis
of the area and there is also a need to emphasise that certain technologies cut across several areas.
Safety and security are, for example, a critical issue in many areas. It was noted that security is being
funded by a different area in the Commission which is why Platforms4CPS has featured this less
strongly on the Radar which is primarily targeted at the CPS/IoT research priorities. It was also
highlighted that among the megatrends there is an emerging division between the poor and wealthy
It is thus also necessary to keep in mind the potential consequences of CPS.

7 Collaboration and Clarity of CPS (Charles Robinson, Thales)

Figure 11. CPS Cluster
Charles Robinson gave an overview of the foresight community and ecosystem that has been built up
by Platforms4CPS. This includes an Advisory Group, links between the CPS cluster projects (see Figure
11) and also with ARTEMIS and ECSEL. Notably there has been a lot of engagement at workshops for
foundations of CPS, roadmapping, societal and legal issues and via the Platform Arenas events. This
has indicated a number of needs such as the lack of platforms, e.g. in the medical domain, and
foundational research issues. This had been further addressed by Blogs on PlatForum. It had been
noted that the definitions of CPS are very general and there is a need for characterisation. Challenges
are that there is a disciplinary and theoretical fragmentation between different domains such as
control, safety, embedded systems, software disciplines and also AI. There is thus a need for bridges
between domains and a need for human-centred design.
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Figure 12. Societal and Legal Issues

It was also noted that Platforms4CPS has contributed to building a consensus, as well as raising
awareness and creating a dialogue, on societal and legal issues [15]. Work on this, as shown in Figure
12, covers issues such as connectivity, legal issues, ethical issues of AI and social impact of automation
robotics. Here 24 recommendations have been made to the EC.
The need to unify European expertise was highlighted in order to understand the impact of funding
technology within CPS and the ripple effects through the ecosystem. 30 professionals were involved in
discussions along with representatives of key programmes. It was highlighted that there is a need for
directed communications to provide the right information to the right people at the right time. It was
also noted that cascade funding had been identified as a useful mechanism to enhance collaboration
and that cascade management can also be used to perform focussed work that is connected to overall
goals. A challenge in the marketplace are technology disruptors, e.g. renewables, as well as disruption
in regulation.

Figure 13.Overview of Rail Management Challenge (Courtesy of Network Rail)
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A picture from Network Rail was used (see Figure 13) to show the challenges of operating a rail network
highlighting the complexity of today’s systems. It was noted that distinguishing CPS is challenging as
there are overlaps with SoS, AI, IoT and Big Data. There is a need to identify what functions are
indispensable so that the core functions needed are clear. There is a need to improve the
understanding (and reduce misunderstanding) of how different levels of research funding impact
technologies in the CPS domain. It was highlighted that standardisation defines boundaries and there
are different classes of technology for CPS, IoT, SoS and AI. For instance, in the CPS domain technology
uptake is slower due to the need to consider safety. A challenge in many cases is that there is a need
to migrate from current operational systems to future CPS systems. It is important to identify the key
properties of CPS functions and a major challenge is how to manage complexity. There are different
complexity levels for CPS engineering at the higher levels as well as the need for Smart Systems
Integration at lower levels.

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/9_ROBINSON_Platforms4CPS_Clarity_Collabo
ration.pdf

8 Keynote Sessions on Bridging Technologies
8.1 The Role of Fog Computing in IoT and CPS (Angelo Corsaro, ADLINK Tech.)
The presentation highlighted the relationship between CPS and IoT. The NIST and ACM definitions of
CPS were introduced as well as a definition of IoT. Here NIST created a definition for Network of Things
in 2016 [16]. There are five core primitives: sensor, aggregator, communication channel, external utility
and decision trigger. It was noted that there are both heterogeneity and temporal constraints. There
are also unknown elements with nefarious intentions. Within the NIST definition IoT is considered to
be a subset of networks which uses the Internet for networking. The differences between cloud
computing and fog computing were introduced. It was noted that cloud centric computing is useful for
consumer IoT, however, Fog computing provides an end-to-end fabric for applications which is more
suited to applications such as factories. The Open Fog initiative [17] was highlighted as well as the
overlap between Industrial Internet of Things (IIoT) and CPS.

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/10_CORSARO_Fog_Computing_in_IoT_and_C
PS.pdf

8.2 Energy Challenges of Computing for CPS Systems (Marc Duranton, CEA)
Marc Duranton highlighted that we are entering the human machine collaboration era which is
enabled by AI and Deep Learning. Sensors are creating a large amount of data which requires powerful
data analytics in the cloud creating new services. There is an economic drive for better efficiency of
resources. The purpose of CPS is to close the loop and in this case it is beneficial to add analysis as early
as possible on data. For instance, there is a need for processing in the car and not in the cloud.
Performing processing non-locally introduces delays and requires many kilowatts of power for
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transmission and processing of raw data. It was also noted that local processing helps with privacy. In
applications such as the ageing population an alarm can be provided to alert that a person has fallen.
A camera would be useful in this scenario, but this introduces an issue of privacy. Ideally wireless
cameras are needed, but there is no point in doing this if a powerline is required. Battery powered
cameras would be a better solution but there is a need for local energy efficient processing and
analysis. There are also issues of bandwidth when thousands of cameras are needed. The use of cloud
connections can be problematic as there is a need to consider the delay in transmitting to the cloud if
it is physically located a long way away. It is possible, for instance, for a cloud connected home
automation system to be connected to a system many miles away. Switching on a light bulb may
actually be routed via Singapore. This is not good from the energy and privacy points of view.
Another area which is expanding rapidly is the area of personal assistants. Different approaches to
personal assistants are being introduced based on both local and remote connections. The explosion
of Deep Learning applications and voice recognition applications has led Google to realise that they
need to double the number of servers they have if everyone requires 3 minutes voice recognition
functionality per day. This is not sustainable and so Google developed a TPU chip for energy efficiency.
The expectation is that energy consumption in data centres will rise exponentially in line with the
exponential growth in interactions with remote infrastructure (servers). There is thus a need for lower
power consumption processing or local memory storage, i.e. edge computing. There are a number of
initiatives here such as “Programming 2.0” which targets self-programming and solutions that reduce
processing using approximate computing.
The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/16_DURANTON_Energy_Challenges_of_Com
puting_for_CPS_Systems.pdf

8.3 Bringing Co-engineering to CPS (Peter Popov, City Univ. London)
The presentation highlighted co-engineering for safety and security addressing the entire product lifecycle. This is being explored in the AQUAS approach [18] to co-engineering. The work at the UK RITICS
Research Institute of Trustworthy Industrial/Interconnected Control Systems addresses related
problems, but is focused on assessment. The typical approach to legacy safety-critical system
development was outlined, which traditionally assumes that systems will be used in a “trusted”
environment. A challenge is in connecting systems to networks which cannot be assumed secure.
Often a trusted system is connected to a non-trusted operational environment and a common
approach is to use a security team to fix the problems created by security threats.
The concept of co-engineering, adopted by AQUAS, for new systems was also introduced. A challenge
is to find acceptable resolution of the trade-offs between safety and security. The approach in AQUAS
has been to perform both tasks largely independently and periodically synchronise these at
“interaction points”. Despite many years of activity the harmonisation between safety and security
standards has been slow, but the need for harmonisation is recognised and actively developed both at
national level and by different international standardisation committees. Performing a credible tradeoff analysis requires adequate models of dependence between the properties of interest (safety and
security), which are very rare. An essential part of a model of dependence is capturing the
consequences of successful attacks, e.g. on functional safety and on reliability of critical components.
Only then the effectiveness of any mitigation actions can be properly assessed. The talk outlined the
benefits from a probabilistic state-based model to tackle trade-off analysis. Here the capability of the
CHESS tool is quite promising and activity is under way in AQUAS to extend them so that the tool can
generate probabilistic state-based models suitable for combined safety/security analysis from the
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systems development models based on SysML. It was noted that the concept of combined analysis is
not entirely new - John Meyer had defined this previously as performability [19] – but dealing with
safety and security poses a new challenge, which has not been faced in the work on performability.
The problem is the existence of safety and security “silos”: communication between experts in safety
and security is difficult due to different “cultures”. Methods to facilitate effective communication
between the “silos” is, therefore, essential.
Work at the UK RITICS Research Institute in Trustworthy ICS on the energy grid was also highlighted.
This is looking at how large complex hybrid models can be deployed to assist with a range of decisions
facing the operators of critical infrastructures, e.g. on how to maximise the benefits from investment
in cyber security. The challenge of reconciling safety cases, which are expensive and take a long time
to produce/review, with patches, which typically must be deployed frequently, was also outlined as a
serious practical problem which has a technical dimension (how to make the safety cases robust to
change) and organisational dimension (looking at barriers which prevent regulators to raise the tempo
in accepting safety cases).
The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/11_POPOV_Bringing_coengineering_to_CPS.pdf

9 Integrating Technologies for CPS
9.1 DEIS: Dependability Engineering Innovation for CPS (Eric Armengaud,
AVL/AT)

Figure 14. DEIS Traffic Light Scenario
The DEIS project [20] is addressing the science of dependable system integration. It brings together 10
partners to provide a solution to improve dependability engineering. In particular, it aims to formalise
and describe dependability aspects and provide a semi-automated framework for development. At the
core of the project is the concept of a Digital Dependability Identity (DDI) for a component or system.
The aim is that DDIs are composable and executable in the field which facilitates the efficient synthesis
of component and system dependability information over the supply chain. The DDIs allow evaluation
of dependability in-the-field for safe and secure composition of highly distributed and autonomous
CPS. The concept is being evaluated in four use cases in 3 industrial domains:
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•

Automotive: Stand-alone system for intelligent physiological parameter monitoring

•

Automotive: Advanced driver simulator for evaluation of automated driving functions (see
Figure 14)

•

Railway: Plug-and-play environment for heterogeneous railway systems

•

Healthcare: Clinical decision support app for oncology professionals

Goal Structured Notation (GSN) and the Structured Assurance Case Metamodel (SACM) are being used
to structure argumentation in the ODE Meta Model v2. This provides the capability to connect models
together. A 3-step approach is being used firstly to define DDI contents and then development of semi
and fully automated approaches with tool support. It was also noted that there are similar activities
and opportunities to collaborate with EPoSS addressing Smart Systems Integration supported by
working groups and a Strategic Research Agenda in 7 sectors.
The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/13_ARMENGAUD_DEIS_Dependability_Engin
eering_Innovation_for_CPS.pdf

9.2 BONSEYES: Artificial Intelligence Marketplace (Itsik Arbel, NVISO)

Figure 15. Bonseyes AI Data Marketplace

The 3-year Bonseyes project [21] aims to develop a platform (see Figure 15) consisting of a Data
Marketplace, Deep Learning Toolbox, and Developer Reference Platforms for organisations wanting to
adopt Artificial Intelligence in low power IoT devices (“edge computing”), embedded computing
systems, or data centre servers (“cloud computing”). An AI marketplace will be provided for CPS
devices targeted at small to medium AI providers with the aim of galvanising the European AI
community. The project is focussed on several market segments, healthcare, automotive, predictive
maintenance and fraud. An intention is to boost competitiveness as the adoption rate of AI is not as
fast as it could be. The shifting balance between edge computing and cloud computing was noted. As
more processing is performed in edge devices there is move towards an intelligent device paradigm.
The project aims to bring about orders of magnitude improvements in efficiency performance,
reliability, security, and productivity in the design and programming of AI systems. Computation and
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memory requirements need to reduce by a factor of 10 through the use of lower precision computing,
heterogeneous computing and memory constrained optimisations.
There are four demonstrators addressing automotive intelligent safety, automotive cognitive
computing, consumer emotional virtual agents, and healthcare evidenced based medicine. A Deep
Learning toolbox has been developed to allow machine learning capabilities for image analysis to be
implemented at the edge. The vision is to allow multi-party collaboration to implement new systems,
e.g. Automotive OEMs can buy hardware systems based on NXP, Intel, etc. with AI provided by
research centres. It is planned to build a foundation to support the marketplace. An example of an
emotional system using an iPhone to understand emotional reactions of consumers was given. This is
being used for emotion recognition in the financial domain to detect fraud from face detection and
recognition, emotional state, and body pose detection. Similar systems are being developed for the
automotive use case to analyse driver fatigue, for pedestrian detection and healthcare. Power
consumption is a major issue and the target board is an alpha board with ARM and DSP processing.
The Deep learning toolbox is well developed and work on the marketplace and developer platforms
started this year.
The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/14_ARBEL_Bonseyes_Artificial_Intelligence_
Marketplace.pdf

9.3 CPSwarm: Science of Systems Integration in the Domain of Swarms of CPS
(Etienne Brosse, Softeam)

Figure 16. CPSwarm Approach

CPSwarm [22] proposes a new science of system integration and tools to support engineering of CPS
swarms at the Systems of Systems level as shown in Figure 16. The CPSwarm tools are aimed at easing
development and integration of complex herds of heterogeneous CPS that collaborate based on local
policies and that exhibit a collective behaviour capable of solving complex, industrial-driven, real-world
problems. Model-centric design and predictive engineering are the pillars of the project, enabling
definition, composition, verification and simulation of collaborative, autonomous CPS.
The project will define a complete toolchain that enables the designer to set-up collaborative
autonomous CPSs, test the swarm performance with respect to the design goals, and massively deploy
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solutions on “reconfigurable” CPS devices. A model library of building blocks for systems hardware has
been created as well as self-organisation algorithms. A Workbench based on SysML is used to simulate
swarms in a run time environment based on a fitness function. A launcher is used to glue modelling
and optimisation tools together. A number of tools have been developed such as a UML and SysML
editor, an optimisation tool for behaviour of CPS and code generation from state machines to C code.
Simulations are carried out using Gazebo. The tools are being tested in 3 real-world use cases: swarms
of Unmanned Aerial Vehicles and Rovers for safety and security purposes; autonomous driving for
freight vehicles; and swarm logistics.

The presentation can be found here:
https://www.platforms4cps.eu/fileadmin/user_upload/15_BROSSE_CPSwarm_CPS-Cluster.pdf

10 Wrapping-up Session and Closing of the Event (Haydn Thompson,
THHINK)
An overview of the day was given by Haydn Thompson. This highlighted that the aim of the morning
session was to provide an insight into EU Strategy for CPS and why CPS is important for European
Industry. This had been followed by an overview of what Platforms4CPS has done in support of the
community in terms of identifying market opportunities, creating a repository of Building Blocks, the
PlatForum for community interaction, work on roadmapping as well as work on addressing societal
and legal issues to identify future research needs and barriers to uptake. Grand challenge
recommendations for Research, Innovation, Society and Legal Issues and Business have also been put
forward. Additional, at a lower level, many other recommendations have been gathered from the
community.
The afternoon session had a different focus concentrating on collaboration within the CPS community.
Platforms4CPS has created a Foresight Community and this has interacted in a number of ways via
workshops on platforms, foundations of CPS, etc., and cluster activities which have produced a CPS
Glossary, performed interviews, run summer schools, created business plans, produced building blocks
for the repository, identified modelling commonalities and disseminated results. There has also been
more fundamental work on trying to characterise CPS in terms of the key properties of CPS functions.
A key message is that new systems engineering approaches are required to deal with the complexity
of CPS and Systems of Systems. Here there is a need to bridge between AI, IoT, co-engineering and
energy. To highlight the issues the guest presentations highlighted the role of Fog Computing in IoT
and CPS highlighted the relationship between IoT, IIoT and CPS and the overlap between domains.
Considering the energy challenges of computing for CPS systems the trade-off between low power and
performance was highlighted as well as the opportunities for battery operated equipment. There are
many reasons for moving processing to the edge. This is needed in order to provide fast response times
and remove unpredictable delays in safety-critical applications. At the same time it can also help to
ensure privacy. It was noted that there is an exponential growth in interactions with remote
infrastructure (servers) which is not sustainable. This is driving the need for lower power consumption
processing at the edge, e.g. neuromorphic and approximate computing, and the need for local memory
storage. The need for co-engineering of safety and security for new systems was also highlighted.
Engineers need to stop working in separate safety and security silos and an approach to solving this is
to address the topics independently and then to synchronise at certain development points in a
combined analysis. This is, however, challenging as there is a lack of harmonisation in standards and
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engineers need to understand the trade-offs and dependences between the disciplines. To manage
complexity there is a need to create and use simplified models.
Guest presentations from associated cluster projects highlighted complementary activities pushing the
frontiers of the science of dependable system integration in the case of the DEIS project, a novel
approach to providing an AI Data Marketplace in the case of Bonseyes, and a new science of system
integration to support engineering of CPS swarms at the Systems of Systems level in the case of
CPSwarm.
Finally, overall the day had highlighted that there are major opportunities for European SME’s,
Midcaps and Large Industrial Enterprises in CPS applications, however, there are significant roadblocks
that need addressing, not only with respect to research and innovation, but also with respect to
societal and legal issues. Notably domains are coming together, CPS, IoT, AI, … presenting new
opportunities, but also greater challenges for engineers. To address this there is a need for better
coordination of resources and activities to compete on a world stage. Horizon Europe is a major
opportunity and enabler in the area and here the Platforms4CPS project has identified a number of
Grand Challenges that need to be addressed in terms of Research, Innovation, Societal and Legal issues
and Business.

11 References
[1] www.platforms4CPS.eu
[2] S. d’Elia, “Overview of Horizon Europe and the EC’s vision”, Video 2018.
https://www.platforms4cps.eu/fileadmin/user_upload/3_Sandro_D_Elia_Video_European_C
ommission.mp4
[3] M. Mazzucato, “Mission-Oriented Research & Innovation in the European Union”, 2018.
https://ec.europa.eu/info/sites/info/files/mazzucato_report_2018.pdf
[4] D1.1
Market
segmentation
for
CPS
technology,
Platforms4CPS,
2017.
https://www.platforms4cps.eu/fileadmin/user_upload/D1.1_Market_segmentation_for_CPS
_technology.pdf
[5] D1.2
European
eco-system
and
market
opportunities
assessment.
https://www.platforms4cps.eu/fileadmin/user_upload/Deliverable_1.2_European_ecosyste
m_and_market_opportunities_assessment.pdf
[6] www.platforum.proj.kth.se
[7] Cyber-Physical Systems Roadmapping Workshop, ICE/ITMC Conference held on Madeira, 28th
of
June
2017.
https://www.platforms4cps.eu/fileadmin/user_upload/CyberPhysical_Systems__CPS__Roadmapping_Workshop_Report.pdf
[8] Cyber-Physical Systems Roadmapping Workshop held in Paris, 23th of October 2017
https://www.platforms4cps.eu/fileadmin/user_upload/Platforms4CPS-Roadmap_ConsensusWorkshop-Report.pdf
[9] Consensus
Workshop
held
on
15th
of
May
2018,
https://www.platforms4cps.eu/fileadmin/user_upload/Platforms4CPS__Roadmap_Consensus_Workshop_Report.pdf

© Platforms4CPS Consortium

Brussels.

30

Platforms4CPS

D5.4 Report on Final Event
Version 1.0

[10] Roadmapping Workshop on the 23rd ICE/IEEE ITM Conference held on 20th of June 2018,
Stuttgart.
https://www.platforms4cps.eu/fileadmin/user_upload/Report_on_CyberPhysical_Systems__CPS__Roadmapping_Workshop.pdf
[11] Platforms4CPS Booklet, 2018. Platforms4CPS Key Outcomes and Recommendations.
[12] Commmunication from the commissioner to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions. Digitising
European Industry – Reaping the full benefits of a Digital Single Market. 2016.
https://ec.europa.
eu/digital-single-market/en/news/communication-digitising-europeanindustry-reaping-full-benefits-digital-single-market
[13] Digitising European Industry Reaping the full benefits of a Digital Single Market,
communication from the commission to the European parliament, the council, the European
economic and social committee and the committee of the regions, COM (2016)180final);
http://ec. europa.eu/ transparency/regdoc/rep/1/2016/EN/1-2016-180-EN-F1-1.PDF
[14] Official
website
for
the
https://ec.europa.eu/programmes/horizon2020/

Horizon

2020

programm.

[15] D4.4 “Consensus, Awareness and Dialogue on Societal and Legal Issues”, Platforms4CPS, 2018.
[16] https://www.nist.gov/publications/networks-things
[17] https://www.openfogconsortium.org/
[18] https://aquas-project.eu/
[19] https://cse.umich.edu/cse/awards/pdfs/01675654.pdf
[20] http://www.deis-project.eu/
[21] https://www.bonseyes.com/
[22] https://www.cpswarm.eu/

© Platforms4CPS Consortium

31

