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Executive Summary
This document presents a tailored summary of new business opportunities and is targeted as an
overview document that can be used by SME’s, Mid-Caps and Large Industry to quickly establish
opportunities and roadblocks in key sectors as well as to highlight technology directions in the
timescale up to 2030 and beyond for each of these sectors. It is thus written to try and concisely
provide the key information of interest; market opportunities for key sectors, barriers that exist, and
technology trends that are driving the future in the near and long term. It draws upon extensive work
performed within Platforms4CPS addressing markets and ecosystems as well as work providing a
consensus roadmap for future CPS technologies bringing them together in one reference which can
be used by companies to understand business potential, barriers and provide guidance on where to
invest in technology.
In the market analysis work new business opportunities were identified in the technical domains
covered by Platforms4CPS: Transportation, Manufacturing, Energy and Health and Well-Being. This
report draws upon the market analysis to identify new opportunities in existing markets as well as
gaps in the market which European companies can potentially exploit. CPS applications also strongly
depend on the ecosystem supporting them. A study was thus performed via desk research and
interviews with key companies which identified the supporting European ecosystem and, in
particular, European strengths. This not only provided an extensive overview of the supporting
European landscape for CPS it also highlighted barriers to uptake which need addressing.
The opportunities and roadblocks are thus brought together and summarised in this deliverable
providing an easy to navigate document. Additionally, when the analysis was performed there was
also an interest in the potential of the US market which is considered to be a major market for
European companies. The political climate with the US has somewhat changed in recent months and
it is now more difficult for European countries to address this market. The US still, however, has
potential and for companies interested in establishing a presence in this market some overall
guidance is given.
Future markets depend upon development of technologies and the report also draws upon
roadmapping work to identify the outlook to 2030 and beyond for technology development in the 4
key domains of Platforms4CPS in Health and Well-Being, Manufacturing, Energy and Transport. Here
the areas of CPS platforms & interoperability, CPS engineering, CPS Architectures, autonomous CPS,
data analytics, decision support, the human-in-the-loop, CPS safety, security, trustworthiness and
compliance are all highlighted.
There are also a number of emerging themes that have been identified within Platforms4CPS
workshops which companies need to be aware of. The areas of ‘autonomous systems’, ‘artificial
Intelligence’ and ‘trust’ were clearly highlighted as key themes for the future with the need for low
power processing at the edge, concerted action to master AI at a European level and the need to
maintain sovereignty in key value chains.
Recommendations
It is clear that companies need to analyse the market, consider the socio-economic needs and also
the technological trends in parallel in order to assess business opportunities. While it is not possible
to specifically provide recommendations for individual companies without an understanding of their
competence areas and internal drivers, the information in this report gives a starting point for
companies to perform their own analysis to identify opportunities. Looking to the future, however, a
number of recommendations can be made that companies should consider:
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There is a major opportunity, particularly for SMEs, in decision support and analysis for
diagnostics, and health monitoring. Here there are not only opportunities in providing tools
and software, but also in providing full services to end users.
The human is part of the system and increasingly there will be a need for autonomous
systems and robots to interact with users via Human Machine Interfaces. Here there are
opportunities for voice interfaces, interfaces with cobots, and software that analyses human
emotions.
Increased autonomy in transportation and manufacturing requires the development of
safety-critical software. This was clearly identified in this report as a major opportunity and it
is also a key strength on European companies. Here SMEs have a role to play in developing
and supplying tools to support verification and validation.
Connectivity solutions are another key strength of Europe and there are many opportunities
for SMEs to provide solutions that support the increased integration of systems.
Although there has been explosion of data centric solutions based on cloud services, largely
dominated by American platforms, there is now a key shift towards performing processing at
the edge. This is a major opportunity for European companies where there are strengths in
embedded processing.
There has been an explosion in AI solutions based on the analysis of Big Data in cloud
solutions. Related to the move to edge computing there is also an opportunity to create
compact, power efficient, edge computing solutions for AI.
The introduction of new autonomous systems will require social acceptance and trust to be
developed. This could lead to new services such as companies that support the public
promotion of trust in autonomous systems as well as companies that support the
development of ethical computing services.
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1 Introduction

Figure 1. Overview of the Platforms4CPS Objectives

Cyber-Physical System (CPS) are established from networked embedded systems that are connected
with the outside world through sensors and actuators and have the capability to collaborate, adapt,
and evolve. An increasing number of interacting systems with strong connectivity are being utilised in
both society and in industry with application in many areas such as multi-modal transport, eHealth,
smart factories, smart grids and smart cities. The deployment of Cyber-Physical Systems (CPS) is
expected to increase substantially over the next decades, holding great potential for novel
applications and innovative product development, however, there are a number of barriers and
societal concerns about their introduction considering safety, security, privacy and impact on
employment.
The Platforms4CPS project (See Figure 1) aims to ‘create the vision, strategy, technology building
blocks and supporting ecosystem for future CPS applications’ with three key objectives to:





Create a vision and strategy for future European CPS by analysing the ecosystem and market
perspective and strategically updating and validating existing CPS roadmaps across multiple
domains
Promote platform building, bringing together industry and academic experts and create a
repository of CPS technology building blocks
Build an ecosystem by creating a constituency and through cooperating with ECSEL, ITEA,
and ARTEMIS projects on the foundations of CPS engineering, and consensus building on
societal and legal issues related to the deployment of CPS.
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The particular aim of this deliverable is to bring together the work
performed in Platforms4CPS investigating the CPS and Industrial
Internet of Things (IoT) Landscape. As part of this a Worldwide
Market Segmentation was performed [1] across the 4 key domains
of Platforms4CPS. This document presents foremost a market
survey, where the current status of CPS technology is considered
across the domains of Transportation (in particular automotive,
rail, aerospace, maritime and logistics), Manufacturing, Health
(Hospital, Home and Fitness) and Energy (focusing on renewables,
storage, distribution and efficiency). This has been presented at a
number of events and workshops during the course of the work to
gather feedback from experts and indeed has also been used both
by the EC internally leading into Horizon Europe and by ECSEL in
their Strategic Research Agenda. The current ecosystems for CPS
and IoT technology development were considered in both Europe
and the US [2] which led to the strengths of Europe being
identified as well as opportunities and roadblocks. In this
deliverable the opportunities and roadblocks are considered
further and presented for different sectors.

Figure 2. Activities in WP1
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2 Market Segmentation
The Market Segmentation report [1] highlights that significant advances will take place across CPS
domains driven by advances in actuation, sensing, processing, communication and energy
management. There are increasing demands and coupling between CPS technologies to provide
greater capability is also leading to greater complexity. This raises concerns about safety, security,
performance, usability and interactions between automated systems and humans. Societal
acceptance is a major barrier and companies will need to produce trustable systems.
The world is fast changing with a wave of digitisation and disruptive innovation across industry and
society, exploiting Artificial Intelligence (AI), low-power computing, IoT and edge computing
platforms. There are also key changes with the electrification of cars, autonomous driving and
digitisation of the power grid. These changes are seen as major opportunities by the systems sectors.
However, there is a changing geopolitical context with respect to trade. Many countries are putting
forward strong strategic Industrial Policies, e.g. the Made in China 2025 strategy committing funding
of USD $150 billion [3]. Within this changing geopolitical context Europe needs to maintain and
develop its capability to provide European trusted systems for strategic areas such as critical
infrastructure applications, e.g. energy, and safety-critical applications such as aerospace,
autonomous cars, rail, etc., and for new emerging markets.
There is also a strong shift towards global connectivity represented by the Internet of Things which is
providing added sensing capabilities for monitoring to many systems as well as providing
interconnectivity between systems to create systems of systems. In the future there will be
increasing needs for cooperation and coordination between semi-autonomous and autonomous
systems and humans.
In the following sections the key domains of Platforms4CPS are considered in terms of the business
opportunity and any associated roadblocks that need addressing. All references for this section can
be found in the Market Segmentation report [1].

2.2 Automotive Sector
The number of cars on the roads are expected to double by 2030 (800 million to 1.6 billion cars), this
will have significant implications for traffic management, autonomous driving, car sharing,
networking among cars and infrastructure. The EU is among the world’s biggest producers of motor
vehicles, and the sector represents one of the largest private investors in research and development
(R&D) within Europe. The sector provides jobs for 12 million people and accounts for 4% of the EU’s
GDP. Manufacturing accounts for 3 million jobs, sales and maintenance for 4.3 million, and transport
for 4.8 million. The automotive industry also has an important multiplier effect in the economy as it
generates jobs in upstream industries such as steel, chemicals, and textiles, as well as downstream
industries such as ICT, repair, and mobility services.
One key market for the future is traffic management to provide additional capacity, greater safety,
while meeting strict environmental regulations. Without integration of information and flow control
systems, severe congestion will be a major concern for mobility with long commutes and dramatic
implications for road haulage of freight, leading to logistical problems of late deliveries within highly
complex scheduled systems. Markets and Markets predicts that the global traffic management
market is expected to grow from USD 4.12 billion in 2015 to USD 17.64 billion by 2020. This is being
driven by environmental concerns, rapid urbanization and population explosion, and also by the
demand for real-time information. The opportunities are in the management of both traffic and
pedestrians considering LED signals, traffic light controllers, CCTV, loop detection and automatic
number plate recognition systems. There is also a growing market in car parking and toll
management.
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Embedded intelligence, mobile phone, car-to-car and car-to-infrastructure communication
technologies are offering the opportunity for increased awareness, more efficient mobility, and
automated driver safety systems.
It is expected in just over three years 82% of all cars will be connected with the Internet. Driven by
the Internet of Things the “Connected Car” is seen as a major business opportunity. BI Intelligence,
predicts that there will be 94 million connected cars being shipped in 2021, and that 82% of all cars
shipped in that year will be connected. BI Intelligence expects 381 million connected cars to be on
the road by 2020, up from 36 million in 2015. Furthermore, BI Intelligence forecasts that connected
cars will generate $8.1 trillion between 2015 and 2020. Going beyond this the industry has been
already working for 10-15 years on car-to-infrastructure and car-to-car communications, but there is
still a need for experience from applications. Here a world-wide standard is needed that can work in
all the member states and also worldwide, covering Europe, America, Japan, and China.
The move to greater automation with driver-assist functionality and eventually driverless vehicles is
very much the current Zeitgeist, and the whole industry is trying to move in this direction. Currently
the level of automation is considered to be at Level 2 with features such as cruise control and lane
centring. Looking at the future the next two stages which are already happening are limited selfdriving automation (Level 3) and Full Self-Driving Automation (Level 4). Lux Research predicts that
the market for self-driving cars will be $87 billion by 2030 (however in their prediction no cars are
expected to be fully autonomous to Level 4 by this date). The prediction is that 92% of vehicles will
have simple Level 2 driver assist features such as adaptive cruise control, lane departure warning and
collision avoidance braking. Level 3 cars using high resolution maps are expected to gain an 8% share
of the market. BCG predicts that self-driving cars with highway and traffic jam autopilot modes are
most likely to be adopted first with urban autopilot mode cars being adopted by 2022, with large
scale uptake of fully driverless cars no earlier than 2025. By this time, the global market will be worth
around $42 billion. Lux Research identified that the uptake of autonomous cars will be led by the
United States and Europe, but China will rapidly grow and claim a 35% share of the 120 million cars
expected to be sold in 2030. The revenues from this are expected to be $24 billion against a $21
Billion US market and a $20 billion European market.
The biggest opportunities for companies are in the software sector as this will be a differentiator and
also key to safety. This is expected to grow from $0.5 billion today to $10 billion in 2020 and $25
Billion in 2030. Here it is expected that Google and IBM will be major players.

2.3 Rail Sector
The rail sector will also see significant increases in the use of autonomy to enhance capacity for
goods and passengers. The overall rail sector in the EU, including the rail operators and infrastructure
managers, employs approximately 1.8 million people with an estimated 817,000 dependent
individuals. The European rail supply industry employs nearly 400,000 people and is a top exporter,
accounting for nearly half of the world market for rail products with a market share of 84% in Europe
and a total production value of €40 billion (2010). The rolling stock and locomotives market is the
most important market employing 160,000 people, but there are also large markets for rail
infrastructure (around 50,000 employees) and a smaller market for signalling and electrification. The
world rolling stock industry market is dominated by three major players which are (partly) based in
Europe: Bombardier (Canada/Germany), Alstom (France), and Siemens (Germany).
There is stiff competition from other modes of transport, and in order for the railway to be the
preferred transport mode, the industry must offer a guaranteed door-to-door or factory- to-point-ofsale service 24/7. Currently, capacity is severely restricted due to controlling train movement through
a system of blocks. The use of moving blocks enabled by autonomous train-to-train communications
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and new infrastructure components could increase capacity by more than 100% and have an asset
value of billions. To achieve this, there is a drive for automatic train control and automated
maintenance to increase capacity and reduce costs to the point where rail operations do not require
subsidy from the government. The European Rail Traffic Management System (ERTMS) aims to
gradually replace the different national train control and command systems across Europe to create
a seamless European railway system. Instead of lineside signals, a computer in the driver's cab
controls the speed and movement of the train, whilst taking account of other trains on the railway.
The other key area that is growing rapidly is in the rail management system market. According to a
study by Markets and Markets the railway management system market size is expected to grow from
USD 29.27 Billion in 2016 to USD 57.88 Billion by 2021. The major drivers for upsurge in demand for
railway management systems & solutions and services include an increasing demand for improved
services in railways, government initiatives, and the emergence of Internet of Things (IoT).

2.4 Aerospace Sector
The European aerospace industry is a world leader in the production of civil and military aircraft,
helicopters, drones, aero-engines, and equipment, exporting them all over the world. It also provides
support services, such as maintenance and training. Aerospace within the EU provides more than
500,000 jobs and generated a turnover of €140 billion in 2013. Employment in the aerospace sector
is particularly significant in the United Kingdom, France, Germany, Italy, Spain, Poland, and Sweden.
A sizeable share of value added is spent on research and development (R&D) within Europe.
In the aerospace sector, air passenger volume is predicted to double air traffic density over the next
two decades in an already congested airspace. On key routes and large airports within Europe, there
are over 50 million passengers a year, and on the majority of other routes, there are 10-50 million
passengers. Air traffic is increasing, and the number of aircraft is expected to double by 2020. As a
global aviation industry, the biggest and most important challenge is to continue to safely
accommodate ever-increasing air traffic in support of global economic growth and prosperity, whilst
protecting the environment. Movement of increasing numbers of passengers requires a complex
system of systems across the world that integrates airport operations, baggage handling, and air
traffic control to maximize flow. Air traffic control systems by themselves integrate numerous
functionalities that enable semi-automated operations in the en-route airspace. At the same time,
the need for unprecedented high levels of aircraft availability is driving the use of sophisticated
information and communication technologies for predictive health monitoring, integrated with
worldwide maintenance and logistics systems to ensure that aircraft are always fit to fly.
At a global level the Air Traffic Management (ATM) market is projected to grow from USD 50.01
Billion in 2016 to USD 97.30 Billion by 2022, at a CAGR of 11.73%. This will be driven by an increasing
demand for safe and reliable air traffic operations, increasing airspace congestion, development of
new airport infrastructure, and modernization of existing airports. The air traffic management
market in India, China, and Japan is expected to witness significant growth by 2022.
The commercial aircraft market is expected to grow steadily to 2035 driven by stable global gross
domestic product growth, relatively low crude oil price, and strong passenger travel demand,
especially in the Middle East and Asia Pacific regions. In 2017 96 additional large commercial aircraft
were produced. The military aircraft market revenues are likely to grow at 3.2 percent in 2017 due to
increased spending in the US. Rising global tensions have led to increasing demand for defence and
military products in the Middle East, Eastern Europe, North Korea, and the East and South China
Seas. This is in turn has resulted in increased defence spending globally, especially in the United Arab
Emirates (UAE), Saudi Arabia, South Korea, Japan, India, China, Russia.
The UAV (Unmanned Aerial Vehicle) market was estimated to be USD 13.22 Billion in 2016 and is
projected to reach USD 28.27 Billion by 2022. Key factors fuelling the growth of the market include
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increasing demand for UAVs for commercial applications, advancements in technologies of drone
payloads, and increasing defence budgets of emerging economies. The drone software market was
estimated to be USD 2.85 Billion in 2016 and is projected to reach USD 12.33 Billion by 2022. The
drone services market was estimated to be USD 705.3 Million in 2016 and is projected to reach USD
18,022.7 Million by 2022. One of the major factors expected to drive the growth of the drone
services market is the increasing demand for monitoring and inspection services across various
industries.
The ground handling and support software market is projected to grow from USD 2.49 Billion in 2016
to USD 3.25 Billion by 2022. The smart airports market is projected to grow from USD 11.31 Billion in
2016 to USD 14.87 Billion by 2021 driven by increasing passenger traffic, the need for check-in
services upgrades, baggage handling services and improved security systems. In addition, the need to
provide real-time information to passengers is further expected to drive the smart airports market.

2.5 Shipping Sector
Over 90% of world trade is carried by ships, making them pivotal in the world economy. It is the most
economical and the least environmentally damaging form of transport. Without ships, the transport
of raw materials and the import/export of affordable food and manufactured goods would not
happen. The growth in seaborne trade has averaged 4% per annum since the 1970s. The estimated
number of active seafarers in maritime EU Member States in 2010 is 254,119 (143,967 officers and
110,152 ratings). It is estimated that 4.78 million people are employed in maritime-related activities
in ports and logistics that support the movement of goods.
Container shipping is a major market and logistically, there are complex interactions in the
movements of containers around the world to ensure that shipping and handling costs are
minimised, with tight linkage into the appropriate rail or road haulage networks to move the goods
onwards as quickly and efficiently as possible. Efficient operations, fleet management, and the
logistics of moving containers and goods is a key driver in the industry. Although management
systems exist there is currently a fairly low level of use of ICT and little connection between systems.
The military shipbuilding market size has been decreasing overall but is still expected to be $838.2
Billion over the next decade with an increase in destroyers and auxiliary ships.
The worldwide Integrated Bridge Systems (IBS) market is estimated to be valued at USD 5.08 Billion
in 2016 and is projected to reach USD 5.60 Billion by 2021. This market is driven by the increasing
trend in world trade by sea, increasing maritime navigation safety resulting in a reduction in the
number of accidents, and growing maritime tourism. The marine bridge electronics industry has a
total market value of around US$3.2 billion according to one of the leading equipment
manufacturers Navico.
The unmanned surface vehicle (USV) market is projected to grow from USD 437.57 Million in 2016 to
USD 861.37 Million by 2021. This is being driven by an increased demand for Intelligence Surveillance
and Reconnaissance, water quality monitoring, maritime security and threats, ocean data collection
and mapping. Various manufacturers are getting increasingly interested in USVs and government
organizations and private agencies have been investing a lot in the manufacture and development of
advanced and efficient USVs. At the same time there is also interest in underwater autonomous
vehicles. The Unmanned underwater vehicle (UUV) market is projected to grow from USD 2.29 Billion
in 2015 to USD 4.00 Billion by 2020. This is being driven by the needs of the deep water offshore oil
and gas production industry, by the needs for protecting against maritime security and threats, and
the need for ocean data and mapping.
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2.6 Manufacturing Sector
Manufacturing, covering 20 industrial sectors, is the backbone of the European economy producing
80% of Europe’s exports, accounting for 80% of private RTDI expenditures, and providing more than
30 million jobs with an additional 70 million jobs in related sectors. It plays a pivotal role in fostering
economic growth and it has the potential to provide innovative solutions for grand societal
challenges. The financial and economic crisis has seen European Industry’s share of added value
decrease over the last two decades. To counter this downturn the European Commission launched
several initiatives such as, e.g. the European Technology Platform “ManuFuture”, the contractual
Public-Private Partnership “Factories of the Future” and – more recently – the “Digitising European
Industry” initiative to ensure Europe's mid- to long-term competitiveness. The exploitation of ICT
technologies in industrial control plants, along the supply chain or within products is seen as the
most significant enabler for efficient and robust production. Currently, the domain is undergoing the
a 4th Industrial revolution coined Industry 4.0.

2.7 Health Sector
Within the Health sector there is a trend towards smart hospitals with smart devices, e.g. insulin
diffusion pumps, medical imaging and greater connectivity between devices. Big Data analysis is also
being exploited to extract patterns enabling doctors and nurses to better treat diseases using larger
data sets. The domain is made up of 80% SMEs and currently there is significant fragmentation.
There is a need for platforms to help integrate and distribute medical CPS technologies, including
hardware, software and system engineering practices. The geographical market segmentation is also
diverse across Europe. For instance, there is a factor of 1000 disparity between long-term
expenditure between some European countries. For Hospital Care, the global supplies market is
expected to almost double from USD 30 billion to USD 51.9 between 2016 and 2021. The Home Care
market, divided across Services, Diagnostics, Mobility Assistance and Therapeutics, is forecast to
grow from USD 244.4 billion in 2015 to USD 517.2 billion by 2025. Increased regulation is needed to
maintain safety given the proliferation of home care applications. Here provision of appropriate user
interfaces is key. For the Fitness and Wellbeing Sector the wearable market alone is predicted to
more than triple from 2015 to 2022 reaching USD 51.60 Billion. This will expand as
hardware/software costs are reduced.

2.8 Energy Sector
Within the Energy sector there was a focus on renewables, storage, efficiency and distribution.
Notably, the renewables sector has been ahead of fossil fuels for the last six years with respect to
investment in new storage capacity. Notably solar PV and wind accounted for 77% of this capacity. In
2015 around a quarter of energy generated came from renewable sources. More than half the
world’s wind energy was added in the last five years, with China accounting for almost half. The wind
turbine market specifically is expected to increase more than 50% between 2015 and 2021. The
associated microgrid is likely to double between 2015 and 2022 reaching USD 38.99 Billion. Solar PV
technology is very low maintenance and durable with purchase costs expected to reduce by half over
the coming 15 years. The global market is predicted to almost quadruple between 2014 and 2020 up
to USD 345.59 billion. Renewable energy is intermittent which requires significant advances in
management of storage, distribution and efficient technology. As an example, to address this in
Germany a large consortium has gathered around the Kopernikus programme to develop energy
supply networks that store energy when there is overcapacity and adjust industrial processes to
match the available energy. There are a number of market disrupters including electric vehicles,
cheaper storage, micro-grids becoming economically viable and changed pricing regimes.
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3 Business opportunities and roadblocks

Figure 3. Overview of Ecosystem Assessment
The European landscape that supports the CPS domain was considered as shown in Figure 3 [2]. This
identified a range of EU programmes, Industrial Associations, PPPs and supporting technology hubs.
European technology providers were surveyed based on existing lists of technology providers actively
engaged in CPS projects (with a focus on Large Industry and SMEs) to identify stakeholders in the CPS
ecosystem. This was used to identify the technologies being provided or currently under
development, the targeted application domains, existing industrial alliances, and standards being
supported or developed. The US market was also considered as it offers significant opportunities for
European companies. Notably, however, US companies provide stiff competition in the CPS/IoT
sector and currently dominate the platform and Internet domains. Various consortia and alliances
that have direct relevance to the community were also identified such as the US Industrial
Internet Consortium (IIC), the Allseen Alliance (dedicated to providing and open environment for
the Internet of Things) and the Open Interconnect Foundation founded by major companies (Intel,
Microsoft, Samsung, Qualcomm, GE Digital and Cisco Systems) working on IoT chips, software,
platforms and products with the aim of working together towards a single standard for IoT. At the
same time since the survey was performed the political situation has changed in the US putting up
further barriers to trade. Notably there is a strong internal US ecosystem supporting the CPS domain
in general and also industry sectors. It is still useful to consider current US orientations and support
for the CPS/IoT domain using public information complemented by interviews and input from key US
proponents such as National Institute of Standards and Technology (NIST) and National Science
Foundation (NSF). There is considerable support for foundational research from NSF and also
coordination of activities across the CPS/IoT domain from NIST and Networking and Information
Technology Research and Development (NITRD). Although a number of federal agencies have
independent research efforts it has been identified that there are still many gaps in the federal R&D
portfolio which in turn can be considered to be opportunities for European companies.
This identifies a number of technical areas where there are potential gaps and hence opportunities
for European companies. The business opportunities in the US transportation, energy,
manufacturing, health and wellbeing sectors were also considered identifying entry
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barriers/roadblocks for European companies. Success stories of European technologies being
exploited in the US were also sought to identify lessons learnt. Common pitfalls and advice for
smaller companies on taking European technologies to the US market were also identified.
Based on the outcomes of previous work on worldwide market segmentation [1], market figures and
competition analysis, opportunities for European stakeholders are identified [2] along with
roadblocks that need addressing for the Platforms4CPS domains of transportation, manufacturing,
health and energy. More fundamental roadblocks for CPS technologies have also been extracted
from Platforms4CPS workshops. Large Industry and SME stakeholders have been identified indicating
the spread of activities across the Platforms4CPS domains as well as strengths in Europe. The areas of
key interest for large industry, SMEs and also academia have also been identified from a survey
performed by Platforms4CPS.
Key challenges are interoperability of systems, standards and regulations. Here a harmonisation is
not only advantageous but strongly needed. Regulation also has a crucial role in the
development of CPS and IoT such as implications for privacy and security where the increasing
interconnectedness of systems leads to vulnerabilities to unintentional errors and cyber-attacks.
There is also a need for business models and regulation to support market access .
In this section the opportunities for European technology companies are detailed along with
roadblocks that need to be addressed. This covers the following domains:








Automotive
Rail
Aerospace
Maritime
Manufacturing
Energy
Health

It should be noted that many opportunities arise from increased automation, connectivity,
optimisation of systems and processes (e.g. traffic management), health monitoring as well as from
services (e.g. mobility as a service) and infotainment.

3.1
3.1.1

Transportation
Traffic Management

Opportunity Traffic management is being driven by increasing demands for additional capacity,
greater safety, and lower costs while meeting strict environmental regulations. The global car fleet is
predicted to double from currently 800 million vehicles to over 1.6 billion vehicles by 2030 and
without integration of information and flow control systems there will be severe congestion. Markets
and Markets predicts that the global traffic management market is expected to grow from USD 4.12
Billion in 2015 to USD 17.64 Billion by 2020. A study by Frost and Sullivan identified that for vehicleto-vehicle and vehicle-to-infrastructure communications countries with significant private ownership
of road infrastructure, e.g. France, Norway, Netherlands, Denmark, Italy, Sweden, are more likely to
invest in cooperative systems infrastructure.

Roadblock Lack of a globally accepted communication standard that works in all the member states
and also worldwide, covering Europe, America, Japan, and China.
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3.1.2

Infotainment

Opportunity Driven by the Internet of Things the “Connected Car” is seen as a major business
opportunity. BI Intelligence predicts that 94 million connected cars will be shipped in 2021 and that
connected cars will generate $8.1 trillion between 2015 and 2020.

Roadblock Although the car companies are providing the connection interface in the car it is other
companies that provide data services that are driving this change. There will be major competition
from companies such as Microsoft, Apple, Pandora, Sprint, Google, etc.

3.1.3

Autonomous Cars

Opportunity Lux Research predicts that the market for self-driving cars will be $87 Billion by 2030.
The revenues from this are expected to be $24 billion against a $21 billion US market and a $20
Billion European market. The biggest opportunities for companies are in the software sector as this
will be a differentiator and also key to safety. The software market is expected to grow from $0.5
Billion today to $10 billion in 2020 and $25 billion in 2030.

Roadblocks The introduction of autonomous cars will happen in phases as the technology develops
and users develop trust. The majority of the work is currently concentrated on technical solutions,
e.g. processor architectures, sensor technologies, and data processing algorithms. The key challenge
here is to make the technologies cheap enough for mass usage. The certification of systems will be a
challenge as the scope of the system is effectively unbounded and the number of eventualities is very
large. It is expected that Google and IBM will be major players and competitors in the area of
software. Another challenge is that car ownership is predicted to decrease in the future with more
and more people using mobility solutions and services.

3.1.4

Rail

Opportunity There is great demand from the sector for 24/7 operation, high availability, low cost,
safety, increased capacity for both passengers and freight, recovery from disturbance, and low
carbon emissions. This is challenged by increasing congestion due to unprecedented numbers of
passengers on existing infrastructure. There will be increased automation in regional, long-distance
and freight rail services in the future. The urban transport market is predicted to grow at 3% overall
between 2014 and 2020 and within this market, the share of fully-automated operation is expected
to increase from around 30% today to around 70%. Markets and Markets predict that the railway
management system market size is expected to grow from USD 29.27 Billion in 2016 to USD 57.88
Billion by 2021. Rail Traffic Management Systems (signalling, traffic control, routing, and train
scheduling) will be the main opportunity. The Internet of Things will be exploited for gathering
maintenance data to improve the availability of vehicles and infrastructure through predictive
maintenance, to create faster throughput in transport systems, to provide better resource
management and to provide greater passenger comfort and convenience, through intelligent ticket
and passenger information systems. The global high-speed rail market presents the biggest
opportunity in the rail market and the Urban Rail market is also growing. Within Europe Italy and
Denmark will be key opportunities for rolling stock in coming years
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Roadblocks While the opportunities in Europe are strong, the Middle East and North America are the
most attractive areas for global Original Equipment Manufacturers (OEMs) and there will be stiff
world-wide competition.

3.1.5

Aerospace

Opportunity Already air space is congested, and better coordination of aircraft will allow for
increases in capacity and real-time deconfliction of flight paths. The Air Traffic Management (ATM)
market is projected to grow from USD 50.01 Billion in 2016 to USD 97.30 Billion by 2022 driven by an
increasing demand for safe and reliable air traffic operations, increasing airspace congestion,
development of new airport infrastructure, and modernisation of existing airports.

Roadblocks There are competing approaches in Europe and the US for Air Traffic Management which
lead to differences in equipment.

3.1.6

Commercial and Military Aircraft

Opportunity The commercial aircraft market is expected to grow driven by global gross domestic
product (GDP) growth, relatively lower commodity prices including crude oil, and strong passenger
travel demand, especially in the Middle East and Asia Pacific regions. The military aircraft market
revenues are likely to grow at 3.2 percent in 2017 due to increased spending in the US, United
Kingdom, France, Japan, and several Middle Eastern countries driven by heightened national security
threats with governments equipping their armed forces with modern weapons, platforms and nextgeneration technologies, including cyber, intelligence gathering, defence electronics, and precision
strike capabilities. Rising global tensions have also led to increasing demand for defence and military
products in the Middle East, Eastern Europe, North Korea, and the East and South China Seas. This is
in turn has resulted in increased defence spending globally, especially in the United Arab Emirates
(UAE), Saudi Arabia, South Korea, Japan, India, China and Russia. There are opportunities in flight
control systems, more electric aircraft technologies, environmental control systems, aircraft
electrical systems, electronic flight instrument system, aircraft health monitoring systems, airborne
telemetry market and inflight entertainment market.

Roadblock Stiff competition from US companies and increasingly from China in the future.

3.1.7

Unmanned Aerial Vehicles

Opportunity According to Markets and Markets the global aerospace robotics market is expected to
grow over the next decade to reach approximately $7.9 billion by 2025. The UAV (Unmanned Aerial
Vehicle) market was estimated to be USD 13.22 billion in 2016 and is projected to reach USD 28.27
Billion by 2022. The drone software market was estimated to be USD 2.85 billion in 2016 and is
projected to reach USD 12.33 billion by 2022, at a CAGR of 27.63% from 2016 to 2022. The drone
services market was estimated to be USD 705.3 million in 2016 and is projected to reach USD
18,022.7 million by 2022, at a CAGR of 71.62% between 2016 and 2022. The military domain leads
this sector, however, the commercial use of drones is also expanding for surveillance and monitoring
in a number of domains such as search and rescue, policing and agriculture.

Roadblock Here there is currently a limit on the size of drones for safety reasons that can be
operated without a pilot. Fundamental changes are needed from the certification authorities
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European Aviation Safety Agency (EASA) and Federal Aviation Administration (FAA) to operate
platforms.

3.1.8

Airport Management

Opportunity The ground handling and support software market is projected to grow from USD 2.49
Billion in 2016 to USD 3.25 Billion by 2022. The smart airports market is projected to grow from USD
11.31 Billion in 2016 to USD 14.87 Billion by 2021 driven by increasing passenger traffic, the need for
check-in services upgrades, baggage handling services and improved security systems. The need to
provide real-time information to passengers is further expected to drive the smart airports market.

Roadblock Investment in infrastructure at a national level in airports.

3.1.9

Maritime

Opportunity The growth in seaborne trade has averaged 4% per annum since the 1970s. The
European maritime industry is spearheading environmentally friendly technologies and world-wide
ship management systems are being linked with ship fouling efficiency metrics and navigation
systems to optimise performance to reduce shipping costs, fuel consumption, and emissions. ICT
technologies and algorithms are being used to optimise shipping movements and port operations.
Safety-improved navigation systems and traffic management algorithms are being used for busy sea
ways and ports. Looking to the future, it is expected that remotely piloted vessels will be adopted in
a 10-year timescale in coastal waters, leading to remote piloting of vessels in the oceans by 2030,
with a long-term goal of fully autonomous vessels by 2035. The military ship building market has
been affected by defence cuts but the overall market size is predicted to be $838.2 Billion over the
next decade.

Roadblocks Resistance to automation from safety authorities and also from seaman unions. Jones
act in the US.

3.1.10

Container Ships

Opportunity There are complex interactions in the movements of containers around the world to
ensure that shipping and handling costs are minimised, with tight linkage into rail or road haulage
networks. Efficient operations, fleet management, and the logistics of moving containers and goods
is a key driver in the industry. Although management systems exist there is currently a fairly low level
of use of ICT and little connection between systems. There are large potential opportunities in EMaritime and Integrated Bridge Systems where the market was estimated to reach USD 5.60 Billion
by 2021. The industry believes that the introduction of new ICT technologies for maritime traffic
management will be key for safer and more secure operations allowing optimisation of shipping
operations, voyages, condition-based maintenance and emissions reduction. Key enablers in the
industry are the introduction of Very Small Aperture Terminal (VSAT) systems that provide
connectivity to ships and much greater data rates for data transfer.

Roadblock Lack of standards and a clear view of what data should be transferred and how this
should be used.
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3.1.11

Unmanned Surface and Underwater Vehicles

Opportunity The unmanned surface vehicle (USV) market is projected to grow from USD 437.57
Million in 2016 to USD 861.37 Million by 2021 driven by increased demand for Intelligence
Surveillance and Reconnaissance (ISR), water quality monitoring, maritime security and threats,
ocean data collection and mapping. The Unmanned underwater vehicle (UUV) market is projected to
grow from USD 2.29 Billion in 2015 to USD 4.00 Billion by 2020 driven by the needs of the deep water
offshore oil and gas production industry, by the needs for protecting against maritime security and
threats, and the need for ocean data and mapping.

Roadblocks In the defence sector work is largely funded at a national level. Ocean data collection is a
growth area and notably companies such as Google are investing in this domain.

3.2

Manufacturing

Opportunity The industrial control and factory automation market, comprising control system

manufacturers, field components manufacturers, system integrators, and software manufacturers, is
projected to reach $153.30 billion by 2022. By 2025 additive manufacturing is expected to create a
€6.3 billion opportunity in the consumer electronics, automotive and aerospace industries. There is
intense competition in this sector but a key driver is the 4th Industrial Revolution or Industrie 4.0.
European companies have particular strengths in automation to improve the performance of
production. Here there are opportunities in connectivity solutions to create Hyperconnected
Factories both internally and horizontally across value chains. The aim of this is to share relevant
information to optimise the overall system with respect to cost savings, increase of robustness and
availability of resources.

Roadblocks Automated decisions, decision support and encapsulation of complexity are key to
enabling digitisation. Security and privacy issues have to be solved to equally involve partners in the
value network. Specific technological needs refer to standardised interfaces (for equipment,
technological and organizational processes as well as for communication between entities), and to
digital models and platforms for data analytics and automated decision support for process
optimisation.

3.2.1
factory

Autonomous Smart Factories – vertical interconnectedness within a

Opportunity Within a smart factory, systems from the business side and technological processes are
enabled for open communication. Flexible and adaptive value streams within the factory enable
production to fulfil tasks more cost efficiently and keep the ability to supply goods on a healthy level.
System elements, from field device to value stream, are vertically interconnected and provide a sum
of (micro)-services and functions, which can be orchestrated by superordinate steering instances on
each hierarchy level of the factory (e.g. “ERP, MES, field level” or “system design, system
implementation”).

Roadblocks Interoperability, open interfaces and architectures, as well as functional description
frameworks are required to harmonise the services provided. Specific technological needs refer to
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the interfaces, architectures, frameworks and platforms for inner company tasks (machine/process
data, business data, planning data), as well as to interoperability standards for smart and reliable
factory automation components and systems.

3.2.2
Collaborative Product-Service
engineering across entire value chain

Factories

–

End-to-end

system

Opportunity An end-to-end engineering tool chain – that covers every aspect along the value chain
and life cycle e.g. from customer requirements to product architecture and manufacture to use of
the product – enables new business models and services for the customers. For instance, equipment
is not bought with a single investment, but paid for via pay per use ranging from subsystems up to
whole factories. This requires availability and accessibility to information for the service provider.

Roadblocks Platforms are needed to enhance physical assets by services or entirely servitise the
output of physical equipment for the customer. Understanding of physical assets over the lifetime is
required from component to process level to enable economic services. Trust in capabilities of
service providers and security are key requirements to enable services in this context. Specific
technological needs refer to several aspects of the “digital twin” concept (modelling assets with all
their geometrical data, kinematic functionality and logical behaviour using digital tools). According to
Gartner, “less than 1 percent of the physical machines and components in use today are modelled
such that the models capture and mimic behaviour” [4].

3.2.3
Human-centred manufacturing – human-machine cooperation and
assistance systems
Opportunity Digital manufacturing activities in Europe also focus – in comparison to other digital
manufacturing initiatives in the world – on harmonising the digitalisation of industrial value creation
with the demands of a human-centred working environment [5]. Here, digital manufacturing is
regarded as a socio-technological challenge. Thus, life-long learning and flexible education and
training approaches play an important role. From the technical side, safe and secure mechanisms and
technologies for human-machine interaction (e.g. in the context of collaborative robots at the shop
floor) as well as assistance technologies with specific electronic devices (e.g. handheld tablets or
smart glasses) displaying specific information and recommendations from a platform-based and
intelligent data-analytics system (e.g. machine learning for increasing energy efficiency of
production) are some of the critical needs. Transparency of the algorithms as well as ethical aspects
are crucial with this respect.

Roadblocks There is an increasing reliance and shift towards exploiting the Internet, e.g. Industrial
Internet of Things. US companies dominate the Internet services domain and also business model
innovations in this field. Security is now a key concern for interconnected systems.

3.3

Energy

The global investment in renewable energy is at a record level. For six years in a row the renewables
sector has outpaced the fossil fuels sector for investment in power capacity additions. Wind and solar
PV account for about 77% of new installations, with hydropower representing most of the
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remainder. Notably the world now adds more renewable power capacity annually than capacity from
fossil fuels. The renewable capacity in place in 2015 was enough to supply an estimated 23.7% of
global electricity, with hydropower accounting for 16.6% of this.

3.3.1

Wind Power

Opportunity The use of wind power has been steadily increasing over the past 10 years with capacity
increasing by more than 700%. More than half of the world’s wind power capacity was added in the
last five years and wind supplied more new power generation worldwide than any other technology
in 2015 with commercial installations in more than 80 countries. At the end of 2015, the leading
countries for total wind power capacity per inhabitant were Denmark, Sweden, Germany, Ireland and
Spain. Wind power is the leading source of new power generating capacity in Europe and the United
States. In 2014, the market was dominated by the Asia-Pacific region, which had more than 54% of
the total installed blades in the world. The region is projected to remain the most attractive market
through to 2019. South America, the Middle East and Africa are also predicted to have promising
growth rates. At the same time the microgrid market driven by rural electrification projects were
valued at 16.58 Billion USD in 2015 and is expected by Markets and Markets to reach USD 38.99
Billion by 2022. The global small direct drive generator wind power market is estimated to reach USD
1.89 Billion by 2019, with a projected CAGR of 19.5%.

Roadblock China is a major competitor in the market and accounted for nearly half of global
additions. GE is also a major manufacturer. However, there are also strong European manufacturers
and many new markets are opening across Africa, Asia, Latin America and the Middle East.

3.3.2

Solar PV

Opportunity The annual Photovoltaic (PV) market in 2015 was nearly 10 times the world’s
cumulative solar PV capacity of a decade earlier and increased by 25% in 2014 by 50 GW. China,
Japan and the United States account for the majority of capacity added, but there are emerging
markets on all continents. Uptake is being driven by the increasing cost-competitiveness of solar PV.
Notably in China there is now 100% electrification which has been achieved with significant use of
off-grid solar PV. The global photovoltaic market is expected to grow at a CAGR of 18.30% between
2014 and 2020 and the overall market was estimated to be worth $89.52 billion in 2013 rising to
$345.59 billion by 2020. There is a growing usage of photovoltaics in power plants, military
applications, space & defence and industrial projects.

Roadblock The key players in the market are Chinese and Japanese. A challenge for the industry is
that the prices of panels have reduced significantly as more panels have been mass produced
particularly by Chinese companies. Despite this distributed rooftop solar PV is still more expensive
than large-scale projects but the costs are reducing which would open up new markets.
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3.3.3

Energy Storage

Opportunities An important sector linked strongly with the renewables sector is the area of energy
storage and there are a range of energy storage technologies that are available. These include:







Solid State Batteries - a range of electrochemical storage solutions, including advanced
chemistry batteries and capacitors
Flow Batteries - batteries where the energy is stored directly in the electrolyte solution for
longer cycle life, and quick response times
Flywheels - mechanical devices that harness rotational energy to deliver instantaneous
electricity
Compressed Air Energy Storage - utilizing compressed air to create a potent energy reserve
Thermal - capturing heat and cold to create energy on demand
Pumped Hydro-Power - creating large-scale reservoirs of energy with water

The predicted growth for each of these technologies is shown below.

Figure 4. Global Advanced Energy Storage Systems Market Capacity by Technology (Mega Watts)
Although growth is expected in all markets and hydropower applications account for around 95% of
existing energy storage, this report concentrates on storage technologies that can store energy from
two key growth markets in renewables: wind and solar power. Energy storage is essential in these
domains as the energy generation is intermittent. Driven by the take-up of renewable energy
generation IMS Research predicts that the market for storing power from solar panels will grow from
$200 million in 2012 to $19 billion by 2017 with major expansions being in Germany, U.S., Japan, and
Italy. Another analysis company Navigant highlighted that 520 MW of new energy storage capacity
was deployed globally in 2014 and 2015 and exponential growth is expected with a 47% increase in
capacity being added worldwide by 2020 equating to 29.4 GW. The compound annual growth rate is
expected to be 60 percent. Taking the USA alone according to the Energy Storage Association (ESA)
the U.S. market grew 284 percent in terms of megawatt-hours in 2016.
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Lithium-ion battery storage is expected to take the majority market share in the sector, due to lower
cost which is being driven down further by increased production demand. Bloomberg predicts that
battery technology prices will fall to $120 per kWh by 2030 compared with more than $300 now and
$1,000 in 2010. The market is driven by three sectors: Utilities, Commercial & Industrial, and
Residential. The utilities market is expected to account for 76% of the energy storage market in 2017
and notably more than 80 percent of the 520 MW of global storage deployments through 2014 and
2015 were made in the utility sector. 9,000 MW of new utility-owned storage capacity is predicted to
be deployed by 2020. It is anticipated that the global installed energy storage for grid and ancillary
services will grow from 1.1 GW in 2016 to 21.6 GW in 2025. The second largest market is expected to
be the Commercial and Industrial (C&I) sector with microgrid installations representing 21% of the
market in 2017 and 37% by 2020. Finally, residential energy storage is expected to grow from
approximately 95 MW in 2016 to 3,773 MW in 2025 with the leading market being in Germany.
Already over 60 million Americans in 13 mid-Atlantic states plus the District of Columbia are using
energy storage systems. In the EU, the “Clean Energy for all Europeans” package is likely to drive
energy storage regulations.

Roadblocks An issue is that conventional models for electricity pricing, based on hourly intervals and
considering generation versus demand fail to reward the benefits of energy storage for the grid.
These benefits include speed and accuracy in delivery of ancillary services, reliability and resiliency.
There is thus a problem of convincing investors to support the high upfront costs when the
regulations and revenue streams are in the process of change and evolution. There is also existing
regulations which act as barriers that prevent third party or customer ownership and competition in
the energy, ancillary service and capacity markets.
The newness of the technology is also an issue with a lack of familiarity of the technologies amongst
utilities companies, regulators and financiers as well as the lack of skilled technicians to maintain and
operate systems. There are examples of success though such as in the US with the Pennsylvania-New
Jersey-Maryland Interconnection (PJM) region’s competitive market for frequency regulation
compensation scheme. The same approach has been adopted for the UK National Grid and the first
auction for 200 MW frequency regulation storage capacity in 2016 attracted over 1.2 GW in bids.

3.3.4

Smart Grid

Opportunities In the area of the Smart Grid there are major commercial opportunities for equipment
makers, communication device players, and integrated solutions providers around the world. Across
Europe there are many Smart Grid Initiatives looking at smart metering, integration of renewal
energy and storage technologies, electric vehicle charging and integrated chips to enable
transmission of digital information on the grid. For instance, SmartGrids France has funded a number
of pilot projects testing the integration of solar PV and energy storage with the national grid using
networked smart meters to monitor usage. In the UK the Green Deal programme is driving energy
efficiency across the country with the aim of providing every home with a smart meter to help
consumers understand their energy consumption and make savings. Outside of Europe there are
massive investments in technology, e.g. India is spending US$21 billion over the period 2015-2025
with an aim of stopping rampant electricity theft which is estimated to cost $16.2 billion a year, the
US is investing $3.4 billion into Smart Grid projects, Australia (government and industry) has invested
$490 million into the Smart Grid, Smart City Program, Mexico plans a 30.2 million smart meter
deployment between 2015-2025 with $10.9 billion smart grid infrastructure investment, and Japan is
installing 27 million smart meters by 2020 in advance of the Tokyo Olympic Games in 2020. However,
by far the biggest investment and opportunity comes from China where there is an initiative to
construct power grids in the north-west province of Xinjiang to allow interconnection with the
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country’s eastern provinces, Pakistan and other Asian countries. An Ultra High Voltage grid will be
constructed to transmit power to the eastern coastal developed areas. The State Grid Corporation of
China has allocated US$31 billion to the Xinjiang Electric Power Company to perform grid integration
of renewable energy and installation of power transmission lines by 2020. China also plans to
construct a Global energy network by 2050 to meet global power demand using smart energy
technology. The aim is to create grid interconnectivity with neighbouring countries such as Russia,
Mongolia, Kazakhstan, Pakistan, Myanmar, Laos, Nepal and Thailand. Since 1992 China has relied
heavily on electricity it purchases from Russia. China's annual predicted investment in smart grid
development and related infrastructure from 2016 to 2030 is estimated to reach $128 billion.

Roadblocks In order to get investors to commit funding there is a need for a regulatory framework
for Smart Grids. The smart grid market is led by regulation and this varies considerably per country,
particularly across Europe which has a big impact on possibilities for smart grid investments. It is
difficult to copy results from field trials in one country to another country due to different
regulations. Within Europe the Electricity Directive and the Energy Services Directive provide a mix of
obligations and incentives to Member States to establish regulation targeted to encourage network
operators to earn revenue not from additional sales but from efficiency gains and lower peak
investment needs. To encourage this the European Commission and European Free Trade Association
(EFTA) issued the Smart Grid Mandate M/490 in March 2011. Standards in the sector are voluntary
and are developed by industry and market actors following principles such as consensus, openness,
transparency and non-discrimination. In the smart grid area there is a need for standards for
interoperability and safety. These are set by three European Standards Organizations (ESOs), the
European Committee for Standardisation, CEN, the European Committee for Electrotechnical
Standardisation, CENELEC, and the European Telecommunications Standards Institute, ETSI. Cybersecurity is also a key concern. Every asset of the smart grid (i.e., home gateways, smart meters,
substations, control room) presents a potential target for a cyber-attack. A key concern is that an
attack on a critical node may jeopardise grid security and lead a cascade effect and whole system
blackout. Standards to develop smart grid cyber-security are already available, however,
enhancements are needed to reflect the evolution of the smart grid, its technologies, and threats. A
key challenge is to maintain these standards over time at an appropriate pace which requires
considerable effort.

3.4
3.4.1

Medical Technology
Hospital Care

Opportunity Health care and long-term care expenditure accounted for 8.7% of GDP and about 15%
of total government expenditure in the EU in 2015. Spending is rising faster than GDP and it is
estimated that it will reach 16% of GDP by 2020 in Organisation for Economic Co-operation and
Development (OECD) countries. Life expectancy currently increases with “one weekend per week” in
Europe. The ageing population and prevalence of chronic diseases will increase public health and
care budgets significantly due to the need to provide long-term care driving the need for new
solutions. The healthcare IT market is projected to reach $280.25 billion by 2021 from $134.25 billion
in 2016. The global medical device connectivity market is projected to reach $1.34 billion by 2021
and the telehealth market is projected to reach $9.35 billion by 2021.
The European medical technology market makes up 31 % of the world market and is the second
largest medical technology market after the US (40%). 80% of the companies in the market are SMEs.
Within hospitals curative care and rehabilitative care services account for more than half of current
healthcare expenditure in a majority of EU Member States. Typical devices that are connected to
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patients employ proprietary systems and rely on trained professionals to operate the device and
interpret system output.
Roadblocks There is a need for interoperability between devices as more devices are connected to
patients and also to existing hospital systems. There is also a need for Verification & Validation (V&V)
approaches and security as in many cases the devices are linked with safety-critical monitoring or
provide information to doctors that could result in incorrect diagnosis or incorrect drug dosage. A
challenge is that there are different regulation authorities in the two key markets, the US and
Europe.

3.4.2

Long Term Health Care and Home Care

Opportunity With the increasingly ageing population long-term care expenditure is rapidly rising.
Providing care at home reduces hospital costs dramatically for patients with chronic illnesses and the
elderly. Patients also prefer to be in their own home and this has benefits in terms of a patient’s wellbeing. Systems can be used to provide remote monitoring of patients so that interventions are only
made when needed. Other implanted devices, e.g. pacemakers, can also be monitored and there is a
growing technological market in advanced prosthesis.

Roadblocks Devices need to be user friendly, unobtrusive (if possible) and need to be accepted by
patients. There is a need for interoperability between devices to allow connectivity of different
monitoring equipment both within the house and also to provide data to doctors for remote
monitoring. If linked with chronic illness or implanted devices such as pacemakers there is a need for
both appropriate V&V approaches and security. Regulation and approaches to liability will need to be
developed to support the home use of medical technology.

3.4.3

Personalised Medicine

Opportunity Personalised medicine offers the opportunity to tailor diagnosis and drug interventions
to individual patients based on feedback in response to dosage, predicted responses or risk of
disease based on databases and models. There is heavy investment in this field within the
pharmaceutic industry. This can be applied across many care areas such as cancer, cardiovascular,
hypertension, and metabolic diseases. In order to support this there is a need for medical CPS/IoT
sensors to collect patient data.

Roadblock There is a need for collection of large databases of information and also big data analytics
in order to extract trends identify patterns or changes from normal status. This requires the
infrastructure to collect and store data and also needs to address concerns over patient privacy.

3.4.4

Fitness and Wellbeing

Opportunity The wearable technology market is growing rapidly being worth $28.7 billion in 2016,
according to Gartner. Wearable devices are designed to sense and track data points such as body
temperature, workout time, distance covered and heart rate. Most of these are worn on the wrist,
but there are also a number of clip-ons, chest bands, leg bands, smart garments and ear-worn
devices on the market. Wearables can be used to encourage healthy living and can also be used for
healthcare monitoring. The wrist-worn wearables segment is the fastest growing market, at a CAGR
of 30%. Apple shipped nearly 12 million Apple Watches and Fitbit shipped $2 billion worth of fitness
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bands and other products in 2015. There is also an increasing market in smart T-shirts, body cameras,
high visibility jackets, socks, shoes, bras and chest straps. Sportswear companies are highly active in
this segment and are working on connecting fitness- and wellness-tracking devices with healthrelated software ecosystems.
Road Blocks Currently devices can be sold over the counter as they only make recommendations on
fitness. Although expensive sales have been positive with the major competitors shipping units fast:
Fitbit (4.8 million units), Xiaomi (3.7 million) and Apple (1.5 million). If devices are to be used for
healthcare there is a need for regulation and oversight via trained medical personnel. Medical
devices are strictly regulated by the US Food and Drug Administration and the European Commission.
These already include healthcare wearables such as hearing aids and sensors that monitor heart rate,
blood pressure and glucose. Privacy is a major concern and many devices can also collect “lifestyle
medical” data in cloud software applications. The embedding of devices into clothing that needs to
be washed introduces problems of longevity which are yet to be addressed.
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3.5

Selling in the US Market

Although there are similarities between European and US markets there are also significant
differences which need to be taken into account. A key problem is that the US market is a much
faster and quicker decision-making market than Europe and there are also far more distribution
channels available to sell by than in Europe. European sales personnel commonly spend some of
their time on lead generation as part of their marketing function. This is not the case in the US,
where the two activities are separated, and here channel partners and sales people expect leads to
come from the marketing personnel. It is common for new entrants to the US market to
underestimate the cost of start-up operations in the US and also the time to get a business up and
running. Product lifecycles are also very short in many ICT areas.
Selling in the US – Key things to remember
Marketing Materials - Marketing is a key driver in the US and a lot of time and effort is expended in
producing a comprehensive marketing pack. It is very important to have professional presentations,
final product samples with final packaging, catalogues, videos and a marketing plan.
Distribution Channels - In the US the Internet has an overriding role for product sale and distribution.
Marketing Staff - It is essential that a company employs someone with first rate US marketing and
sales experience to make the company appear to be local for American customers. Customers in
California are different from those in Texas so it is advisable to employ local consultants.
Product Pricing - The US market is more a “price point” and “volume” driven market. A European
product based on premium price or quality may not fit well.
Lead Time - The US market is very dynamic and innovative. Disruptive technologies have a limited
period of time in which to establish a market before competing technologies arrive. US companies
exploit this lead time based on confidential know-how or patent protection. A key mistake that
European companies make is to delay product introduction by over-engineering, designing for
perfection or elegance allowing other competing products to get market share first.
Demographics - Large companies will sell across the US, however, smaller companies need to target
resources effectively. In general, there are thus more potential customers per square mile in the US,
however, the nine states in the New England/mid-Atlantic region are among the ten states with the
highest population density in the US.
US Office Location - The location of a US Office for a European company is strategic as it affects
choices in terms of travel, recruitment, availability of service providers, etc. The East Coast is far
more attractive (a 6 hour time difference is easier to manage for meetings) and setting up near
established high tech clusters, e.g. Boston for High-Tech in general, Washington, DC for government
related businesses (incl. Telecom and Green Tech), Texas for energy, etc., offers better access to
talent. Travel connectivity is also important and good airline connections via major multi-airline
airports keep costs lower.
State and Federal Regulations - Local, state and federal regulations and laws not only define what a
company may/may not do and sell but also to issues such as physical location and business hours of
operation.
Table 1. Key lessons from selling in the US
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4 Opportunities for the Future
In addition to assessing the current markets and predicted markets the Platforms4CPS project has
also looked at strategic technologies for the future via assessment of existing roadmaps for CPS and
also via expert input at workshops. Although the aim of this is to provide community
recommendations for research priorities in key technological and non-tech fields, it also highlights
key technology domains for the future. Various roadmaps, vision and strategy documents have been
analysed in the field of Digitising the European Industry in Cyber-Physical Systems (CPS), CyberPhysical System-of-Systems (CPSoS), Embedded Components and Systems (ECS), Advanced
Computing, and Factories of the Future (FoF).
This identified technology themes and research priorities such as:










Data analytics and (collaborative) decision support
Trustable AI enabled autonomous CPS, cognitive systems and situation awareness
Human in the loop, HMI, intuitive systems, wearables, virtual and augmented reality
CPS (virtual) engineering of large, complex systems including modelling & simulation
CPS reference architectures, standards
Agile, open, vertical and horizontal, federated, (dynamic) plug-and-play CPS platforms
Integration, (semantic) interoperability, flexibility, composability and reconfiguration
Seamless connectivity, edge computing, intelligent edge devices, energy efficiency
Safety, reliability & (cyber)security, privacy, trust

The following key developments, research priorities and recommendations were derived for the
different fields:
CPS platforms & interoperability:





From a fragmented landscape towards composable, open, cheap plug-and-play components
Federation/orchestration of increasingly decentralized, more dynamic platforms
From (cloud) centralized AI to AI at the edge, neuromorphic processors, quantum processors
Towards selling experiences on trusted CPS market-places within the business eco-system

CPS (virtual) engineering and CPS Architectures:




Managing composability with systems of agile/intelligent CPS devices
Enabling technologies, methods, design tools from multiple disciplines including AI
Engineering methods and design tools for highly-dynamic systems of CPS in uncertain
contexts

Autonomous CPS, data analytics, decision support and human in the loop:





From self-healing, self-learning to self-reconfiguration and full-autonomous decision making
From machine learning, pattern-recognition, and data-fusion towards algorithms to extract
filtered information and miniaturized energy efficient data centres
Increasing integration of co-bots and user interface adaptability towards AI enabled
assistants
Ensure trust and take ethics into account
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CPS safety, security, trustworthiness and compliance:





Frameworks for legislation, certification, trustworthiness and cybersecurity
Safety, security, privacy and transparency by design and co-engineered
Really secure solution for biometrics and forensic
Push research at the intersection of AI and cybersecurity

As part of the work a Technology Radar was also developed which is shown in Figure 5. This shows
technology developments in a number of areas such as

Figure 5. Business Opportunities for Products and Services in Health and Well Being,
Manufacturing, Energy and Transport Sectors

There are a number of emerging themes that have been identified within Platforms4CPS workshops.
The areas of ‘autonomous systems’, ‘artificial Intelligence’ and ‘trust’ were clearly highlighted as key
themes for the future and the need to support this with funding for low power processing at the
edge, concerted action to master AI at a European level and to maintain sovereignty of key value
chains.

Processing at the Edge. There is a move towards localised intelligence at the “edge” in order to react
promptly in time-critical applications. It is not possible to guarantee safety, latency and predictability
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for autonomous cars if there is a reliance on remote connection to the cloud so processing needs to
be performed locally. Privacy and security concerns also drive the need for processing data at the
edge rather than transmitting or storing data in the cloud. Notably edge computing is more
amenable for privacy/security and is also General Data Protection Regulation (GDPR) compliant. In
order to provide high performance computing and new computing techniques such as neuromorphic
computing at the edge there is a need for energy efficient computation for battery powered and
energy harvesting powered devices as well as for electric vehicles. This will require a 2-3 orders of
magnitude improvement in energy consumption.

AI and Autonomous Systems. There is a need for understandable, accountable autonomous systems,
which act ethically. Already there is an initiative to support an “AI-on-demand platform” with a desire
to connect and strengthen AI activities across Europe. However, with the importance of AI for the
future there is a need to provide even greater support for AI developments in key sectors. A
declaration of cooperation on AI has been signed by 25 European Countries which will produce a
coordinated plan for AI by the end of 2018. AI will have major implications on future systems and
there is a need to equip European businesses with the necessary tools and skills to adopt and exploit
AI-based solutions. There is a need for a programme to encourage the business adoption of AI
technologies to solve problems and deliver practical business value. In addition to
adopting/developing AI solutions there is a need to provide expertise and help in building investment
and business cases. There is a need to skill the existing workforce in AI. Governments and employers
need to encourage and provide continual education and training for existing employees through their
careers and evaluate how to tailor existing policies and develop new approaches to achieve this. The
skills needed to develop and deploy AI solutions depends upon Science, Technology, Engineering and
Mathematics (STEM) skills. There is a need to provide incentives to pursue these areas particularly at
the further education level with support from industry in development of curricula.

Trust and acceptance. In order to generate trust there is a need for a factor of 10 reduction in bugs
in software, better usability, resistance to cyber-attacks, and an approach to explainable AI
technologies. The is a need to increase the productivity of companies in dependable software
automation systems, robots, AI, and also in using AI to deal with complexity management. There also
needs to be a public debate on ethics and trust with involvement from government, academia and
industry as well as the general public.

Sovereignty. There is growing concern over sovereignty across key value chains, e.g. aerospace and
automotive, as the political climate in the world is changing fast. If Europe becomes reliant on foreign
hardware and software in value chains there may be restrictions on exporting products but more
seriously it will not be possible to guarantee safety and security of future systems. There are
increasing concerns about security issues from backdoors in the hardware which may lead to systems
and infrastructure being compromised by foreign governments and terrorists. There is a key desire
for full European sovereignty for defence and security applications which will require more electronic
design activities in Europe.
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5 Conclusions and Recommendations
This document provides a tailored summary of work that has been performed in Platforms4CPS
addressing markets, barriers and technology roadmapping bringing them together in one reference
which can be used by companies as a source of recommendations to understand business potential,
identify barriers, and provide guidance on where to invest in technology. The aim has been to
provide an overview document that can be used by SME’s, Mid-Caps and Large Industry to quickly
establish opportunities and roadblocks in the transportation, manufacturing, health and energy
sectors as well as to highlight technology directions in the timescale up to 2030 and beyond for each
of these sectors. Additionally, overall guidance is provided for companies who wish to establish a
presence in the US market.
The report also highlights a number of emerging themes that companies need to be aware of. The
areas of ‘autonomous systems’, ‘artificial Intelligence’ and ‘trust’ are clearly highlighted as key
themes for the future with the need for low power processing at the edge, concerted action to
master AI at a European level and the need to maintain sovereignty in key value chains.

Recommendations
It is clear that companies need to analyse the market, consider the socio-economic needs and also
the technological trends in parallel in order to assess business opportunities. While it is not possible
to specifically provide recommendations for individual companies without an understanding of their
competence areas and internal drivers, the information in this report gives a starting point for
companies to perform their own analysis to identify opportunities. Looking to the future, however, a
number of recommendations can be made that companies should consider:











There is a major opportunity, particularly for SMEs, in decision support and analysis for
diagnostics, and health monitoring. Here there are not only opportunities in providing tools
and software, but also in providing full services to end users.
The human is part of the system and increasingly there will be a need for autonomous
systems and robots to interact with users via Human Machine Interfaces. Here there are
opportunities for voice interfaces, interfaces with cobots, and software that analyses human
emotions.
Increased autonomy in transportation and manufacturing requires the development of
safety-critical software. This was clearly identified in this report as a major opportunity and it
is also a key strength on European companies. Here SMEs have a role to play in developing
and supplying tools to support verification and validation.
Connectivity solutions are another key strength of Europe and there are many opportunities
for SMEs to provide solutions that support the increased integration of systems.
Although there has been explosion of data centric solutions based on cloud services, largely
dominated by American platforms, there is now a key shift towards performing processing at
the edge. This is a major opportunity for European companies where there are strengths in
embedded processing.
There has been an explosion in AI solutions based on the analysis of Big Data in cloud
solutions. Related to the move to edge computing there is also an opportunity to create
compact, power efficient, edge computing solutions for AI.
The introduction of new autonomous systems will require social acceptance and trust to be
developed. This could lead to new services such as companies that support the public
promotion of trust in autonomous systems as well as companies that support the
development of ethical computing services.
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