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Executive Summary
The Platforms4CPS Roadmapping Consensus Workshop, held on October 23rd 2017 in Paris, was set
to discuss visions and priorities of recently produced roadmaps in the area of Cyber-Physical Systems
(CPS) and related fields, draw recommendations for future research and innovation activities and
elaborate more specifically on three Platforms4CPS focus themes.
The workshop gathered 23 experts from industry, academia and policy-making, and started with
presentations providing a broad overview on activities, challenges, priorities and recommendations in
the area of ‘Digitising the European Industry’ and related fields like Cyber-Physical Systems (CPS),
Cyber-Physical System-of-Systems (CPSoS), Embedded Components and Systems (ECS), Advanced
Computing, and Factories of the Future (FoF). Above others, experts presenting results and
perspectives from the ECS-SRA, HiPEAC, CPSoS, CyPhERS, Road2CPS, agendaCPS, PICASSO and
sCorPiuS roadmaps were present. Moreover, the European Commission representative provided
insights into strategic developments and directions for the upcoming CPS research program as well as
the related vision for beyond 2020. During the interactive sessions in the afternoon, the participants
elaborated on current and future research priorities, especially regarding the three Platforms4CPS
focus themes: ‘CPS Platforms’, ‘Autonomous CPS’ and ‘Virtual/CPS Engineering’.
A high priority for the future, presented by the EC representative, was in Autonomous Cyber Physical
Systems (ACPS), a topic that had also been highlighted in many roadmaps and chosen as a focus theme
in Platforms4CPS. Its importance was broadly shared amongst the workshop participants and was a
themes highlighted as ‘emerging new theme’ in the interactive session as well as group work.
Comparative presentations of the different roadmaps and an interactive session to build a matrix of
priority themes, revealed similarities but also differences amongst the roadmaps. Research priority
themes of great consent between roadmaps, also confirmed by statements of the participants, were:








Interoperability, reference architectures, platforms, standards and seamless connectivity
Safety, reliability & (cyber)security, privacy, trust
Autonomous CPS, artificial intelligence, cognitive systems and situation awareness
CPS engineering of large, complex systems including modelling & simulation
Human machine interaction, human in the loop, human as part of the system
Computing and storage
CPS science and cross-disciplinary R&D and research on the foundations of CPS

Next to these, important priorities to help CPS implementation were highlighted to be:







Enhance multi-disciplinarity, cross-fertilisation (application domain & engineering domain)
Foster collaboration, European coordination and de-fragmentation across Europe
Cross-disciplinary education, T-shape education (broad and deep), life-long learning
CPS enabled business models and business services, facilitate access of SMEs and start-ups
CPS regulation, questions around liability and ethics
Raise awareness, promote societal dialogue, enhance user acceptance and trust

Regarding the trends and new/emerging themes, ‘autonomous systems’ became very prominent in
connection with ‘artificial intelligence’ and ‘trust’. New or improved (virtual) CPS engineering
approaches to manage the more and more complex systems including the human as a part, but also
co-engineered safety and security were discussed intensively. Agile and open source platforms as well
as the federation of platforms also ranged high amongst the future challenges.
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Within the group work, details on specific topics and subtopics to be taken care of in future R&D were
elaborated. Regarding ‘CPS Platforms’ the following priorities were raised:










Interoperability and integration of legacy systems, federation of platforms, as well as the
establishment of an operating system for CPS
Elaborate on safety and security for platforms to generate trust and user acceptance
Define agile reference architectures for different domains, including efficient re-use and
composability
Encourage multi-sided markets and separation of concerns, allowing developers to add value
in an open source environment, driven by the market
Provide common services that can be used in many applications, possibly linked with AI
Give guidance to navigate through the fragmented market where there are already a vast
number of platforms
Take care with and time political intervention, to not hinder innovation but avoid monopolies
Support reference implementations and pilots leading to (industry driven) standardisation
Develop skills, the eco-system (incl. users) and coordinate EU, national and regional initiatives

The group work ‘Autonomous CPS’ elaborated the following sub-topics as priorities themes:
Autonomy is a multi-facetted system property; it has multiple characteristics, is relevant across most
(all) domains and systems, and further has a lot of impact on systems. Initial discussions thus referred
to definitions and characteristics of Autonomous CPS. As an example, the SAE J3016 recommended
practice (current version, 2nd, released in 2016), defines 6 levels of driving automation, placing them
according to a linear scale. The multiple facets of autonomy include at least (i) what tasks are
automated, (ii) how independent they can be performed by humans, and (iii) the conditions that the
automation can handle (e.g. low/high speed, urban/rural, etc.).
In the discussion, characteristics of autonomous CPS mentioned included ability to reason about itself
and the environment, ability to make predictions and to communicate, and finally to plan and to
suggest – or carry out – actions.
Within the group work ‘CPS Platforms’ the following priorities and recommendations were raised:







Self-learning and evolving ACPS
Novel safety and security engineering methodologies, including reasoning about uncertainty
and risk
Risk based perspective of society scale introduction of autonomous CPS
Anticipating and understandable autonomous CPS
Community building and education
Business perspectives and a smooth societal adoption

Within the group work ‘Virtual / CPS Engineering’ the following priorities for sub-topics were
elaborated:






CPS engineering methodology, tools & platforms
Co-engineering: CPS, safety & security, human-in-the-loop
Simulation based engineering and testing
Engineering systems at run-time
Suitable funding instruments

4

1 Introduction
The Platforms4CPS project is a 24-month coordination and support action (November 2016 - October
2018), co-funded under the European Union's H2020 Research and Innovation Programme in the area
of Smart Cyber-Physical Systems. Taking up the results of its precursor Road2CPS, the project aims to
carry out strategic action for future CPS through roadmaps, support of platform development and
constituency building. Platforms4CPS is coordinated by Thales and supported by six other partners
(Steinbeis2i, THHINK, Festo, KTH, fortiss and Systematic) from 4 European countries (France, Germany,
UK and Sweden).
Cyber-Physical Systems are seen as essential for the future. As the embedded world meets the Internet
world there will be an increasing number of interacting systems with strong connectivity utilised in
both society and in industry. Platforms4CPS targets the transport, manufacturing, energy and health
sectors. Europe is a world leader in the area of time-critical and safety-critical systems and to maintain
this position there is a need to be able to design, develop and deploy highly distributed and connected
digital technologies. Platforms4CPS thus aims to “create the vision, strategy, technology building
blocks and supporting ecosystem for future CPS applications” with three key objectives to:




Create a vision and strategy for future European CPS by analysing the ecosystem and market
and strategically updating and validating existing CPS roadmaps across multiple domains
Promote platform building, bringing together industry and academic experts and create a
repository of CPS technology building blocks
Build an ecosystem, cooperate on the foundations of CPS engineering, and build consensus on
societal and legal issues related to the deployment of CPS.

The Platforms4CPS Roadmapping Consensus Workshop was set to discuss recent and ongoing CPS
roadmaps, to compare the results and recommendations and to compile them in a living document
called ‘Community Roadmap’, which will be available on the Platforms4CPS website. The Workshop
aimed at discussing relevant technology fields and related research priorities to support the
development of trustworthy CPS, as well as the specific needs and barriers for a successful
implementation in different application domains. Visions and priorities of recently produced
roadmaps were analysed, complemented by views and perspectives from large and small companies
as well as associations and policy makers to derive recommendations for future directions.
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2 Workshop Agenda
Platforms4CPS – Roadmap Consensus Workshop
09:00

Registration

09:30

Welcome and Introduction
Welcome (Laila Gide; Thales)
Introduction to Platforms4CPS and the aims of the day (Meike Reimann; Steinbeis 2i)
CPS Scope - Structuring for CPS Clarity (Charles Robinson; Thales)

10:00

Key notes
EC Vision: Future developments in Cyber-Physical Systems and evolution of the ‘Digitizing the
European Industry Initiative’ (Sandro D'Elia; DG Connect, "Digital Industry", EC)
ARTEMIS-SRA and ECSEL-ECS-SRA (Laila Gide; Thales)

10:45

Coffee Break

11:15

Short Roadmap Pitches (Focus on CPS priorities and recommendations)








Road2CPS/Road2SoS/Road4FAME (Meike Reimann; Steinbeis 2i)
CyPHERS Roadmap (Holger Pfeifer; fortiss)
CPSoS Roadmap (Haydn Thompson; THHINK)
US Agendas/Priorities Picasso (Christian Sonntag; TU Dortmund)
sCorPiuS Roadmap (Anna De Carolis; Politecnico di Milano)
AgendaCPS & CPS-Setis Standardisation Roadmap (Jürgen Niehaus; SafeTrans)
HiPEAC Vision (Marc Duranton; CEA)

12:45

Lunch

14:00

Elaboration of Priority Matrix (interactive session)
(Research & implementation topics, prioritisation, identify emerging themes)

15:00

Coffee Break

15:15

CPS Topic Exploration (group work)




A Platforms (chaired by M. Reimann; Steinbeis 2i / H. Thompson; THHINK)
B Autonomy (chaired by M. Törngren; KTH)
C Virtual & CPS Engineering (chaired by H. Pfeifer; fortiss / C. Robinson; Thales)

(In depth exploration of research and engineering priorities)

16:45

Final Discussion, Conclusion & Feedback

17:00

Closing of Workshop
Figure 1: Platforms4CPS - Roadmapping Consensus Workshop AGENDA
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3 Workshop Presentations
3.1 Presentations on Visions, Roadmaps, Priorities and Recommendations
The workshop started with a warm welcome by Laila Gide, host of the Workshop at Thales in Paris.
During the morning session, eleven presentations were given, to provide the group with a broad
overview on EC supported CPS related project roadmaps and visions, as well as perspectives from
associations and EC policy making regarding the ‘Digitisation of the European Industry’. The
presentations focused on challenges, priorities and recommendations from the CPS related
communities, including Cyber-Physical Systems (CPS), Cyber-Physical System-of-Systems (CPSoS),
Electronic Components and Systems (ECS), Advanced Computing, and Factories of the Future (FoF).
The full presentations are available on the Platforms4CPS website (resources):
https://www.platforms4cps.eu/resources/

3.2 Introduction Platforms4CPS and Workshop (Meike Reimann, Steinbeis 2i)
Meike presented the agenda, objectives and methodology of the workshop, pointing out that the focus
was on comparing different roadmaps and elaborating consensus themes as well as identifying trends
to give recommendations regarding research priorities and implementation strategies for future EC
activities. She shortly presented the CPS Coordination and Support Action Platforms4CPS (Creating the
CPS Vision, Strategy, Technology Building Blocks and Supporting Ecosystem for Future CPS Platforms;
November 2016 - October 2018). The project’s focus is on ‘Roadmapping & Recommendations’,
promoting ‘Platform Building’ and ‘Community Building’, investigating four application domains
(Manufacturing, Transport, Energy and Health). She informed the participants that the results of the
Roadmapping Workshop will feed into the Platforms4CPS ’Community Roadmap’ and
‘Recommendations for research priorities and innovation strategies’ documents and that the
workshop report and presentations will be made publically available.

Figure 2: Platforms4CPS project partners and overall objectives

The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/01_Road2CPS_Steinbeis_2i_RoadmapPitch.pdf
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3.3 ‘CPS Scope - Structuring for CPS Clarity’ (Charles Robinson, Thales)
Charles provided a short introduction on CPS key functions, and how CPS can be distinguished from
other domains such as IoT, SoS and AI. He pointed out that ‘affecting the physical world and highest
level of interactive coordination’ is at the heart of CPS. He proposed, the CPS key functions (sensing,
processing, actuation, communication, energy and coordination/collaboration) can be applied as
filters for research priority themes to have a deeper look into respective CPS aspects.

Figure 3: CPS key functions and filtering research priorities with these

3.4 European Commission “CPS towards 2020 and beyond” (Sandro D’Elia, EC)
Sandro presented the upcoming funding possibilities regarding CPS related calls during 2018-2020,
activities of the ‘Digitising the European Industry’ (DEI) initiative, and the EC vision beyond 2020.
The DEI initiative, which had been launched in 2016, is in full swing now and with the aim to support:






Coordination of European, national & regional initiatives (as a core element)
Partnerships and platforms (including standardisation efforts and large scale pilots)
Digital Innovation Hubs (DIHs)
Regulatory frameworks
(Digital) skills and jobs

Figure 4: EC Policy ‘Digitising the European Industry’
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A core element is seen in a major contribution and cooperation of the member states as well as the
coordination of the existing and emerging regional, national and EC digitisation efforts.
A main pillar of the DEI strategy is strengthening leadership in key parts of the digital value chain
including PPPs, industrial platforms, large scale pilots and testbeds. Regarding ‘Partnerships and
Platforms’, the upcoming calls Horizon 2020 (2018-2020) plan to invest 3.200M€ for Public Private
Partnerships - PPPs (Big Data, Photonics, 5G networks, Cybersecurity ) and ‘Platforms and Pilots’
(connected smart factory). Regarding ‘Digital Innovation Hubs’ (DIHs) 300M€ are foreseen.
The mainstreaming of digital innovation across all sectors, the EC can build on and expand successful
actions and initiatives like the I4MS (Innovation for Manufacturing SMEs - FoF) and SAE (Smart
Anything Everywhere - ICT), which are already up and running. They have built an ecosystem of
networked ‘Digital Innovation Hubs’, providing support to companies/SMEs all across Europe to
facilitate mastering digitisation. Such initiatives will be further enhanced in the upcoming work
programme: I4MS Phase 4, Smart Anything Everywhere Phase 3 and Robotics as a new activity.
Moreover, a focus is on ‘filling empty spots’ by implementing DIH specifically in Eastern Europe (EU13).
More information can be found here: https://ec.europa.eu/futurium/en/content/implementingdigitising-european-industry-actions

Figure 5: Pan-European networks of Digital Innovation Hubs (I4MS and SAE initiatives)

Next to details on ongoing work and upcoming calls, Sandro provided insights into the timelines of
preparing the next Framework Program ‘FP9’, and on the preliminary vision 2030, specifically in the
area of CPS. At the core of this vision are ‘Autonomous Cyber-Physical Systems that people can trust’.
Regarding the context and rational for strategic support of the evolution from CPS to Autonomous CPS
(ACPS), Sandro relates to the following facts:





EU companies have a strong market position in complex electronic systems interacting with
the physical world (Cyber-Physical Systems - CPS) and large Systems of Systems (SoS).
High value added markets exist and are important for Europe: industrial automation, medical,
railway systems, ships, ports and airports, road and air vehicles, manufacturing and logistics
systems. Total global value: 472B€ in 2015, of which 30% in EU
ACPS includes sectors where EU autonomy is strategic for peace and security
9

Regarding upcoming trends, every CPS can already be seen as a System of Systems, as they for
example already include complex, heterogeneous architectures (CPU, GPU, FPGA, DFP, TPU, QPU…).
Moreover, CPS are already evolving towards more and more autonomy. In fully autonomous CPS,
where no human will be needed anymore, CPS becomes an ACPS (e.g. autonomous car). In such a
changing world, relying on autonomised decisions and actions, cyber-security becomes a major crosscutting concern.
The EC preliminary 2030 Vision for ‘Autonomous CPS’ builds on 3 pillars, namely: trust, productivity
and energy. Regarding trust, it is obvious that people will have to be able to trust the systems that they
will let take over part of their decisions and that such systems have to be safe and secure,
understandable and easy to use. In terms of productivity of EU companies, tools for software
development /AI enabled tools should help in reducing complexity. Challenges for energy will be to
provide improvements in efficiency on the one side to enable exascale HP computing and on the other
side to enable applications without the need for batteries.

Figure 6: EC Vision 2030: Towards Autonomous Cyber-Physical Systems

The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/08_EC_DG_CONNECT_CPS_towards_2020_a
nd_beyond.pdf
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3.5 ECS-SRA 2018 (Laila Gide, ARTEMIS-IA)
Lailas presentation focused on the ECS-SRA, which represents a common Strategic Research Agenda
for the ECSEL JU Private Members AENEAS, ARTEMIS-IA and EPoSS. The rational behind combining the
previously separate roadmaps was to speak in one voice on the ‘Electronic Components and Systems’
(ECS) complete value chain and ensure that a right set of RD&I projects are generated.

Figure 7: The MASP elaboration process (left) ECS-SRA possible impact on various programs

The ECS SRA will be used as input to write calls for projects (ECSEL, H2020, EUREKA Clusters) by
highlighting the game changers and major drivers, focusing on the challenges, not the solutions
(answers to challenges to be provided by the project proposals) and indicating the expected impact.
Electronic components and systems (ECS) have an impact on all industrial sectors and almost all
aspects of life. The ECS value chain stands for everything “smart”, based on:



designing and manufacturing semiconductor chips, sensors and actuators.
integrating software and specialised interfaces that bring them to life, it creates the essential
building blocks for the Internet of Things and for Systems of Systems.

Technologies for nano-electronics, smart systems integration, embedded intelligence and Cyberphysical Systems all play a dominant role in creating innovative, smart, connected yet safe and secure
products, powered by sustainable and efficient energy sources. These products enable many
applications that improve mobility, health and wellbeing and quality of life as well as supporting the
creation of a smart competitive industry in our increasingly digital economy.
As several markets heavily rely on ECS technologies as formidable accelerators for growth, the ECS
vision and ambition are for Europe to take a leadership role in the digital transformation by:






Addressing the major technological challenges identified in the SRA.
Pooling research efforts on a number of shared priorities to avoid fragmentation and reach
critical mass as well as setting greater synergies across the complete ECS value chain and its
eco-system for a high return on investment.
Fostering innovative business models, coupled with adequate funding schemes for a faster goto-market.
Reinforcing EU based ECS industry to increase European competitiveness and remain among
the forefront players in this domain.

The ECS-SRA is based on a matrix approach embracing ECS technologies and application domains (see
figure 8):
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Figure 8: The ECS-SRA technologies and application domains

For the Platforms4CPS Roadmapping Workshop, with a specific focus on Cyber-Physical systems, the
following table (table 1) summarises a selection of CPS specific topics addressed by Laila:
Priority fields / ECSSRA chapters
Technological
 Systems &
components
 Connectivity &
interoperability
 Safety & security &
reliability
 Electronics
components &
system process
technology,
equipment materials
& manufacturing
 Computing & storage

Application Domains
 Transport and smart
mobility
 Health and wellBeing
 Energy
 Digital industry
 Digital life

CPS related major challenges to be targeted by future
research (selection)

Priorities for
implementation

Systems and components: architecture, design and integration
 Managing critical, autonomous, cooperating, evolvable systems
 Managing complexity, diversity and multiple constraints
 Integrating miniaturized features of various technologies and
materials into smart components
 Providing effective module integration for highly demanding
environments
 Increasing compactness and capabilities by functional and
physical systems integration

Innovation accelerators
to make it happen

Connectivity and interoperability
 Meeting future connectivity requirements leveraging
heterogeneous technologies
 Enabling nearly lossless interoperability across protocols
encodings and semantics
 Ensuring secure connectivity and interoperability
Safety, security and reliability
 Ensuring safety, security and privacy by design
 Ensuring reliability and functional safety
 Ensuring secure, safe and trustable connectivity and
infrastructure
 Managing privacy, data protection and human interaction

 Standardisation and
regulation
 Platforms and
business models
 Education and
training
 Supporting SMEs:
from start-ups to
scale-ups.
 Public procurement
 Research
infrastructures
 Relationship with
other relevant
initiatives and PPPs
 International
cooperation

Computing and storage
 Increasing performance at acceptable cost
 Making computing systems more integrated with the real world
 Making "intelligent" machines
 Developing new disruptive technologies: Quantum
technologies, neuromorphic computing, optical Computing.

Table 1: ECS-SRA – selection of priority fields, major challenges to be addressed by R&I and innovation accelerators

The full presentation is available under the following link: https://www.platforms4cps.eu/resources/

12

3.6 Road2CPS Roadmapping Pitch (Meike Reimann, Steinbeis 2i)
Road2CPS (Strategic action for future CPS through roadmaps, impact multiplication and constituency
building; February 2015 - January 2017) was a coordination and support action co-financed by the EC
in the H2020 ICT-1 (CPS) Work Programme. The aim of the project was the development of a research,
application and strategy roadmap, to derive recommendations for future research programs. Next to
this, the project did an impact analysis of past and ongoing CPS projects and enhanced community
involvement through task force actions. Within the presentation, Meike gave an overview on the main
research priorities, barriers and enablers, implementation strategies and strategic recommendations.
Research priorities

Barriers/enablers

Priorities for
implementation

Strategic
recommendations

 Integration,
interoperability,
standards, platforms,
reference architectures
 (cyber)security, privacy,
confidentiality, trust
 Autonomous systems,
Cognitive systems, artificial
intelligence
 (Big) data real time
analysis
 CPS / virtual engineering /
modelling and simulation
 Safety, reliability,
resilience, fault tolerance
 Human machine
awareness, HMI
 CPS foundations / science

 Concerns on safety,
security and privacy
 Lack of
interoperability /
standards
 High implementation
costs
 Conservativism of
decision makers
 Social acceptance of
pervasive IT systems

 Education, training, skills
and re-skilling
 Eco-system, community
building, networks,
collaboration (regional,
national, global / across
domains, value chains /
cross-disciplinary
 Demonstrators, living
labs
 Business models
 Societal dialogue,
Awareness raising
 Openness: Open data,
architectures, platforms,
open innovation, open
environments, open ecosystems
 Regulation, legal issues,
Single Digital Market
 Ethics

 Invest in research priorities
 Fund platforms and
reference architectures &
tools (interoperability /
standardisation)
 Facilitate funding to SMEs
& inclusion of start-ups
 Support innovation takeup action & accelerate
ecosystem development,
de-fragmentation & crossfertilisation
 Fund demonstration, test
beds, show cases, (large
scale) pilots, living labs
 Fund CSAs, NoE, CCs, DIHs,
task forces, working groups
 Raise awareness, promote
societal dialogue
 Invest in training and
education

Table 2: Road2CPS – selection of CPS research priorities, barriers and recommendations

Next to this, recommendations included the ‘facilitation of business and ecosystems’









Invest not only on the supply side, but on the demand side
Collaboration between all stakeholders from the beginning for balanced decision-making
Citizen engagement is needed as a result of the impact of new technologies (ex. wearables)
where privacy could be breached
Don’t over-regulate and adapt to the evolution of the markets in an agile way
Promote ‘real’ DSM (standard data models, APIs) to allow SMEs to scale
Openness should be promoted not only in theory to new business models, even if they disrupt
existing business and require hard work by regulators
Harmonise ICT-related regulation, and sector-specific regulatory environments (free flow of
data, data ownership and legal frameworks (e.g. liability)
Coordinate skills development efforts and engage digital innovation hubs

More information on the project outcomes can be found in the Road2CPS ebook:
http://road2cps.eu/events/wp-content/uploads/2017/01/Road2CPS-EBook.pdf
The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/01_Road2CPS_Steinbeis_2i_RoadmapPitch.p
df
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3.7 CyPhERS Roadmapping Pitch (Holger Pfeifer, fortiss)
The CyPhERS roadmap (Cyber-Physical European Roadmap and Strategy; July 2013 - February 2015)
was presented by Holger Pfeifer. It had the aim to develop an integrated strategic CPS research agenda
for Europe and derive comprehensive recommendations for action that cover the identification and
prioritisation of research areas, support measures for both horizontal and vertical cooperation,
possible research partnerships, and address questions of research funding as well as the issues of
training, standardisation and policies.
The roadmap derived the following recommendations for action in the short (S), medium (M) or long
(L) term:









Strengthen key research: Intensify enabling sciences (M); Address human-machine interaction
(M); Foster cross-disciplinary research (M)
Accelerate maturation of technologies: Support maturation initiatives (S); Promote available
infrastructure (M); Coordinate installation of key systems (L)
Facilitate interoperability of technology: Provide reference platforms (M); Homogenise
interoperability standards (M); Define system-level design methodologies (L)
Support open innovation: Provide open standards (S); Promote open source and open license
(M); Increase open data (S)
Anticipate new business models: Activate networks for open innovation (L); Facilitate
business service infrastructure (M); Provide clear liability frameworks (L)
Foster enabling education and training: Stimulate collaboration in education (M); Promote
life-long learning (M); Support t-shaped education (L); Provide educational platforms (M)
Raise societal awareness: Enable decision makers (S); Stimulate public discussion (M); Achieve
societal consensus (L)
Ensure trustworthiness: Harden infrastructure (M); Protect data ownership (M); Adapt
dependability regulations (L)

Moreover, the following research priorities, barriers and enablers, implementation strategies and
strategic recommendations were shown within the presentation:
Research priorities

Barriers/enablers

Priorities for
implementation

Strategic recommendations









 Technological barriers:
Complexity
 Scientific barriers:
Multi-paradigm
 Education barriers:
Competence
 Economic barriers:
Disruption
 Innovation barriers:
Legislation







 Coordinate installation of key
systems
 Increase open data
 Provide clear liability
Frameworks
 Foster education and training
 Raise societal awareness

Enabling sciences
Cross-disciplinary research
Human machine interaction
Interoperability standards
System-level design
Reference platforms
Open source & license

Available infrastructure
Open standards
Open innovation
Service infrastructure
Education platforms

Table 3: CyPhERS – selection of CPS research priorities, barriers and recommendations

The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/02_Cyphers-Pitch_fortiss_RoadmapPitch.pdf
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3.8 CPSoS Roadmapping Pitch (Haydn Thompson, THHINK)
CPSoS (Towards a European roadmap on research and innovation in engineering and management of
Cyber-physical Systems of Systems), which was presented by Haydn Thompson, was a 30 month
support action (October 2013 - June 2016), that provided an exchange platform for Systems of Systems
related projects and communities. The focus was on Systems of Systems where large complex physical
systems interact with computing and communication systems – Cyber-Physical SoS. The goal of the
project was to define a European research and innovation agenda on Cyber-Physical Systems of
Systems. Not campaigning for a single community, but bridging between communities, CPSoS used a
bottom-up and top-down approach by analysing the needs in application domains, analysing the state
of the art in methods and tools, and integrating the two views to define the most important gaps and
actions needed. The presentation provided a definition and examples of CPSoSs (see figure 9) and then
focussed on the main future research priorities and recommendations for their implementation.

Figure 9: Overview CPS vs CPSoSs

The project identified the key R&I challenges to be:
Distributed management of Cyber-Physical Systems of Systems
 Decision structures and system architectures
 Self-organisation, structure formation, and emergent behaviour in technical SoS
 Real-time monitoring, exception handling, fault detection, mitigation of faults/degradation
 Adaptation and integration of new components
 Humans-in-the-loop and collaborative decision making
 Trust in large distributed systems
Engineering support for the design-operation continuum of Cyber-Physical Systems of Systems
 Support of the design-operation continuum of Cyber-Physical Systems of Systems
 Integrated engineering of CPSoS over their full life-cycle
 Establishing system-wide and key properties of CPSoS
15



Modeling, simulation, and optimisation of CPSoS

Cognitive CPSoS
 Situational awareness in large distributed systems with decentralised management/control
 Handling large amounts of data in real time to monitor the system performance and to
detect faults and degradation
 Learning good operation patterns from past examples, auto-reconfiguration and adaptation
 Analysis of user behaviour and detection of needs and anomalies
In terms of vision and new/emerging themes the following research and innovation challenge are
mentioned:







Communication technologies, standardised protocols, Internet of Things, Big Data
Computing technologies (High-performance and distributed computing, multicore and mixedcriticality computing, low power processing/energy harvesting for ubiquitous installation)
Sensors, including energy harvesting
Human-machine interfaces, e.g. head up displays, display glasses, polymer electronics and
organic LEDs
Security of distributed/cloud computing and of communication
Systems and control theory and technology

Moreover, the following research priorities, barriers and enablers, implementation strategies and
strategic recommendations were explained within the presentation:
Research priorities

Barriers/enablers

Priorities for
implementation

Strategic needs /
recommendations

 Distributed
management of
CPSoS
 Engineering support
for the designoperation continuum
of CPSoS
 Cognitive CPSoS

 Legacy systems integration
 Lack of interdisciplinary
heterogeneous, multi-scale CPSoS
modeling at different levels of
resolution
 Certification of safety-critical
CPSoS (parts)
 Integration, processing, and
management of high-quality data
across a complete CPSoS
 Data sources are often not yet
accessible to a degree that is
needed for CPSoS services and
applications
 CPSoS require continuous
monitoring based on high-quality
data sets to detect malfunctions
and abnormal operation
 Cyber security

 System integration and
reconfiguration
 Resiliency in large systems
 Distributed robust systemwide optimization
 Data based system
operation
 Predictive maintenance for
improved asset
management
 Overcoming the modelling
bottleneck
 Humans in the loop

 Full-life-cycle engineering
 Coordination and
optimization
 Modeling, simulation,
and model management
 System-wide validation
and verification
 Systems integration
 Humans in the loop

Table 4: CPSoS – selection of CPS research priorities, barriers and recommendations

A brochure, where the state of the art and all challenges and priorities are described in detail is
available for download following this link: www.cpsos.eu/roadmap.
The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/03_CPSoS_THHINK_RoadmapPitch.pdf

16

3.9 PICASSO (Christian Sonntag, TU Dortmund)
PICASSO (Towards new avenues in EU-US ICT collaboration), which was presented by Christian
Sonntag, is a 24 month support action (January 2016 - June 2018) with the mission to enhance EU-US
ICT research and innovation collaboration, to address societal challenges and industry needs and to
enable economic growth in both the EU and US. Main themes of ICT pre-competitive RDI are the
following key enabling technologies: 5G networks, big data, IoT/CPS. Application domains include
smart production, smart cities, smart transport and smart energy.
Main research priorities identified include:
Closing the loop in IoT-enabled Cyber-Physical Systems
 System-wide control via IoT-connected devices
 Data-based operation
 Control architectures for IoT-enabled CPS
 Performance and stability in the face of unpredictability (outages etc.)
Integration, interoperability, flexibility, and reconfiguration
 Semantic interoperability and semantic models
 Openness and open standards, harmonization
 Automatic (re-)configuration and plug-and-play
 Shared infrastructure, large-scale pilots
 Architectures and cross-domain infrastructures
Model-based systems engineering
 Integrated, virtual, full-life-cycle engineering
 High-confidence CPS, validation, verification, risk analysis and risk management
 Models of heterogeneous large-scale systems
Trust, (Cyber-)security, robustness, resilience, and dependability
 Fault detection and mitigation
 Trustworthiness of technical systems
 Behavior-based methodologies for trust
 New engineering perspectives
 Secure real-time and mixed-criticality systems
Autonomy and humans in the loop
 Autonomy in open systems that are not domain/knowledge-‘contained’
 Models of autonomous systems and humans
 Humans in the loop/collaborative decision making
 Analysis of user behavior
 Analysis, visualization, and decision support
Situational awareness, diagnostics, prognostics
 Large-scale data analytics, management
 Machine learning, adaptive behavior
 Predictive maintenance
 Self-diagnosis tools
Moreover, the following research priorities, barriers and enablers for EU-US collaboration, as well as
strategic recommendations were explained within the presentation:
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Research priorities

Barriers/enablers (for EU-US
collaboration)

Strategic (EU-US)
recommendations

 Closing the loop in IoT-enabled CPS
 Integration, interoperability,
flexibility, and reconfiguration
 Model-based systems engineering
 Trust, (Cyber-)security, robustness,
resilience, and dependability
 Autonomy and humans in the loop
 Situational awareness, diagnostics,
prognostics

 Structural differences in funding
environments
 Administrative overhead and legal barriers
 Lack of clarity of the benefits of EU-US
collaboration
 Restrictions due to Intellectual Property
protection
 Lack of joint EU-US funding mechanisms and
policies
 Export control and privacy restrictions
 Lack of awareness and knowledge

 Roadmapping and benefit
assessment
 Facilitation of collaboration
initiatives
 Lightweight joint research
and innovation

Table 5: PICASSO – selection of CPS research priorities, barriers and recommendations for EU-US collaboration

More information on the project can be found here: http://www.picasso-project.eu
The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/04_PICASSO_TU_Dortmund_RoadmapPitch.p
df

3.10 sCorPiuS Roadmap Pitch (FoF-CPS) (Anna Decarolis, Politecnico di Milano)
Anna de Carolis gave an overview on the sCorPiuS project (European Roadmap for CPS in
manufacturing FoF-CSA; February 2015 - January 2017). sCorPiuS investigated the role of CPS as a lever
to empower manufacturing performance and proposes the creation of a roadmap capable to
preempting the most important technological trends. The project purpose was to support the planning
of the research and innovation activities with the involvement of the most important European
stakeholders and to create consensus, community building and awareness within the targeted
communities of the European Union.
14 main research priorities were derived whereof the first four are of highest priority:
 Predictive and preventive self-learning systems - high priority
 Knowledge and skills for the next generation manufacturing - high priority
 CPS enabled reconfiguration of automated manufacturing systems - high priority
 Full product LifeCyle data collecting and analysis - high priority
 Novel production management tools and models for CPS-based production
 Caring for people in manufacturing systems
 Cyber native factories
 Digitisation of value networks
 Next generation customer driven value networks
 Manufacturing as a Service (MaaS) – Servitisation of autonomous and reconfigurable
production systems
 Customer at the center - from design to disposal
 Product Service Systems (PPS): products with embedded service delivery capability
 European circular economy open platform for CPS
 Material and resource efficiency in manufacturing
Recommendations for technological CPS implementation include:
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Power autonomous wireless communication sensors for high speed/high volume data
collection and pre-elaboration capability
Seamless data analytics platforms with embedded semantic able to self-configure and selfrecognize relevant information in industrial context
Self-learning robotized systems with advanced human co-existence capability
Self-configuration of the whole supply chain to reduce bullwhip effect and improve efficiency
Standards for multi-disciplinary/multi industrial domain data interchange and systems’
interoperability

Four different types of ‘context factors’ are related to the above themes and need to be addressed, i)
cultural, educational, perception, ii) overestimation of costs, iii) laws, regulations, enablers iv) EU
macro-economic factors, v) standardisation and certification.
In summary, the following research priorities, barriers and enablers, implementation strategies and
strategic recommendations were shown within the presentation:
Research priorities

Barriers/enablers

Priorities for
implementation

Strategic recommendations

 Predictive and preventive
self-learning systems
 Knowledge and skills for
the next generation
manufacturing
 CPS enabled
reconfiguration of
automated
manufacturing systems
 Full product LifeCycle
data collecting and
analysis

 New data-driven services
and business models
 Data-based improved
products
 Closed-loop
manufacturing
 Cyberised plant / ‘plug &
produce’
 Next step production
efficiency

 Cultural,
educational
and perception
 Overestimation
of costs
 Law and
regulations
 EU macroeconomic
factors
 Standards and
certifications

 Funding of CPPS open platforms/reference
implementations and architectures
 Develop and Implement ‘access to’
(competencies, knowledge, technology,
experiments, capital, funding) services for
SMEs in CPS DIH
 Implement cross-border harmonization
and synchronization actions among
existing CPS national and regional
initiatives through the adoption of
common methods and tools to raise
awareness among manufacturing SMEs

 Digital ergonomics

Table 6: sCorPiuS – selection of CPS research priorities, barriers and recommendations for EU-US collaboration

The sCorPiuS general recommendations include:






Education to prepare not only the young workers and engineers for the digitalised challenges
in manufacturing but also the experienced work force to make the transitions and the
migration process a success with positive attitude in the society. This includes the necessity to
establish learning programs on several levels of education from trainee programs to university.
Autonomous decision making by machines always involves the danger of harming human
beings, which are affected by these decisions. In terms of legislation, the consequence may
not be suitable to forbid these technological developments but rather to clarify the existing
legislation according to these new technological risk and safety aspects.
Standardisation of technical interfaces and data handling must be driven by industry and the
European product providers. Politics can support this development and by that strengthen the
European manufacturing technology economy.

Further information in http://www.scorpius-project.eu
The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/05_sCorPiuS_Politecnico_di_Milano_Roadma
pPitch.pdf
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3.11 NRMES, agendaCPS, WG Autonomous Systems, CP-SETIS (Jürgen Niehaus,
SafeTRANS)
Jürgen Niehaus gave an overview on 4 different roadmaps, which ranged from more general topics in
the NRMES Roadmap (2009) over agendaCPS (2012) to more specific topics from the WG Autonomous
Systems (2017) and the CP-SETIS Standardisation Roadmap (2017)

Figure 10: Short Roadmap Introduction

The NRMES had already introduced the notion of Embedded Systems/Cyber-Physical Systems being
‘the central nervous system of society’. It provides a detailed analysis of the needs and requirements
for R&D&I, incl. public funding and support as well as a ‘technology radar‘. The Roadmap has
influenced national and European funding programmes and is still used as input/reference in today’s
roadmaps.
Regarding the agendaCPS, the following research priorities, barriers and enablers, implementation
strategies and strategic recommendations were shown within the presentation:
Research priorities

Barriers/enablers

Priorities for
implementation

Strategic recommendations

 Concepts for platforms for
development and operation
 Development methods, processes
and tools incl. V&V for complex,
autonomous, cooperating CPS
 Human machine interaction and
human factors (customer centric
development processes)
 Safety, security, reliability, for
complex, autonomous,
cooperating CPS
 Interdisciplinary modelling of
hybrid systems

 User acceptance
and trust
 Lack of business
models
 Lack of
interoperability
standards
 Lack of available
infrastructure
and platforms for
development and
operation
 Lack of crossengineering-

 Enable useracceptance and trust
- Support R&D&I in
human-machine
interaction and
cooperation, safety,
security,
reliability,etc.
 Support
standardisation
- interoperability
(run-time, semantic
interoperability)

 Align infrastructure and economic
structure to CPS requirements
- Provide mobile internet access
and intelligent communication
infrastructure
- Support/create development
platforms and operator platforms
 Initiate public discourse
- Involve general public in the ‚how
and why‘ of CPS development and
usage
- Transparency of safety, security,
reliability… issues
- Include politics and lawyers
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 Model based development
processes
 Virtual engineering (crossengineering-domain, crossapplication-domain),
 Incl. seamless, interoperable
engineering/development toolchains

domain and
cross-applicationdomain
knowledge and
methods

- interoperability
(design-time)
 Education
- on CPS usage
- on interdisciplinary
CPS development

 Support SMEs
- Easy access to projects
- Cooperation platforms and
networks
- Special support for start-ups
 Create legal framework for
operating CPS

Table 7: agendaCPS – selection of CPS research priorities, barriers and recommendations

The SafeTRANS WG ‘Highly Autonomous Systems’: Test, safety and development processes,
‘Recommendations on actions and research challenges’ revealed more specific research priorities,
barriers and enablers, implementation strategies and strategic recommendations as shown below:
Research priorities and strategic recommendations

Barriers/enablers

 Establish continuous, cross-industry learning process
 Establish and standardise common, fault tolerant,
evolvable system architectures
 Resolve R&D&I Priorities in the four main research areas
 Enable safe operation of dynamic open world systems by
combining established model-centric development
approaches with cognitive automation and semantic
algorithms
 Create self-aware systems
 Enable H2M Cooperation by furthering Man Machine
Interaction and cognitive automation
 Establish traffic space infrastructure and cloud-based
infrastructure to support automation

 Complexity of autonomous systems prohibits (cost-efficient)
verification and validation (V&V) and test, and therefore also
type approval/homologation
- Complexity of…
- Autonomous system itself
- Environment (open world)
- Scenarios/use cases
 Acceptance and trust of users of autonomous systems
 The efforts for research, development, validation and
infrastructure of highly autonomous systems are so high, that
no single organization will be able to afford them

Table 8: SafeTRANS WG ‘Highly Autonomous Systems’ – selection of CPS research priorities, barriers and recommendations

The CP-SETIS Standardisation Roadmap identifies specifications and (pre-) standards for CPS and
recommends ‚best practices‘ for standardisation. It extended treatment of InteroperabilitySpecifications and developed a new concept regarding multi-standards (on interoperability) and ‚twodimensional standardization‘. Next to this a ‚Standardisation Forum‘ on interoperability was
established within the ARTEMIS-IA community but open to all.

The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/06_NRMES_SafeTrans_RoadmapPitch.pdf
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3.12 HiPEAC Vision (Marc Duranton, CEA-List)
Marc Duranton, the lead of the HiPEAC vision, introduces the
coordination and support action on High Performance and
Embedded Architecture and Compilation. Created in 2004 as a
Network of Excellence, HiPEAC gathers over 450 leading European
academic and industrial computing system researchers from nearly
320 institutions in one virtual centre of excellence of 1700
researchers.
HiPEAC has published a vision/roadmap every 2 years since 2008,
which looks at societal trends, the evolution of the market,
constrains and advances of technologies and the position of Europe,
in order to generate recommendations and directions. The last
HiPEAC Vision was published in January 2017and can be retrieved at:
http://hipeac.net/vision
Figure 11: HiPEAC Vision 2017

In his presentation ‘HiPEAC Vision 2017 for Computing in 2025’, Marc introduces societal, technological
and market aspects as well as recommendations for future priorities:














The entanglement between the physical and virtual world is increasing, virtual reality,
augmented reality and Cyber-Physical Systems are blending together and many computers
with any shape or size and new interactions are surrounding people
We entering in human and machine collaboration era: ‘The Centaur era’
Artificial intelligence is changing the man-machine interaction through natural interfaces and
‘intelligent’ behaviour. The new systems should be capable of making intelligent and trustable
decisions
Massive adoption of IoT/CPS by citizens relies on confidence in terms of security and privacy
and key ingredients for trustable systems are security, privacy and safety especially for critical
applications/mixed criticality
Embedded intelligence needs local high-end computing and systems should be autonomous
to make good decisions in all conditions. Safety will impose that basic autonomous functions
should not rely on ‘always connected’ or ‘always available’. Privacy will impose that some
processing should be done locally and not be sent to the cloud
Enabling edge intelligence: C2PS: COGNITIVE (cybernetic* and physical) systems: Enabling
intelligent data processing at the edge (fog computing, edge computing, stream analytics, fast
data) and true collaboration between edge devices and the cloud ensuring: data security,
privacy, lower bandwidth, better use of cloud
Moreover, there is a need new programming concepts for energy efficiency
Growing complexity of SW and HW has to be managed (use of computers to design systems
could be interesting). Managing complexity: Cognitive solutions for complex computing
systems, using AI techniques for computing systems, similar to Generative design for
mechanical engineering
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Figure 12: Enabling edge intelligence

Future applications, products and systems have to be smart, connected, entangled and compute
intensive. Proposals on future R&I priorities to include:







Work on guaranteeing trust
Improving performance and energy efficiency
Mastering complexity
Provide transparency - meta supervision
Mastering parallelism and heterogeneity
Beyond predictability by design

To support the next generation of applications, systems enabled by local computing, customised HW,
composability, time power awareness and self-x cognitive solutions are needed.

Figure 13: Key aspects of products, systems and technologies

The full presentation is available under the following link:
https://www.platforms4cps.eu/fileadmin/user_upload/07_HiPEAC_CEA_RoadmapPitch.pdf
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4 Interactive Sessions
4.1 Methodology
Stimulated by the information and broad picture gained through the presentations and discussions of
the morning session, the afternoon was dedicated to interactive sessions and group work.
For the interactive brainstorming, the participants were asked to elaborate key research priorities for
future EC investment in the near future as well as visionary, emerging new themes. They were asked
to write them on ‘post it’s and add them to a ‘priority matrix’ and ‘emerging new themes’ poster
respectively. While representatives of roadmaps added the respective priority themes of the roadmap
presented, all participants were asked to put research priorities according to their organisation type
(academia, large industry, SME, association/cluster and policy-making). Moreover, participants had
the possibility to also add post-its with their personal view. The post-its were transcribed,
ordered/categorised after the workshop by the consortium (see tables 9-11).

Figure 14: Elaboration of the Research Priority Matrix
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Table 9: Priority matrix – Research priorities and CPS-specific technologies by roadmaps

Research
priorities
Integration,
interoperability,
reference
architectures,
platforms,
standards
Autonomy,
forecasting,
decision making,
situation
awareness,
Cognitive CPS, AI,
learning
CPS engineering,
architectures,
modelling and
simulation, SoS,
mastering
complexity

ECS-SRA

ECSEL

ARTEMIS-SRA Platforms4CPS

Road2CPS

Connectivity &
interoperability:

Digital platforms

Digital platforms

Platforms
integration,
Seamless
interoperation
connectivity and
standards, reference
interoperability / IoT
architectures

Integration,
interoperability,
platforms, reference
architectures,
standards

Enabling technologies
for autonomous,
adaptive and
cooperative CPS

Autonomous and
robotic systems

Autonomy
artificial intelligence,
cognitive systems,
situational awareness,
decision making &
support

Autonomous systems,
decision making,
artificial intelligence

CPS Virtual Engineering
CPS architectures,
modelling and
simulation, systems of
systems, humans as a
part of Systems

CPS/virtual
System-level design
engineering, modelling methodologies
and simulation

Humans as a part of
systems

HMI, humans as part of Human-Machinethe system
Interaction

Connectivity across
heterogeneous
technologies
interoperability across
protocols encodings
and semantics
Managing critical,
autonomous,
cooperating, evolvable
systems

Systems &
components:
Architecture, design
and integration

Architectures principles CPS architectures
and models for safe
principles
and secure CPS
CPSoS
Design methods,
tools, virtual
engineering

Managing complexity,
diversity and multiple
constraints

Humans as part of
the
system/HMI/hum
ans in the loop

CPSoS

PICASSO

HIPEAC

sCorPiuS

Using artificial
intelligence
techniques to
-help managing SoS
-define the best
systems

Predictive and
preventive selflearning system

Improving
performance and
energy efficiency

Full product and
process lifecycle data
connection and
integration

Integration,
interoperability,
reconfiguration

Cognitive CPS

Autonomy / humans
-collaboration decision
maker
-decision support
-models
Situational awareness,
prognostics

(Big) data, real-time
analysis

Distributed, reliable,
efficient
management &
CPSoS

Model-based-systems
engineering
-integrated eng.
-validation,
-verification
Engineering support
-heterogeneous
for the designmodels
operation continuum
of CPS
‘Closing the loop’ in
the IoT-enabled CPS

Mastering complexity
& improving
productivity (in
complex SW and
systems)

Integrate technical
disciplines with
behavioural science
Safety & security &

Safety, reliability,
reliability
resilience, fault
tolerance
(Cyber)security,
privacy, trust
Computing and
storage

CyPhERS

Computing & storage

Trust, security,
robustness and
dependability

Safety, reliability,
resilience, fault
tolerance
(Cyber)security,
privacy, confidentiality,
trust

Computing platforms
incl. HW, SW and
communication

Computational
blocks

Trust, cyber-security, Guaranteeing trust
resilience
(security, safety,
-trustworthiness
privacy)
-fault det. / mitigation
-mixed - criticality

Table 10: Priority matrix – Research priorities and CPS-specific technologies by organisation type

Research Priorities
Integration,
interoperability,
reference architectures,
platforms, standards

Autonomy, forecasting,
Decision making,
Situation awareness,
Cognitive CPS, AI,
learning

Academia

SME

Open standards

Agile platform
architecture

The great variety and volume of semi- How to explain artificial
autonomous solutions (on the way to intelligence decisions to
fully autonomous)
operator to leave him
ultimate decision

Large industry

Association

Policy making

Personal view

Interoperability and
platforms
-for operation
-for development
-for stakeholders

An “operating system”
for the factories of the
future

Implement cross-border
Federation of platforms
harmonisation and synchronisation
Open source platform for integration
actions among existing CPS initiatives
through the adoption of common
methods and tools

Autonomous systems
that people can trust

Ethical artificial intelligence & skilling Autonomy / autonomous systems
of engineers in ethics
Autonomy systems vs. ethics & liability

Autonomous, CPS, trust
Autonomous decisions

Autonomous interconnected systems to
support humans for emergency situations

Explainable artificial
intelligence
(transparency)

Predictive and preventive
self-learning systems

Emerging themes

Explainable artificial intelligence
Accountable AI / trust
-explainability
-understandability
Deep learning and new AI methods for CPS
driven data analytics

Develop tools and methods for CPS
CPS modelling, emulation, simulation

CPS engineering,
architectures, modelling
and simulation, SoS,
mastering complexity

Humans as part of the
system/HMI/humans in
the loop

Multi-agent systems with Time aware SW
mutual contracts
development tools

Fail-Operational SOTIF

Digital twin
-whole lifecycle
-all verification layers
as appropriate for each purpose

Redefine scope of “actuation” to take into
account of the digital revolution (harm is also
cognitive)

Make CPS systems engineerable for
non-PhD’s

Drones & robots

Tactile internet

CPS with human in the loop

Safety and navigation system for CPS

Safety, reliability,
Cyber-security
resilience, fault
tolerance
Privacy
(Cyber)security, privacy,
trust

Human-machine interaction beyond
the touchscreen

Agile security for
innovative CPS
Development and trust

Trust, transparency, meta
supervisor
Embedded cyber-security
Trust for new COTS
(connection oriented
transport service)
(+influence on PL-C)
(open source) processors

Computing and storage

Large-Scale data analytics

Increasing user trust
(safety and security of
CPS, but also usability,
law, ethics)

Explainable artificial
intelligence
(transparency)

Safety meets cyber(security)
Pragmatic approach to enforce trust
(no need to explain everything)

Human factors in AI
Humans as a part of the system
Cyber-Physicals & human systems
CPS adaption to human needs & wishes &
capabilities
Security for safety, safety / safety and security
co-engineering
Protection against GDPR fines by design
Legislation aware CPS & Software
Trust

Edge-fog architecture for CPS oriented
autonomous factories

Table 11: Priority matrix – CPS implementation priorities/Innovation accelerators
CPS Implementation
Priorities / Innovation
Accelerators

CPS science/research
Foundations
collaboration /
coordination of efforts

Roadmaps

Academia

Basic research
CPS science foundations

Urgent need to break
disciplinary barriers! AI-CPSSW-engineering revive
NOE’s?

Research in CPS-enabling sciences: physical –ICTdata- systems level
Cross-disciplinary research, computer science,
systems/control engineering, mechanical...
-homogenisation/ integration
-models, ontologies, language

SME

Large Industry

Association

Personal View

Cross-application domain, European coordination to
and cross engineering
avoid fragmentation
domain CPS – Engineering

Emerging themes
Cross-domain fertilisation (e.g.
CPS and biology)

Stimulate multidisciplinary
research in CPS at EU-level,
draw upon US-NSF
experiences

Relationship with other relevant initiatives and PPPs

Education, knowledge,
skills

International cooperation
Education & training
-T-shaped engineer
-life-long learning
Academy & industry partnership
Education platforms
Knowledge and skills for next generation
manufacturing
Platforms and business models
Supporting SMEs: from start-ups to scale-ups.

Business &
access of SMEs

Support innovation take-up action & accelerate
ecosystem development, de-fragmentation & crossfertilisation
Fund demonstration, test beds, show cases, (large
scale) pilots, living labs
Fund CSAs, NoE, CCs, DIHs, task forces, working
groups

Education & continued
training have low status
both at the universities in
Europe and in industry! Call
for actions to improve and
incentivize!

CPS enabled service
business

Business models are
THE impacter
digitisation – not
technology
How to make money
out of data

Improved accessibility
to SME market

Develop ‘access to’
competencies, knowledge,
technologies, capital,
funding, services for SMEs in
CPS DIH

From testbeds/pilots to break
throughs
Vertically integrated
businesses
How to monetise data in CPS?
Block Chain

Public procurement

Regulation & law

Open innovation
Law and regulation
Standards and certifications

Society & ethics

Raise awareness, promote societal dialogue
User acceptance and trust

Other

Available infrastructure
Service infrastructure

How to implement and
verify the laws of robotics?
Ethics
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4.2 Priority Matrix Outcomes
4.2.1 Research Priorities
The comparative presentation of the roadmaps and participants inputs to CPS priority themes revealed
great consensus regarding the importance of the following topics:








Interoperability, reference architectures, platforms, standards and seamless connectivity
Safety, reliability & (cyber)security, privacy, trust
Autonomous CPS, artificial intelligence, cognitive systems and situation awareness
CPS engineering of large, complex systems including modelling & simulation
Human machine interaction, human in the loop, human as part of the system
Computing and storage
CPS science and cross-disciplinary R&D and research on the foundations of CPS

Progress in different research and technological fields has a vast impact on CPS development and
deployment. Amongst the technological topics, and related future research priorities ‘integration,
interoperability, standards’ ranged very high. The topic is connected to digital platforms and
reference architectures, which have already become a key priority theme for the EC and their
Digitisation Strategy, as well as the work on the right standards to help successful implementation of
CPSs. Another theme of very high relevance revealed to be ‘autonomous CPS’, which is also present in
the EC 2030 vision for the upcoming FP9 Framework Program. Next to aspects regarding the
underlying/enabling technological themes of importance, which are also connected to the safety and
security of such systems, trust has been discussed very intensively, going beyond pure technology, but
being a topic also to be further discussed in a ‘societal dialogue’. Next to co-engineered safety and
security, the human becoming part of the system, will be a main future challenge, to be solved by new
CPS engineering approaches suitable for the ever-growing complexity in evolving systems.
While earlier roadmaps kept at a more general level, with much information still being relevant and
referred to, the recent roadmaps elaborate on the respective themes in a more specific and detailed
way. Next to this, domain specific roadmaps give more insights into application examples of CPS
technologies. Roadmaps regarding SoS and IoT naturally reveal a shift of focus towards connectivity
and networks and roadmaps on advanced computing give valuable insights on very relevant
developments of computing, but also towards new ways of human computer collaboration.

4.2.2 Priorities for CPS Implementation / Innovation Accelerators
Next to the research priorities, important priorities to help CPS implementation (innovation
accelerators) were highlighted to be:







Enhance multi-disciplinarity, cross-fertilisation (application domain & engineering domain)
Foster collaboration, European coordination and de-fragmentation across Europe
Cross-disciplinary education, T-shape education, life-long learning
CPS enabled business models and business services, facilitate access of SMEs and start-ups
CPS regulation, questions around liability and ethics
Raise awareness, promote societal dialogue, enhance user acceptance and trust

©
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Innovation accelerators, needed for successful implementation were particularly pointed out to be
multi-disciplinarity and cross-fertilising approaches as well as coordinated collaboration to reduce
fragmentation across the EU. T-shape education, life-long learning and re-skilling and CPS enabled
business models and services were seen as very important. Demonstrators and living lab are seen as
essential to alleviate concerns and regulatory, legal and ethical issues to ensure a reliable framework.
Not only societal dialogue and awareness raising but real user acceptance and trust are seen as crucial
elements of future CPS success. Further points included to focus EC incentives on open approaches
such as open data, open platform building, open innovations as well as open source solutions.

4.3 Emerging / New Themes (Trends)
Regarding the technology trends and new/emerging themes ‘autonomous systems’ became very
prominent in connection with ‘artificial Intelligence’ and ‘trust’. New or improved (virtual) CPS
engineering approaches to manage the more and more complex systems including the human as a
part, but also co-engineered safety and security as a part of it were discussed intensively. Agile (open
source) platforms as well as the federation of Platforms also ranged high amongst the future
challenges. In terms of societal and economic trends IT-systems tend to become ‘addictive’, with an
enhanced dependence of society on these, but at the same time an increasing vulnerability (and urge
for safety and security of such systems). Openness, open data and open innovation became more
prominent topics over the last years. Business models become more decoupled from ownership, and
topics like servitisation, data driven economy, crowd funding, block chain are arising. T-shape (broad
and deep) education and life-long learning will become a focus also to avoid the digital divide.
More specifically, technological themes within the roadmaps and interactive session included:
Autonomous CPS including the human in the system













Understandable and trustable autonomous systems (ethical and liability questions solved)
Autonomous interconnected systems to support humans for emergency situations
Explainable, understandable, accountable artificial intelligence
Deep learning and new AI methods for CPS driven data analytics
Neurocognitive systems, brain inspired computing
Wearable systems, implantable, decision support
Intuitive systems, human machine collaboration, humanoid robots
Human-machine interfaces, e.g. head up displays, display glasses, polymer electronics and
organic LEDs
Cyber-Physicals & human systems
CPS adaption to human needs & wishes & capabilities
Humans as a part of the system, human factors in AI
Drones & robots

Engineering/development of as well as Verification & Validation for
 AI and learning
 Fail-Operational Systems, Fail-Operational SOTIF
 Cooperation (M2M and H2M)
 Adaptation of systems to human needs, preferences, and capabilities
 Upgrades in the field
 (Semantic) Interoperability
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Future Platforms
 Federation of platforms
 Open source platform for integration
 Open, modular platforms to boost involvement of SMEs
Safety and security
 Safety-security co-engineering
 Secure, legal & ethical by design CPS
 Security of distributed/cloud computing and of communication
 Protection against GDPR fines by design
 Legislation aware CPS & Software
 Integration of the notion of cognitive harm in the definition of ‘actuation’
Communication, computing, analytics and sensing
 Communication technologies, standardised protocols, internet of things, big data
 Computing technologies (High-performance and distributed computing, multicore and mixedcriticality computing, low power processing/energy harvesting for ubiquitous installation)
 Edge-fog architecture for CPS oriented autonomous factories
 Large-scale data analytics
 Tactile internet
 Sensors, including energy harvesting
Interdisciplinarity, science and collaboration
 Interdisciplinarity: Computer science, engineering, biology, chemistry, physics, psychology,
social sciences, ethics, law
 Systems and control theory and technology
 Cross-domain fertilisation (e.g. CPS and Biology)
Business
 Vertically integrated businesses
 From testbeds/pilots to break-throughs
 How to monetise data in CPS?
 Increasing customers involvement in collaboratively/co-designed products
 New business models and services based on ‘ad hoc collaboration in virtual factories’
 New generation of innovative entrepreneurs as well as suitable (legal) frameworks
 Block chain
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5 Topic Exploration
Within the group work, the participants split into 3 groups according to their expertise and interest
(CPS Platforms, Autonomous CPS, CPS/Virtual Engineering), and elaborated on subtopics and possible
EC support.

5.1 CPS Platforms
The group was asked to define five sub-topics of high importance/priority in the area of ‘CPS Platforms’
to propose for future EC investment.
TOPIC

CPS Platforms

Subtopic 1:

-

Interoperability/
federation

-

Subtopic 2:
Architectures
Subtopic 3:
Multi sided markets
Subtopic 4:
Common services

Subtopic 5:
Re-use and
composability
Subtopic 6:
Safety and security
Comments /
proposed EC support

-

Interoperability – considering legacy, protocols such as those proposed in Industry
4.0, e.g. RAMI, Administration shell
Federation – semantic interoperability between platforms, e.g. OPC-UA, and
ontologies, e.g. SAREF
Create an ‘Operating system’ for CPS
Develop reference architectures for different domains AUTOSAR (without stifling
innovation)
Architectures need to be agile so that they can move with the market
Separation of concerns – let developers get going on with adding value
Apps – need open source – driven by the market
SDKs for non-PhD programmers
Common services – provide services that can be used in many applications e.g.
enablers, data analytics, data lakes
Link with AI Decision Support – transparency – ethical issues
Economic platforms – monetisation of data services
Efficient reuse & composability – horizontal use of developed platform components
across domains / applications
To a certain degree this will be provided by interoperability & reference architectures

Safety and security for platforms
Security is intertwined with safety and there needs to be an end-to-end approach
This is important for trust and user acceptance
There are 100s of platforms and industry needs guidance. The market is currently fragmented –
but a key question is when to intervene at a political level? If intervention is too early it will stifle
innovation, if it is too late monopolies will occur
EC activity 
-

Need reference implementations, pilots, leading to standardisation (industry driven)
Develop ecosystems of users via DIHs
Develop skills such that people can exploit platforms
Coordination of activities (national & European)
Table 12: Definition of sub-topics for ‘CPS Platforms’

Within the group work ‘CPS Platforms’ the following priorities and recommendations were raised:



Interoperability and integration of legacy systems, federation of platforms, as well as the
establishment of an operating system for CPS
Elaborate on safety and security for platforms to generate trust and user acceptance
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Define agile reference architectures for different domains, including efficient re-use and
composability
Encourage multi-sided markets and separation of concerns, allowing developers to add value
in an open source environment, driven by the market
Provide common services that can be used in many applications, possibly linked with AI
Give guidance to navigate through the fragmented market where there are already a vast
number of platforms
Take care and time political intervention, to not hinder innovation but avoid monopolies
Support reference implementations and pilots leading to (industry driven) standardisation
Develop skills, the eco-system (of users) and coordinate EU, national and regional initiatives

In more detail, the group prioritised and elaborated on the 6 following sub-topics that require future
EC investments.
Subtopic 1: Platforms interoperability/federation
As so many platforms exist already there is great interest in providing interoperability between
platforms as well as federation between platforms to allow different platforms to work together. This
is needed both internally within organisations and also between organisations. In order to support this
there needs to be work on protocols for communication and semantics. A challenge is that there are a
lot of legacy systems that also need to be integrated. Already there is significant work addressing
interoperability in the manufacturing sector such RAMI and the ‘Administration Shell’. Moreover, OPCUA is increasingly being used by companies to exchange monitoring and maintenance data. The
ultimate goal would be to create an ‘Android-type’ operating system for Cyber-Physical Systems. There
are lessons to be learned from other domains such as the Internet of Things area where there is a lot
of interest in ontologies, e.g. SAREF, which has been developed as a standard for appliances. This is
also migrating into the energy sector.
Subtopic 2: Reference architectures
The development of domain specific Reference Architectures is needed to allow easier integration of
CPS. The use of Reference Architectures has proven to be a success in the past, e.g. AUTOSAR which
has allowed European automotive companies to integrate car subsystems. AUTOSAR is now also being
used by Japanese and American companies and has become a de facto standard in the sector. Similar
Reference Architectures could be developed for other domains such as manufacturing, health, etc.
Care must be taken, however, not to define an architecture too early as this may hinder innovation
and lead to a sub-optimal architecture for the future. One solution to this would be to define an agile
architecture that can move with the market. Here experience from the IoT world highlights that it is
possible to define a ‘core reference model’ that allows extensions to tailor the architecture to different
areas.
Subtopic 3: Re-use and composability
Already there is a plethora of nearly 400 platforms in the CPS/IoT domain. Some rationalisation is
required, and a key goal should be to efficiently reuse developed platforms or components across
domains and applications. SAREF, for instance, was developed for the electrical appliance domain but
is now moving to the energy sector. There are also ambitions to address health, e.g. smart monitoring
of people in their homes. The introduction of interoperability and the use of reference architectures
should to some degree address the needs for re-use and composability.
Subtopic 4: Separation of concerns
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The use of a platform provides a basis for building and integrating new applications. It is the
applications, however, that provide the added value and the more applications that are developed for
a given platform, the more useful that platform becomes. Developing and adding these applications,
should be made as easy as possible, using open source interfaces driven by the market. To support this
there is a need for a Software Development Kit (SDK) that enables ‘non-PhD qualified engineers’ to
develop applications. Currently, the skill levels required for developing applications is a barrier and
simplifying the development process and enhancing usability of platforms is key to a platform
becoming successful. An aim should be to encourage a ‘network effect’ to gather more users leading
to the creation of the eco-system around a platform. If there are sufficient users, this may also lead to
the development of a de facto standard.
Subtopic 5: Common services
There is an opportunity to develop ‘Common Data Services’ to provide useful information from
underlying sensors and actuators connected to a platform or platforms to applications that can exploit
this information for providing management, diagnostics and control. An example of this is the trend to
gather data in smart spaces from sensors and actuators and use this for energy management, security,
etc. For this, specific ‘enablers’ which are pieces of software that provide data analytics can be used to
provide data services to other applications. This is already being done in the process industry with the
concept of ‘Data lakes’. In order to create a service, it is also necessary to connect this with economic
platforms that can log usage and monetise the data services provided. Here the data analytics and
decision support provided is being increasingly linked with AI technology and here there is a need for
transparency to ensure that the AI is working in an appropriate and ethical manner.
Subtopic 6: Safety and security
Although separate, the issues safety and security are intertwined and there is a need to address
security in platforms, which tend to connect to vulnerable sensors at one level and to cloud
technologies at a higher level. A compromise in security could lead to a loss of safety and so end-toend security and security by design are key elements of future systems. It is important to address this
in order to develop trust and promote user acceptance of platforms.
Comments from discussion
The discussion of platforms highlighted a number of issues. There are hundreds of platforms (nearly
400 in the IoT domain alone). It is a very fragmented market and there needs to be some rationalisation
and also guidance for industry. Many companies are confused over which platform they should use.
Although many platforms will not survive in the existing marketplace it is difficult to predict which
platforms will be the likely winners. In such a changing market it is difficult to decide when it is best to
intervene politically to rationalise the market as, if this is done too early it will hinder innovation, but
if it is done too late monopolies may arise. The European Commission could help in the platforms area
by encouraging the creation of reference implementations and pilots that lead to standardisation.
Standardisation itself should be industry driven. Nevertheless, pilots would allow demonstration of
successful concepts which would support standardisation efforts. It was highlighted that an ecosystem
of users’ needs to be developed. Here the Digital Innovation Hubs (DIHs) have a key role to play as they
engage at the local level with SMEs. Overall, there is a need for coordination of activities at a national
and European level but in support of this there is a need to develop appropriate digital skills so that
people are correctly equipped to exploit these platforms.
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5.2 Autonomous CPS
Introduction:
The group was asked to define sub-topics of high relevance for autonomous CPS. The discussion
initially came to focus on the scope and what we mean with autonomous CPS.
Autonomy is a multi-facetted system property – it has multiple characteristics, is relevant across most
(all) domains and systems, and further has a lot of impact on systems. Initial discussions thus referred
to definitions and characteristics of autonomous CPS. A proposal in the discussion was made for a
definition for the purpose of the discussion, as follows: An autonomous system acts to achieve its goals
in uncertain environments within an intended operational design domain (referring to the type of
environment in which it acts including interactions, disturbances, etc.).
As an example of an existing definition, the SAE J3016 recommended practice (current version, 2nd,
released in 2016), was mentioned. It defines 6 levels of driving automation along a linear scale (J3016
acknowledges the difficulties in providing a linear scale). The multiple facets of autonomy include at
least (i) what tasks are automated, (ii) how independent they can be performed by humans, and (iii)
the conditions that the automation can handle (e.g. low/high speed, urban/rural, etc.).
In the discussion, characteristics of autonomous CPS that were raised included ability to reason about
‘itself’ and the environment, ability to make predictions, ability to communicate, and finally to plan
and to suggest – or carry out – actions. The discussion then proceeded to elicit subtopics. The results
of the brainstorming are shown in table 13, ranging from topics related to methodology to community
building.
TOPIC

Autonomous CPS

Subtopic 1:

Self-learning and evolving of autonomous systems (R)
There is a need for basic methods and techniques to design these types of systems, for safety
and non-safety related (could be mission critical) systems:
Design methods
V&V
Certification
Providing and ensuring trust
Novel safety & security engineering methodologies (R&I)
As a complement to topic 1, for safety and security critical systems, there are special needs for
methodologies and techniques that
Jointly address safety and security, and address trade-offs
V&V
Dynamic risk assessment, no system is absolutely safe nor secure, run-time measures
for detection and action are needed too.
Probabilistic metrics

Self-learning and
evolving ACPS

Subtopic 2:
Novel safety and
security engineering
approaches

Subtopic 2b:
Assessing and
managing
uncertainty(technical)
Subtopic 3:
Risk based
perspective (sociotechnical)
Subtopic 4:

Reasoning about uncertainty and risk (R&I)
As a special focused topic, relating to subtopics 1 and 2, there is a need for ways of assessing
and managing uncertainty. Autonomous CPS will face all kinds of uncertainties, from perception
of the environment to the state of its components. The topic is closely related to risk, since a
risk assessment should naturally take uncertainty in information into account.
Risk based perspective (R&I)
This topic considers socio-technical aspects for society scale introduction of autonomous CPS,
such as
Safety, security, liability
Reputation, potential cost, acceptability,
Technology plus org. economy, sociology
Anticipating and understandable autonomous systems (R&I)
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(Human) ACPS
interaction

Subtopic 5:
Community building
and education

Subtopic 5b:

Subtopic 6:
Business perspective
and a smooth societal
adoption

Autonomous CPS will be interacting with humans and other systems. It is essential that the
operation of an autonomous system is designed to be understandable (e.g. intuitive for
humans), appears as understandable during run-time, and further that it is transparent so that
it can be debugged. Ideally an autonomous CPS should be anticipating in terms of human
intents and needs.
As a tentative separate subtopic, also ethics were discussed.
Which ethics system? What to value? Ethics module for AI? (CSA)
Community building (technical) (CSAs NoEs, R: Foundational & Collab. Research)
Academic communities are fragmented, and there are needs to reconcile advances in e.g. AI,
CPS and software technology. The general problem is the disciplinary fragmentation at
universities and in funding; special efforts are therefore needed.
A key recommendation is to pave the way for multidisciplinary research to bridge the gaps,
drawing inspiration from the NSF CPS programs in the US. This should make a clear distinction
from the FET program (for low TRLs).
Also CSAs or other mechanisms could be useful as a complement; a champion is required.
Cross-fertilizing disciplines and sciences is also important across technology, social and
behavioral sciences, humanities and philosophy.
As a tentative separate subtopic, also education including continuous education was discussed.
The disciplinary fragmentation and the ongoing technical shift imply limitations in educational
systems, moreover continued education is needed to provide skills e.g. to practicing engineers
and managers.
Existing funding schemes may be relevant here (Marie-Curie/Training networks/Erasmus) –
It would be important to also emphasize continued education – it should be investigated if
current instruments are sufficient.
Business and lifecycle management considerations (R&I, Pilots/demonstrators, Policy
development – CSA?)
Business models
Operation
Liability
Services
Diagnostics
Repairs/logistics
Incentives for deploying autonomous systems! Proactive approaches to mitigate potential
problems of autonomy. Examples of problems include transitioning phases characterized by
Mixture of high and low levels of automation
More complex behaviours and associated (new) risks
Veni, Vidi, Autonomy 

Table 13: Definition of sub-topics for ‘Autonomous CPS’ (and suggested instruments)

The topics considered come from the more technical ones (top) to the more society related (down)
Subtopic 1: Self-learning and evolving ACPS
There is a need for methods and techniques to design these types of systems, for safety as well as nonsafety related systems (the latter category is for example represented by mission critical systems). The
methods and techniques need to cover Design, V&V, and certification/safety cases.
Special attention is further required for how to provide and ensure trust in these systems (this also
relates to most of the other topics, and perhaps especially to subtopic 4).
Subtopic 2: Novel safety and security engineering approaches
As a complement to topic 1, there are specific needs to address safety and security critical systems,
due to the impact and spread of CPS. There are special needs for methodologies and techniques that
- Jointly address safety and security, and address trade-offs
- Specifically address V & V – what is sufficient V &V for these systems?
- Dynamic risk assessment, no system is absolutely safe nor secure, run-time measures for detection
and action are needed too.
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- Probabilistic metrics
The entire safety critical methodologies versus the kind of AI, control and computing technologies now
considered for autonomous cars, are widely apart – in fact, as someone said, ‘light years apart’. There’s
really a need to break new ground.
A specific topic in this area concerns reasoning about uncertainty and risk. There is a need for ways of
assessing and managing uncertainty. Autonomous CPS will face all kinds of uncertainties, from
perception of the environment to the state of its components. The topic is closely related to risk, since
a risk assessment should naturally take uncertainty in information into
Subtopic 3: Risk based perspective
Risk based considerations are also needed a society level. Decision makers, legislators, national
authorities e.g. for traffic and cities, need to consider socio-technical aspects for large scale
introduction of autonomous CPS, such as
Safety, security, liability
Reputation, potential cost, acceptability,
Technology plus org. economy, sociology
That is, they need to be prepared to reason about the risk levels, taking several perspectives in to
account such as economical, liability, reputation, and trust.
Subtopic 4: Anticipating and understandable autonomous systems
Autonomous CPS will be interacting with humans and other systems. It is essential that the operation
of an autonomous system is designed to be understandable, appears as understandable during runtime, and further that it is transparent so that it can be debugged.
For humans we want understandable autonomous systems, intuitive, transparent and perhaps
anticipating, also meaning user-friendly. Ideally an autonomous CPS should be anticipating in terms of
human intents and needs.
Also ethics, as a tentative specific subtopic, was discussed. It appears that further investigation is
motivated concerning ethical systems and values, at least to reconcile ongoing efforts in the area.
Autonomous CPS will be in charge of more and more decisions and actions; the decisions programmed
or learnt by the systems will have an impact and needs to be understood.
Subtopic 5: Community building and education
Regarding autonomous systems in particular, there are needs for academia to break the silos, because
academia is segmented into disciplines such as robotics, AI, computer science, control, safety,
mechatronics and they all need to get together and they won’t get together unless someone forces
them together. There’s a need for mechanisms to do that. The National Science Foundation created a
CPS research problem to stimulate exactly these types of collaborations in the US for academic
research to break barriers. We think that would be important and very useful at European level. Also
CSAs or other mechanisms could be useful as a complement; champions willing to cross boarders will
be required.
Cross-fertilizing also across sciences is equally important, considering engineering/technology, social
and behavioural sciences, humanities and philosophy.
Likewise education is very important and continuous education. There are instruments, we were
thinking about Marie-Curie, Erasmus etc. Certainly, there are needs for new profiles, e.g. AI-people,
learn a lot maybe even including security, but they certainly know little about safety. They need this Tshape (deep but also broad) education, as such insights are required.

© Platforms4CPS Consortium

36

Platforms4CPS

Consensus Roadmap Workshop Report

It would be important to also emphasize continued education – it should be investigated if current
instruments are sufficient.
Subtopic 6: Business perspective and societal aspect
Regarding the societal level in many cases autonomous systems are now driven by individual
companies. Autonomous driving and autonomous cars are typical examples. It’s not driven that much
by the government. The companies are seeing very strong market drivers - business cases (as seen in
automated driving); regulations and standardization authorities are trying to keep up with the fast
pace of change. It is important to stimulate e.g. pilot projects or collaborations emphasising systems
of systems perspectives that take CPS into account (i.e. beyond feasibility and technical demo, to also
study new risks related to safety, security, trust, etc.). Specific problems concern the transitioning
stages; when we introduce autonomous systems, we will have mixed systems, from non-autonomous
over partly to fully autonomous. Mixed systems mean more complex systems. It means people also
will get unemployed maybe.
In addition, the life-cycle, sustainability and business considerations need to be considered jointly.
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5.3 Virtual / CPS Engineering
TOPIC

Virtual / CPS Engineering

Subtopic 1:
CPS engineering
methodology, tools &
platforms

Subtopic 2:
Co-engineering 
CPS, safety &
security, human-inthe-loop
Subtopic 3:
Simulation based
engineering/testing
Subtopic 4:
Engineering systems
at run-time
Comments /
proposed EC support
Suitable funding
instruments

-

DevOps tools and methods for CPS
Software engineering methods & practices
For complex systems reducing design complexity (techniques)
Make AI/CPS an engineerable discipline, ‘AI engineering Handbook’ plus tools and
platforms
Engineering phase platforms (Handover to lifecycle)
CPS architectures – drone, autonomous car  drones and autonomous vehicles
Co-engineering  to unlock more access to IoT, increase agility, SME access, increase
capability plus manage complexity
Engineering of i) CPS itself, ii) safety, security and trust, iii) human system interaction

-

More focus to simulation based engineering
CPS testing (V&V)
Techniques and methods to observe behavior; behavioral methods
Lifelong verification and validation; Feedback from field. Tested vs. novel.
Continuous evolutions
Data flow
Data provency
Monitoring

-

SME oriented (e.g. SME instrument)  dev., increase TRL
Collaborative research projects, academia plus industry research
Large scale living labs/test beds

-

Table 14: Definition of sub-topics for ‘virtual/CPS engineering’

Within the group work ‘virtual/CPS engineering’ the following priorities and recommendations were
raised:






CPS engineering methodology, tools & platforms
Co-engineering: CPS, safety & security, human-in-the-loop
Simulation based engineering and testing
Engineering systems at run-time
Suitable funding instruments
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6 Concluding Remarks
The workshop brought together 23 experts to share perspectives and discuss visions and priorities in
the field of CPS. Roadmap presentations from the CPS and related communities, as well as interactive
sessions, provided a broad overview on activities, challenges, priorities and recommendations for
future EC investments. As many commonalities could be identified throughout the different roadmaps
and communities, as well as points to be further critically discussed, this possibility of exchange was
seen as very important and fruitful.
The Platforms4CPS focus themes (CPS Platforms, Autonomous CPS and Virtual / CPS Engineering),
which are based on an analysis of many CPS roadmaps, were confirmed to be very important themes
for the future by the participants.
Progress in different research and technological fields have a vast impact on CPS development and
deployment. Amongst the technological topics and related future research priorities, ‘integration,
interoperability, standards’ ranged very high. The topic is connected to digital platforms and
reference architectures, which have already become a key priority theme for the EC and their
Digitisation Strategy, as well as the work on the right standards to help successful implementation of
CPSs. Another theme of very high relevance revealed to be ‘autonomous CPS’, which is also present in
the EC 2030 vision for the upcoming FP9 Framework Program. Next to aspects regarding the
underlying/enabling technological themes of importance, which are also connected to the safety and
security of such systems, trust has been discussed very intensively, going beyond pure technology, but
being a topic also to be further discussed in a ‘societal dialogue’. Next to co-engineered safety and
security, the human becoming part of the system, will be a main future challenges, to be solved by
new CPS engineering approaches suitable for the ever-growing complexity in evolving systems.
Innovation accelerators, needed for successful implementation were particularly pointed out to be
multi-disciplinarity and cross-fertilising approaches as well as coordinated collaboration to reduce
fragmentation across the EU. T-shape education, life-long learning and re-skilling and CPS enabled
business models and services were seen as very important. Demonstrators and living lab are seen as
essential to alleviate concerns and regulatory, legal and ethical issues to ensure a reliable framework.
Not only societal dialogue and awareness raising but real user acceptance and trust are seen as crucial
elements of future CPS success. Further points included to focus EC incentives on open approaches
such as open data, open platform building, open innovations as well as open source solutions.
A clear consensus on different technological and non-technological priorities as well as emerging
themes could be identified during the workshop, while some other themes remained more open and
need further thorough discussions. Themes that have been discussed more controversially, include
data openness versus privacy, building open ecosystems and staying competitive, the right degree of
and approach to standards (care should be taken not to hinder innovation, de-facto standards?),
liability, how to involve society, how to ensure autonomous CPS will act ethical, amongst others.
The Platforms4CPS consortium thanks all participants for their valuable presentations and
contributions, the fruitful and open discussions and is looking forward to further collaborate!
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