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Executive Summary
The document presents an overview of the Platforms4CPS work on developing a consensus,
awareness and dialogue on societal and legal issues. The introduction of future CPS with increased
interconnectivity, autonomy and Artificial Intelligence raises a number of concerns for society that
need to be addressed. In many cases the technology is available, but external barriers such as safety,
privacy, security, contract law (e.g. Service Level Agreements), liability and public trust in the new
technology are preventing successful deployment within applications. Based on desk research,
questionnaires, discussions with key stakeholders from large industry, SME’s, academia, government,
certification bodies, policy makers the following “hot topics” have been considered:
•

Connectivity considering privacy, confidentiality and cybersecurity for CPS/IoT

•

Legal Issues considering risk and liability due to safety concerns in areas such as autonomous
cars, ships, aircraft, trains, energy, health and Service Level Agreements for new services, e.g.
mobility providers and medical monitoring

•

Ethical issues of AI considering transparency and the need for ethical training of engineers

•

Social impact of Automation/Robotics considering the threat to jobs as well as proposed
approaches to address this, such as a “robot tax” and Universal Basic Income

A number issues were identified which required further detailed discussion. To enable this, and also
raise awareness amongst stakeholders, a Constituency Building workshop on Societal and Legal
issues was held in Brussels and from these discussions 24 key recommendations have been
formulated with respect to needs for regulation, training and EC support as Horizon Europe is being
formulated. As ethics were highlighted as a key concern for the introduction of AI, which is likely to
be a major feature of future systems, an assessment has also been made of the Responsible Research
and Innovation (RRI) projects that have been funded under H2020 and also nationally in the UK. This
highlights the need to put more effort into ethics targeted at industry in future Horizon Europe
programmes. The results of the work have been disseminated widely via a Blog integrated in the
PlatForum, at events, and also to stakeholders within the EC engaged in CPS, IoT, Robotics and AI.

Privacy and Confidentiality - Recommendations
1) Regulation should be used to address public concerns over potential miss-use of data at the
state and security agency level as well as by big corporations in order to extract a profit (e.g.
advertising, insurance).
2) Websites and IoT should be labelled with a CE mark to show that they are GDPR compliant.
Regulation could then be used to encourage people to use compliant systems.
3) Public awareness of privacy needs to be raised particularly targeting younger people. An ID
system should be introduced for under 16’s and a training course/game on security should
be created for schools to help children and parents understand privacy implications.
4) Consent for the use of data should be properly explained to the user, so that they can
consent in an informed manner. People should have the choice to not share data as well as
the right to be forgotten and should be able to easily remove data without the need to give a
reason. This should be supported by tools that allow a list of permissions given to be
obtained as well as who data has been shared with.
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5) The Smart Anything Everywhere initiative or Digital Innovation Hubs could be used for “datadriven industrial experiments” in different application domains to review the outcomes and
impact of new regulation on privacy.
Security - Recommendations
6) Although there is considerable work addressing security research in ICT related programmes,
it would be possible to do more if funding was available. Any work should be clearly focused
on key areas.
7) There should be strong standards, supported by formal ways to prove systems are secured,
safe and reliable by design, which will need to be traded off against cost.
8) Education of customers is required to highlight that cheap non-secure solutions are not
necessarily the best solutions.
9) To enforce security, systems should be better developed such that it is necessary to change
to a suitably strong password when the system is first used. Help should be provided via
password generator tools and a toolbox for storing passwords.
10) There is a need to invest in and train security engineers and educate high-level management
of traditional industrial sectors to make them more aware about risks and opportunities.
Legal Issues – Risk, Safety, Liability – Recommendations
11) There is a need for regulation with respect to safety, and an update to the laws regarding
liability, particularly IT service reliability. An independent body should be used for
certification of autonomous vehicles using appropriate standards, such as that which exists in
aerospace.
12) The owners and operators of fully autonomous systems cannot be legally responsible for
systems that they have no chance of understanding or managing. Thus, legal responsibility
needs to be shifted from individual vehicle owners and “operators” to the designer and
infrastructure system operators who should be made to take out necessary insurance.
13) Regulation, clarification of the responsibility of the OEMs, and support to educate the public,
e.g. via public demonstration is needed to help European companies remain innovative in
autonomous driving.
14) There is a need for harmonisation of regulations across countries for the automotive, rail,
energy and health sectors.

Service Level Agreements - Recommendations
15) To manage the increasing number of Service Level Agreements a tool should be developed to
help people log all of the service agreements that they have signed up with an easy
representation of what they have agreed to.
16) Model Service Level Agreements that cover ad-hoc interactions will need to be developed
with network providers for new services such as distributed ad-hoc connectivity for
autonomous cars.
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AI Ethical - Recommendations
17) AI introduces ethical issues and there is a need to raise public and industry awareness with
better training for engineers, sales and management staff. Notably an assessment of RRI
projects highlighted a lack of support for ethical training with respect to industry. This is
something that needs to be addressed in Horizon Europe as the uptake of AI increases.
18) Algorithms are also being increasingly used in sensitive and safety-critical processes. There is
a need for transparency of what the algorithm is doing and also an understanding of the
learning base used. There is also a need for transparency to know the situations when an
algorithm does not work. It is advocated that organisations designing AI systems should
employ ethicists and should openly publish the decision-making rationale behind their AI
systems.
19) The formal or systematic verification of an AI algorithm in a safety-critical application is
nearly impossible due to the strong impact of the learning set on the performance and
behaviour of the algorithm. Likewise, it is difficult to prove that AI behaves within a given
regulation, technical, ethical or legal constraints when dealing with private data. It is
recommended that technically imposed limitations are introduced in order to promote
customer trust and acceptance.
20) With AI there is no conscience about doing something wrong, thus there is a need to train AI
systems to act in a human way.

Impact of Automation on Jobs
21) The introduction of autonomous systems and AI is likely to change the jobs landscape across
Europe. The job profiles and the required qualifications needed for the future will change
radically requiring education and training. There will be a need for retraining in all sectors to
allow the workforce to diversify and meet the needs of new job profiles. Support in
education and training could be provided by European Commission initiatives. There is a
need to identify where humans can best contribute and what they are good at noting that
machines are good for repetitive cognitive jobs, but humans have experience. In many cases
it is likely that humans will work alongside cobots in a collaborative manner.
22) If automation becomes widespread then an evolution of taxation will be necessary, however,
the actual form that this takes is a political question with several options. If an automation
tax is introduced companies will need to be forced to contribute to a sustainable society.
23) In the current economic ecosystem, the likelihood is that it will not be possible to produce
enough replacement tasks to give a “job” to everyone in future. Society will need support in
finding other activities to fulfil their lives, such as concentrating on personal development.
24) Universal Basic Income (UBI) should be complemented with funding for retraining to provide
a more flexible workforce. There is a need to identify how everybody can contribute to
society, such as the unemployed and retired, as well as allowing freedom for people to work
less than 5 days a week. In order to understand how UBI can be successfully implemented
experiments are needed.
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1 Introduction

Figure 1. Overview of the Platforms4CPS Objectives
The goal of a Cyber-Physical System (CPS) is to enable cyber-space to physically interact with the real
world. They are established from networked embedded systems that are connected with the outside
world through sensors and actuators and have the capability to collaborate, adapt, and evolve. An
increasing number of interacting systems with strong connectivity are being utilised in both society
and in industry with application in many areas such as multi-modal transport, eHealth, smart
factories, smart grids and smart cities. The deployment of Cyber-Physical Systems (CPS) is expected
to increase substantially over the next decades, holding great potential for novel applications and
innovative product development, however, there are a number of barriers and societal concerns
about their introduction considering safety, security, privacy and impact on employment.
The Platforms4CPS project (See Figure 1) aims to ‘create the vision, strategy, technology building
blocks and supporting ecosystem for future CPS applications’ with three key objectives to:
▪

▪
▪

Create a vision and strategy for future European CPS by analysing the ecosystem and market
perspective, and strategically updating and validating existing CPS roadmaps across multiple
domains
Promote platform building, bringing together industry and academic experts and create a
repository of CPS technology building blocks
Build an ecosystem by creating a constituency and through cooperating with ECSEL, ITEA,
and ARTEMIS projects on the foundations of CPS engineering, and consensus building on
societal and legal issues related to the deployment of CPS.
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It is the latter area of consensus building on societal and legal issues related to the deployment of
CPS that this deliverable addresses. In addition to identifying and describing the relevant drivers,
needs, underlying technology fields and related research priorities to fuel the development of
trustworthy CPS, it is also important to address the barriers that prevent successful implementation.

2 Existing and external barriers that prevent successful deployment
of future CPS within applications
2.1 Approach Taken

Figure 2. Approach to Identification and Consensus Building on Societal and Legal Issues
The aim of this task is to build consensus, raise awareness and foster a dialogue with society on the
societal and legal issues that arise from future CPS. The approach taken is shown in Figure 2. Initially
effort was directed at identifying “Hot Topics and Concerns”. This was in order to narrow the scope
of the work to address areas which were identified by key protagonists as being important. Desk
research was performed to identify new technologies and potential implications of these
technologies particularly with respect to societal and legal issues. Based on this initial research a
questionnaire was created and interviews were performed with a sample of stakeholders to gather
feedback. Informal discussions were held with key actors such as individuals engaged in policy,
standardisation and with relevant EC Units, e.g. A2, E1 and AI and Robotics, that are addressing
applications of CPS. Linkages were also made with relevant Large-Scale Pilots, e.g. Autopilot, that is
addressing autonomous vehicles.
Based on this a list of Hot Topics was created which led to a 2nd more targeted questionnaire which
was circulated to experts working in a number of CPS and IoT domains including aerospace, space,
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automotive, rail, maritime, health, etc. The results from this were analysed and combined into a
proposed consensus view. In order to confirm consensus, discuss and further elaborate on the hot
topics a Constituency Building workshop on societal and legal issues was held in Brussels in May
2018. At this 20 experts came together to discuss and refine the topics identified and put forward
ideas for Horizon Europe. In parallel awareness has been raised via a blog on PlatForum and via
dissemination channels.

2.2 Identification of Key Topics
2.2.1 Connectivity
2.2.1.1 Data - privacy and confidentiality
Privacy was identified as a particularly hot topic and is a key concern for all individuals. The ability of
an individual to seclude themselves and maintain control of what information about themselves is in
the public domain is a key right. A challenge for privacy is that the boundaries and content of what is
considered private differs among cultures and individuals. In some languages, e.g. Russian, there is
no distinct word for privacy. The boundaries are also changing as we engage more and more with
technology. There are two main concerns, the first is at an individual’s level where a person wishes to
keep sensitive or special data about themselves private. The other is the idea of confidentiality which
covers the appropriate use, as well as protection of information. The rules on privacy vary
throughout the world, in some cases being covered by national privacy laws and in other cases such
as the USA by the constitution. As there is no level playing field, in some countries freedom of speech
laws may result in public disclosure of information which would be considered private in other
countries. An example here is the publishing of BBC employee salaries in the UK in the public interest
as the corporation is a publicly funded institution.
With the increasing use of technologies more and more individuals are voluntarily sacrificing their
privacy in order to obtained benefits from new services, however, there is little awareness of the
dangers that this sharing of information may result in. A common example is a competition in order
to win a prize that requires disclosure of personal information and contact details. This is often used
as input to target other advertising, however, there are increasing concerns about the misuse of such
data also for identity theft.
The rise of the Internet and the dominance of certain companies in the domain raises concerns about
what data is stored, e.g. photos, Twitter post and blogs. Already many recruiters and humanresource professionals do online research about candidates, using information provided by search
engines, social-networking sites, photo/video-sharing sites, personal web sites, blogs and Twitter.
Increasingly candidates are being rejected based on Internet information. Online reputation is thus
something that individuals are getting increasingly concerned about. More ominously browsing logs,
search queries, or contents of the Facebook profile can be automatically processed to infer
secondary information about an individual, such as sexual orientation, political and religious views
(e.g. Cambridge Analytica), race, substance use, intelligence, and personality.
There is also concern about what is real and what is fake on the internet. The area of fake news is
receiving increasing attention and social networking sites are being used to deliberately try and
subvert opinion. For instance, it is estimated that there are around 270 million fake Facebook
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accounts [1] and 48 million fake Twitter accounts [2]. Government is also keen to log activity and the
US Library of Congress has been storing the entire archive of Twitter posts since 2006.
Devices are also being increasingly used to track individuals. Mobile phones can give a wealth of
information on an individual’s movements. Fitness monitoring Apps have also recently been shown
to inadvertently show the movements of US military personnel around the world [3]. Considering
autonomous cars there are many benefits of connectivity for providing routing information, traffic
information, location based services (i.e. where is the nearest charging station if you have an electric
car) and also in monitoring car parameters (for instance to schedule maintenance at a garage).
Notable here OBD (On-board diagnostics) ports are being removed from cars to improve security and
manufacturers plan to provide garages access to car data (which is dictated by competition law in
Europe) via access to a central cloud.
However, increased connectivity may also have negative impacts. Having a connected car also means
that it is possible to track the car, the occupants and car parameters such as speed. This could be
done at the state level (such as by law enforcement to monitor speeding) or by insurance companies
to understand how you drive, how often and where. Thus it is also necessary to consider privacy of
data. Currently there are different social and legal understandings of privacy in different member
states across Europe and indeed worldwide. While local laws may differ, to reflect different social
expectations, a single regulatory framework will be required to allow cars to operate freely across
Europe.
A problem is that so much data is now being collected that it is possible to encroach on privacy
through combining unconnected pieces of information using data aggregation. It may also be
possible to de-anonymise data by combining different sources. Companies that collect data may also
be subject to data breaches and inadvertently share private data without consent.
The European Data Protection Directive (Directive 95/46/EC) [4] protects an individual with respect
to processing of personal data and on the free movement of such data. This EU directive, which
regulates the processing of personal data, was adopted in 1995. It is an important part of the
European approach to privacy and human rights law. In particular, the right to privacy is a highly
developed area of law in Europe. All the member states of the EU are also signatories of the
European Convention on Human Rights (ECHR). Article 8 of the ECHR provides a right to respect
"private and family life, his home and his correspondence". The European Court of Human Rights has
given this article a very broad interpretation in its jurisprudence. In 1980, in an effort to create a
comprehensive data protection system throughout Europe, the Organisation for Economic
Cooperation and Development (OECD) issued "Recommendations of the Council Concerning
Guidelines Governing the Protection of Privacy and Trans-Border Flows of Personal Data” [5]. This
sets out seven key principles governing protection of personal data:
1.
2.
3.
4.
5.
6.

Notice—data subjects should be given notice when their data is being collected;
Purpose—data should only be used for the purpose stated and not for any other purposes;
Consent—data should not be disclosed without the data subject’s consent;
Security—collected data should be kept secure from any potential abuses;
Disclosure—data subjects should be informed as to who is collecting their data;
Access—data subjects should be allowed to access their data and make corrections to any
inaccurate data; and
7. Accountability—data subjects should have a method available to them to hold data
collectors accountable for not following the above principles.
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Although these guidelines set out a number of key principles for Europe they were not binding and
data privacy laws still vary widely across Europe. The US endorsed the OECD recommendations but
did not implement them. In 1981 the Convention for the Protection of Individuals with regards to
Automatic Processing of Personal Data [6] was negotiated within the Council of Europe. This
convention obliges the signatories to enact legislation concerning the automatic processing of
personal data. This states that personal data should not be processed at all, except when certain
conditions are met with respect to transparency, legitimate purpose and proportionality. The EC also
realised that diverging data protection legislation within different EU member states impeded the
free flow of data within the EU which resulted in the Data Protection Directive being proposed.
The implementation of this is currently performed at a national level. In the UK it is covered by the
Data Protection Act 1998 [7] and in France it is monitored by the CNIL [8] a governmental body.
Although there are comprehensive regulations for data protection, a challenge has been a lack of
enforcement as no institution feels responsible to control the parties involved and enforce their laws.
The European Union is also championing for the 'Right to be Forgotten' concept (which allows
individuals to ask that links leading to information about themselves be removed from Internet
search engine results) to be adopted by other countries.
A new General Data Protection Regulation (GDPR) will be introduced in May 2018 [9] which will
replace the Data Protection Directive. By May 25, 2018 companies that collect data on citizens across
all 28 EU member states will need to comply with strict new rules protecting customer data. This
dictates that without consent it will not be allowed by law to collect data on:
•
•
•
•
•
•
•

Basic identity information such as name, address and ID numbers
Web data such as location, IP address, cookie data and RFID tags
Health and genetic data
Biometric data
Racial or ethnic data
Political opinions
Sexual orientation

This is good for consumers as there are clear rules with respect to their data and it is also good for
companies as they only need to comply with a single standard within Europe. However, the
requirements to meet and administer the standard will require most companies to invest heavily.
The large US companies that deal with data are expecting to have to invest significant amounts to
meet the new standard. According to the PwC survey, 68 percent of US-based companies expect to
spend between $1 million to $10 million to meet GDPR requirements [10]. Another 9 percent expect
to spend more than $10 million leading to some complaints that it will put them at a competitive
disadvantage with European Companies. As European companies need to abide by the same rules it
is not entirely clear where this disadvantage comes from except that the GDPR regulates the
exportation of personal data outside of the EU and many US companies have data centres and
support staff in the US.
The GDPR requirements will force companies to change the way they process, store, and protect
customers’ personal data. For example, companies will be allowed to store and process personal
data only when the individual consents and for “no longer than is necessary for the purposes for
which the personal data are processed.” Personal data must also be portable from one company to
another, and companies must erase personal data upon request enshrining the concept of the “right
to be forgotten”.
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Any company that stores or processes personal information about EU citizens within EU states must
comply with the GDPR if they have:
•
•
•
•

A presence in an EU country, even if they do not have a business presence within the EU
No presence in the EU, but process personal data of European residents
More than 250 employees
Fewer than 250 employees but its data-processing impacts the rights and freedoms of data
subjects, is not occasional, or includes certain types of sensitive personal data

A problem is that the GDPR takes a wide view of what constitutes personal identification information
so the same level of protection for an individual’s IP address or cookie data will be required as for
sensitive data such as name, address and Social Security number. There is also a problem of
interpretation. Companies must provide a “reasonable” level of protection for personal data,
although what constitutes “reasonable” is not defined. A consequence of this is that there are likely
to be quite a few fines for data breaches and non-compliance as GDPR is introduced.
The GDPR defines three key company roles that are responsible for ensuring compliance: data
controller, data processor and the data protection officer (DPO). The data controller defines how
personal data is processed and the purposes for which it is processed. The controller is also
responsible for making sure that outside contractors comply. Data processors may be the internal
staff that maintain and process personal data records or any outsourcing firm that performs all or
part of these activities. Notably it is the data processors who are liable for breaches or noncompliance. Thus, if a company’s cloud provider is fined, a company may well be fined as well. A DPO
needs to be designated to oversee data security strategy and GDPR compliance. Companies are
required to have a DPO if they process or store large amounts of EU citizen data, process or store
special personal data, regularly monitor data subjects, or are a public authority.
For non-compliance the GDPR allows for penalties of up to €20 million or 4 percent of global annual
turnover, whichever is higher. Some predictions are that around a half of companies will not be
compliant when GDPR comes into force and around $6 billion in fines and penalties will be collected
in the first year. How these will be assessed, e.g. what is a major breach that could cause damage and
what is a minor breach, will need to be decided upon. Here GDPR places a requirement on
companies to perform impact assessments to mitigate the risk of breaches by identifying
vulnerabilities and how to address them.
For consumers there will be a lot more information about data breaches. A key requirement brought
in by GDPR is that companies must report data breaches to supervisory authorities and individuals
affected by a breach within 72 hours of when the breach is detected.
A major concern has been the dominance of US companies such as Google, Amazon, Facebook and
Apple, the so-called GAFA companies, when it comes to data handling at an international level. The
US has no single data protection law comparable to the EU's Data Protection Directive. In the US
privacy legislation has developed in an ad-hoc basis when required by certain sectors and
circumstances. Fundamental within the US is “The Fourteenth Amendment (Amendment XIV)” which
was adopted in the United States Constitution on July 9, 1868 [11]. The amendment addresses
citizenship rights and equal protection of the laws and was proposed in response to issues related to
former slaves following the American Civil War. The first section of The Fourteenth Amendment is
one of the most litigated parts of the Constitution and has been used as the basis for a number of
landmark decisions, e.g. such as Roe vs. Wade (1973) regarding abortion, Bush vs. Gore (2000)
regarding the 2000 presidential election, and Obergefell vs. Hodges (2015) regarding same-sex
marriage. Critically the amendment limits the actions of all state and local officials, including
those acting on behalf of officials.
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The right to privacy or the “right to be left alone” is a key area within the US. While not explicitly
stated in the U.S. Constitution, some of the amendments provide a degree of protection. Privacy is
most often protected by statutory law in the US, e.g. the Health Information Portability and
Accountability Act (HIPAA) protects a person's health information, and the Federal Trade Commission
(FTC) enforces the right to privacy in various privacy policies and privacy statements.
There is a challenge, however, when there is a need to balance privacy against the needs of public
safety and improving the quality of life, e.g. seat-belt laws and motorcycle helmet requirements.
Most Americans accept that government surveillance and collecting of personal information is
necessary. The right to privacy often relates to the right to personal autonomy where an individual
has the right to choose whether or not to engage in certain acts or have certain experiences. Several
amendments to the U.S. Constitution have been used in varying degrees of success in determining a
right to personal autonomy:
•
•
•
•
•

The First Amendment protects the privacy of beliefs
The Third Amendment protects the privacy of the home against the use of it for housing
soldiers
The Fourth Amendment protects privacy against unreasonable searches
The Fifth Amendment protects against self-incrimination, which in turn protects the privacy
of personal information
The Ninth Amendment says that the "enumeration in the Constitution of certain rights shall
not be construed to deny or disparage other rights retained by the people." This has been
interpreted as justification for broadly reading the Bill of Rights to protect privacy in ways not
specifically provided in the first eight amendments.

However, the right to privacy is most often cited in the Due Process Clause of the 14th Amendment,
which states:
No state shall make or enforce any law which shall abridge the privileges or immunities of
citizens of the United States; nor shall any state deprive any person of life, liberty, or property,
without due process of law; nor deny to any person within its jurisdiction the equal protection
of the laws.
However, the protections have been narrowly defined and are usually interpreted as only applying to
family, marriage, motherhood, procreation and child rearing. The controversial Roe v. Wade case in
1972 case established the right to privacy as fundamental and required that any governmental
infringement of that right had to be justified by a compelling state interest.
In the US a person has the right to determine what sort of information about them is collected and
also how that information is to be used. In the marketplace this is enforced by laws intended to
prevent deceptive practices and unfair competition. The Privacy Act of 1974 [12] prevents
unauthorised disclosure of personal information held by the federal government. A person has the
right to review their own personal information, ask for corrections and be informed of any
disclosures. This has also been imposed upon financial institutions in the Financial Monetization Act
(1999) which requires financial institutions to provide their customers with an explanation of what
kind of information is being collected and how it is being used. Safeguards are also required to
protect customer information, e.g. the Fair Credit Reporting Act, protects personal financial
information collected by credit reporting agencies. The act puts limits on who can access the
information and requires agencies to have simple processes by which consumers can get their
information, review it and make corrections.
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Online privacy is also important in the US and Internet users can protect their privacy by taking
actions that prevent the collection of information, for instance, to not allow tracking cookies.
Browsers and social media platforms, e.g. Facebook and Twitter, allow user selected privacy settings,
from sharing everything to only sharing with friends. At a minimum level this can be only a name,
gender and profile picture and increasingly citizens are aware that it is necessary to protect
personally identifiable information to prevent identity theft.
Also, within the US the Children's Online Privacy Protection Act (COPPA) [13] enforces a parent's right
to control what information websites collect about their children. In particular, websites that target
children younger than 13 or knowingly collect information from children must post information on
their privacy policies and also get parental consent before collecting information from children.
Parents can thus decide how such information can be collected.
As well as a right to privacy there is also a right to publicity. Here there is a right to control the use of
identity for commercial promotion. Unauthorised use of someone’s name or likeness is recognised as
an invasion of privacy. This is classed into 4 areas: intrusion, appropriation of name or likeness,
unreasonable publicity and false light. For instance, if a company falsely uses a person's photo in an
advert claiming that the person endorses a product, the person can file a lawsuit claiming
misappropriation.
A challenge is that the Supreme Court in the US approaches the right to privacy and personal
autonomy on a case-by-case basis. Notably public opinion is constantly changing regarding
relationships and activities. The boundaries of personal privacy are also changing due to social media
and a move towards "sharing." As a consequence, the definition of the “right to privacy” is constantly
changing.
This divergent approach to privacy compared to Europe obviously present problems for US
companies wanting to operate within Europe. Here attempts have been made to provide guidance
via the international “Safe Harbour Privacy Principles”. The aim of this is to allow US companies to
comply with privacy laws that protect European Union and Swiss citizens [14]. According to the Safe
Harbour principles US companies who store European customer data may self-certify that they
adhere to 7 key principles that comply with the EU Data Protection Directive and with Swiss
requirements. This has been jointly developed by the US Department of Commerce, the European
Union and the Federal Data Protection and Information Commissioner of Switzerland. The European
Commission came to the conclusion in 2000 that the United States' principles complied with the EU
Directive, but this was ruled as being invalid in October 2015 by the European Court of Justice when a
customer complained that his Facebook data was insufficiently protected. A new framework was
agreed for transatlantic data flows on 2nd February 2016, known as the "EU-US Privacy Shield" [15]
with the aim of meeting the requirements set out by the European Court of Justice. The new
arrangement has stronger obligations on US companies to protect the personal data of Europeans
and this is backed up by stronger monitoring and enforcement by the U.S. Department of Commerce
and Federal Trade Commission. In particular, the new arrangement includes commitments by the US
that public authorities can only gain access to personal data transferred subject to clear conditions,
limitations and oversight, preventing generalised access. Europeans will also be able to raise an
enquiry or complaint with a new Ombudsperson.
The full text of the Privacy Shield agreement was delivered in March 2016 and the authorities met to
decide if the “shield” was strong enough. Here it was highlighted that the UK, France and Hungary
might not meet the European Court of Justice (ECJ)’s Safe Harbour test. Notably several countries in
Europe, e.g. France, Germany, Poland, the UK and the Netherlands permit certain types of
surveillance that are not targeted at identified suspected individuals. Here it is possible to apply
‘keywords’ or ‘selectors’ to large communications data flows crossing their territory and also
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intercept external communications that are not targeted at specific individuals. This has been the
subject of recent court cases in the UK where it is possible for communications received via
submarine cables to be intercepted. In France, a law passed in 2015 allows spies to use International
Mobile Subscriber Identity catchers to intercept telephone data, access emails and online
communications of anyone suspected of being linked to terrorism with little or no judicial oversight.
There have also been other cases with respect to privacy. For instance the European Court of Human
Rights found that Hungary violated Article 8 of the Convention on Human Rights [16] – the right to
respect for private and family life was contravened by a law that allows police to carry out secret
intelligence gathering on the grounds of national security, which can search and record private
electronic communications without consent and without any judicial oversight. In other European
countries the surveillance framework is more complex as there are a number of different overlapping
laws with varying checks and balances. For instance, in Germany a parliamentary control panel
oversees strategic telecommunications surveillance carried out by the Federal Intelligence Service
(BND). A key problem is that while it is possible for lawyers and academics to argue the validity of
national laws when it comes to meeting the privacy shield there is no power when it comes to
national security.
The uncertainty in regulation presents problems for US companies such as Google, Facebook and
Amazon who have major operations in Europe. The safest option is to keep European data in Europe.
As a result, many companies have moved their data centres to Europe and particularly Germany
where there are some of the strictest data privacy laws. This will be further promoted by the
introduction of the GDPR. A challenge is that the storage, processing and personnel must also all be
local. This presents problems as although some companies such as Adobe already has European data
centres, its cloud services may still require transfers to the US to provide some features. It may also
be necessary for support personnel to access data stored in Europe from the US (or other countries)
which requires the rules on data transfer outside the EU to be met. Here data encryption in the cloud
may be a way forward. For instance, ID data can be encrypted before it enters the cloud with the
data owner keeping the encryption keys. Self-encryption is possible, but this often prevents the data
being processed by needed cloud services.
There is also a major activity in Europe on the Next Generation Internet [17]. The aim is the provide a
“Human Internet” that respects human and societal values, privacy, participation and diversity, and
offers new functionalities to support people’s real needs and address global sustainability challenges.
It should be noted at another extreme the Cyber Security Law of the People's Republic of China [18],
commonly referred to as the “China Internet Security Law”, was enacted to increase cybersecurity
and national security, safeguard cyberspace sovereignty and public interest, protect the legitimate
rights and interests of citizens, legal persons and other organizations and promote healthy economic
and social development. The wording of this law has caused international and also internal
complaints as the law may impede future investments in China. This is because the law now requires
companies to store their data on Chinese-law regulated local servers and cooperate with Chinese
national security agencies. This could potentially compromise business secrets and sensitive
information. Already, in response to this Apple has moved their iCloud from mainland China to a
government sponsored data company called Guizhou-Cloud Big Data. Other companies such as Skype
and WhatsApp have been banned or restricted in China due to their refusal to comply with this law.
Social activists are concerned that online services in China need to collect and verify the identity of
their users, and, when required to, provide this information to law enforcement, which would inhibit
people from freely expressing their thoughts online. At the same time China has also introduced a
Social Credit System that is a form of mass surveillance which uses big data analysis technology. By
2020, the plan is to standardise the assessment of citizen's and business's economic and social
reputation, or “credit” [19][20].
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Key Concerns Identified as Hot Topics
•

Impact of future systems on privacy

•

Regulation at member state and EC level, e.g. European General Data Protection Regulation
in 2018

•

Consent and “right to be forgotten”

2.2.1.2 Cybersecurity for CPS/IoT
Cybersecurity is used to protect computer systems from the theft and damage of their hardware,
software or information, as well as from disruption or misdirection of the services that they provide.
Cybersecurity includes controlling physical access to the hardware, as well as protecting against harm
that may come via network access, data and code injection. It is also used to protect against
malpractice by operators, either intentionally or accidentally.
Cybersecurity is growing in importance due to our increasing reliance on computer systems, the
Internet and wireless communications and the growth of the use of smart devices. As we rely on
more automation it also has an impact on safety and availability of systems. The risk of cyber-attack
is increasing as more and more devices in CPS and Internet of Things systems are connected. This
interconnectivity is now rapidly expanding into household appliances, sensors and industrial
equipment communicating over the Internet. This presents a risk from lone hackers, terrorists and
also nation states, that may want to attack physical infrastructure.
All industrial systems are vulnerable to cyberthreats and it is necessary to know the threat landscape
as well as the protection and detection technologies which are available. In the industrial
manufacturing domain there is concern about connection of Enterprise Resource Planning (ERP) and
Manufacturing Execution Systems (MES) to external networks as this may make them vulnerable
to attack.

Figure 3. Distribution of sectors attacked by WannaCry and ExPetr (Source: Kaspersky)
The whole area of cybersecurity and the need for better awareness was highlighted by the WannaCry
and ExPetr ransomware attacks in the first half of 2017 [21]. This showed the vulnerability of
systems, e.g. Windows XP and Windows 8, when support is withdrawn. This had catastrophic effects
on the National Health Service in the UK and many businesses were also affected across the world.
Ransomware is thus capable of disrupting industrial processes and poses a significant threat
to industrial networks. Notably among the main targets for ransomware were companies in the
manufacturing, oil & gas and energy sectors as shown in Figure 3.
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Figure 4. Distribution of Industrial Control System computers attacked in 2017 by malware (Source:
Kaspersky)
Looking at generic malware attacks it is also notable that the sector with the highest percentage of
Industrial Control Systems (ICS) attacked was the manufacturing sector with the engineering sector
also being badly affected as shown in Figure 4. In reality there are a whole range of systems that are
at risk.
•

Financial systems - Web sites and apps that accept or store credit card numbers, brokerage
accounts, and bank account information are key hacking targets, because of the potential for
immediate financial gain from transferring money, making purchases, or selling the
information on the black market. In-store payment systems and ATMs have also been
tampered with in order to gather customer account data and PINs. At a higher level the
computer systems of financial regulators, financial institutions like investment banks, and
commercial banks have been targeted with the aim of manipulating markets and making
illicit gains.

•

Utilities and industrial equipment are prime targets for state sponsored hacking. Computers
control functions at many utilities, including coordination of telecommunications, the power
grid, nuclear power plants, water and gas networks. The Internet is the primary route in but
the Stuxnet Worm [22] highlighted that it was also possible to attack equipment that was not
connected to the Internet. In 2014, in the US Homeland Security investigated 79 hacking
incidents at energy companies. Looking to the future the introduction of smart meters that
are connected via radio or cellular communications is a concern.

•

Large corporations are common targets. In many cases this is aimed at financial gain through
identity theft and involves data breaches to gain access to clients' credit card details. There
have been a number of attacks on companies such as Home Depot and Staples [23].
Industrial espionage is also a common target with some cyberattacks being ordered by
foreign governments to sabotage, or spy on their targets. For example, many people believe
the Russian government played a major role in the US presidential election of 2016 by using
Twitter and Facebook to affect the results of the election.

•

Aviation is very reliant on a series of complex Cyber Physical Systems with a high level of
connectivity. A power outage at one airport, for instance, can cause repercussions worldwide
[24]. The control of aircraft relies on radio transmissions both on the ground and in the air.
Radar tracking is also used to control airspace over the oceans to 175 to 225 miles offshore.
There is also a threat of potential attack from within the aircraft itself as well as inadvertent
disruption from wireless devices carried by passengers. The consequences of an attack can
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result in major disruption, loss of an aircraft and loss of life. Here the confidence of the
general public in air travel relies heavily on their trust in the security measures in place to
ensure safety.
•

Automotive - Vehicles are using more automated functions with control over many
subsystems. This is increasing with the advent of Automated Driver Assist Systems (ADAS)
and there is a trend towards providing connectivity, e.g. WiFi and Bluetooth, to communicate
with smartphones. The next major step will be the introduction of autonomous cars and here
there are strong concerns over security and safety. Already a number of attacks on car
systems have been demonstrated, e.g. via Bluetooth interfaces to music players and also for
eavesdropping using car microphones. In 2015 hackers showed how it was possible to
remotely carjack a vehicle from 10 miles away and drive it into a ditch [25]. Manufacturers
are thus keen to build high levels of security into future vehicles.

•

Consumer Smart Devices – For many years desktop computers and laptops have been
targeted to gather passwords or financial account information. Increasingly they are also
being used as a “botnet” to attack another target. With the increasing capability of
smartphones, tablets, smart watches, fitness trackers, a range of new threats are becoming
possible as more sensors, cameras, microphones, GPS receivers, compasses and
accelerometers are being connected to the Internet. A threat here is the tracking of people
and also the collection of personal health information. The main route into these systems is
via the wireless connection, e.g. WiFi, Bluetooth, and cell phone networks. With the adoption
of home automation, e.g. the Nest Thermostat [26], there are also new potential targets that
can have an effect on control. The Internet of Things interacts with physical objects such as
devices, vehicles, and buildings. This allows the potential for misuse to either collect data or
potentially control hardware. With the move towards home automation if a front door lock is
connected to the Internet, and can be locked/unlocked from a phone, then a criminal could
enter the home using a stolen or hacked phone.

•

Government and military computer systems – These systems are commonly attacked by
both activists and also as part of cyberwarfare from foreign powers. The government is
responsible for many parts of local and regional government infrastructure, e.g. traffic lights
and key services such as the police, emergency services and intelligence services. The
government also holds a lot of personal data on citizens such as personnel records, passports
and ID cards, student records, and financial data.

•

Medical – There have been high-profile ransomware attacks on hospitals, as well as data
breaches and viruses. Medical records have been particularly targeted for use in general
identify theft, health insurance fraud, and impersonating patients to obtain prescription
drugs for resale. There is a major trend towards adoption of smart medical devices and this is
leading to new threats and vulnerabilities in hospital diagnostic equipment and implanted
devices such as pacemakers and insulin pumps.

Key Concerns Identified as Hot Topics
•

End-to-end security and security by design

•

Lack of effort being put into security by industry and at research level

•

Lack of awareness of security risks
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2.2.2 Legal - Risk and Liability -> Safety
2.2.2.1 Autonomous Systems - Risk and Liability
Autonomous Systems technologies are playing an increasingly important role in our interconnected
and digitalised world. The dawn of autonomous systems will have far-reaching consequences for
many industry sectors as well as our daily lives. There is currently a revolution underway in smart,
connected machines and robots with increasing abilities to make independent decisions and learn.
The most high-profile area is autonomous and semi-autonomous cars, however, autonomy is also
radically changing manufacturing systems allowing personalised designs and reconfiguration of
production equipment on the fly to enable flexible manufacturing. Furthermore, autonomous system
technologies will enable highly flexible and collaborative value creation and manufacturing networks
with shortened delivery time and increased quality and adaptability in dynamically changing
customer-driven markets. In logistics autonomous robots are already heavily used in warehousing
and there are moves to use autonomous vehicles, trucks, vans and even drones to deliver packages.
This presents great opportunities for increased efficiency and cost reductions but in many cases
increased automation is also a threat to human labour. It is also likely that future systems will rely
much more heavily on interconnectivity and this may well be ad-hoc, e.g. cars making temporary
connections to traffic lights and medical devices providing potentially critical information over
existing communications networks. This introduces challenges when considering Service Level
Agreements.
In particular, autonomous systems are expected to revolutionise the transport sector with an impact
on safety, emissions and the efficiency of transport of persons and goods across Europe. Europe has
several world leading automotive companies and some of the largest logistics companies with
extensive supply chains. Car manufacturers are already announcing the first applications of
autonomous vehicles and the levels of automation will increase as the regulatory environment
develops. The primary interest of the automotive industry in introducing autonomous driving is to
improve road safety, but there are also business opportunities for services and data. An immediate
benefit from this is reduction in deaths. However, there will also be a reduction in serious injuries
reducing suffering of citizens at an individual level while at the same time saving medical and
insurance costs which will benefit society as a whole.
A key argument for autonomous cars is that fatalities and injuries on Europe’s roads will be reduced
and European citizens will enjoy continued mobility as they age. Most car manufacturers and
technology firms are introducing Advanced Driver Assistance Systems (ADAS) with features such as
supporting the driver to hold a safe speed in relation to the vehicle in front (adaptive cruise control),
to maintain position in the lane (lane departure warning) and to park (park assist).
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Figure 5. Levels of Autonomy for Driving
It is expected that there will be a wide range of models on the market by 2030, some of which are
likely to be totally self-driving (See Figure 5). However, the introduction of autonomous vehicles will
be incremental; step-by-step with increasing levels of automation. This is because the vehicle
manufacturers will steadily increase the technological level of automation in their products in
concordance with the adaption of the regulatory environment.
Liability is a key barrier at the moment. As most crashes involve human error, and autonomous
operation can reduce or eliminate these errors, exploitation of CPS is expected to benefit road safety.
Despite some notable high-profile failures with autonomous cars crashing from companies working
at the “bleeding edge” of the technology, the results from early cars are promising. The key problem
appears to be that it is possible to design for known scenarios, but unfortunately it is not possible to
design for all the unforeseen scenarios that occur in the real world. Also looking to the future as
autonomous technologies become more common, new types of crashes may emerge, for instance
crashes resulting from the car handing control back to the driver unexpectedly or from mixing
autonomous and conventional vehicles on the roads. If an accident is imminent there may well be
cases where handing back control to the human is the wrong course of action. Of course this may not
be an option at all if the occupant is disabled, e.g. blind. Here there are very difficult decisions to be
made on behalf of humans about whether they are capable of reacting in the most appropriate way.
This loss of authority may well be totally unacceptable to citizens even if it means that they will suffer
more serious injuries or death as a result of a crash if control is returned to them at the last moment.
Here there is a need for work on understanding how to deal with unusual situations on the fly and to
consider when to allow drivers authority to take control.
The introduction of autonomous vehicles will occur in an incremental fashion as the regulatory
environment develops. It will take time for the existing regulatory system to adapt to the
introduction of autonomous transport. This is complicated by the uncertainty on what should be
regulated and the risk that regulation may lock-in one pathway to automation over a potentially
better one. While needed, early regulatory action carries risks as well. Some regulatory flexibility
seems desirable, for instance putting in place regulation to cover certain use cases, e.g. to allow low
speed urban operation or motorway platooning, in advance of defining a blanket set of rules for
autonomous driving in the future. Policy makers should account for this uncertainty and be ready to
adapt to changes. There are a number of legislative hurdles that need to be addressed before a 100%
autonomous car in Europe is possible. One problem is the non-uniformity in laws to allow data to be
obtained from infrastructure; in some European countries law does not allow communication
between traffic lights and cars. Another issue is that potentially information on the speed of cars
could also be used for identifying speeding. Shifting the driving task from humans to machines will
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require changes in the insurance industry. Issues that need to be dealt with are how in the case of
accidents responsibility should be apportioned among suppliers and sub-suppliers, and what should
victims have to do to get support for their loss and/or recovery (without long battles in court). Until
the liability problem is solved, the manufacturers and designers of autonomous vehicles are hesitant
to bring their products to the market. There is thus a need for a clear framework for legally handling
the consequences of accidents with autonomous cars. However, adjudication methods have yet to
be developed. So we need flexibility in regulation, harmonisation across Europe and clarification
from the insurance industry.
Key Concerns Identified as Hot Topics
•

Regulation for Autonomous Cars (and in other areas such as Ships, Aircraft, Trains)

•

Service Level Agreements (SLAs) for new services, e.g. mobility providers

2.2.3 AI – Ethical
Although AI is certainly “the next big thing” and many strategies are being put forward by
governments, e.g. French Villani Report [27], EU Strategy [28], UK Strategy [29], Whitehouse “Future
of Artificial Intelligence” [30], China’s Artificial Intelligence Development Plan [31], there have been a
number of high profile people who have suggested that we should be wary of the technology:
•

Elon Musk - AI poses a “fundamental existential risk for human civilisation,” adding the
technology is “the scariest problem.” Notably Musk is a co-chair of the non-profit OpenAI
institute, which is dedicated to advancing AI to benefit mankind [32]

•

Stephen Hawking - AI is “either the best, or the worst thing, ever to happen to humanity”[33]

•

Bill Gates - cannot understand “why some people are not concerned about AI” [34]

•

Mark Zuckenberg - Facebook needs to take responsibility for problems “This will be a serious
year of self-improvement and I’m looking forward to learning from working to fix our issues
together” [35]

The question of how autonomous machines could be made to behave ethically and safely without
human guidance has been a discussion point for quite a few years. The science fiction author and
academic Isaac Asimov in his 1942 short story ‘Runaround’ proposed “Three Laws of Robotics” [36]
that state that:
•
•
•

A robot should not harm a human – either actively or passively
Should obey orders
Protect its existence, as long as this does not cause harm.

However, AI is now being used in a multitude of applications, not just in robotics. It is predicted that
more and more products will rely on AI in the future. As a consequence, there are calls for regulation
and standards for AI. Google, for instance, set up an ethics and safety board for its DeepMind AI
branch [37] several years ago. However, how ethically a large corporation operates is subject to
interpretation. The US Federal Trade Commission settled a search engine results case with Google in
2013 by requiring the search engine to stop “scraping” reviews and other information from rival
websites for products on their own shopping service [38]. In April 2015, the EU competition authority
charged Google with distorting search engine results to favour its own shopping service over rivals
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[39]. European antitrust regulators are also imposing a record-breaking fine of €2.42 billion on
Google.
Thus, there are calls for transparency such that all data is open and machine readable. In particular,
the learning base needs to be known as well as whether there is bias in the decision making. This is
to ensure that AI treats everyone fairly and makes ethical decisions. In some cases there is a need to
distinguish between different groups of people and in other cases there is a need to ensure that they
are treated fairly. An issue here, for instance, is in algorithms for autonomous cars that need to be
suitably trained to recognise pedestrians of all skin colours as well as people with handicaps.
Currently the Institute of Electrical and Electronics Engineers (IEEE) has a project exploring how to
create a standard to cover AI with ethics and values [40] which could be applied across the industry.
In future it is being advocated that every data scientist needs to understand ethics.
The implications of AI are often undercut by the shortcomings of present machines, but as robots
improve the issues will become more important. Already there are Robot police in Dubai [41] and in
the USA AI is being used to sentence criminals [42]. There is a need for AI to be built around the
principles of humanity: ethics, values and rights. Failure to take these seriously is what could lead to
the technology spiralling out of control and machines consulting each other on pivotal decisions
which could prove fatal to humans [43]. There is also a question about the rights of robots and the
concept of “empowerment”. Here robots should protect and serve humans while also preserving
their own safety, without requiring them to “understand” the nuances of human ethics, interactions
and language.
Key Concerns Identified as Hot Topics
•

Impact of AI on future society

•

Need for ethical training for engineers

2.2.4 Social Impact of Automation/Robotics
The social impact of automation and robotics is a very hot topic. In this area two key areas were
highlighted as being of particular importance.
1) The general impact of increased automation and the threat of AI to white-collar jobs
1) The adoption of autonomous cars and the societal changes that this may result in
Here it is important to note that classic industry robots or collaborative robots have traditionally
affected automation of physical tasks, the domain of blue collar workers, however, cognitive or
software robots are now affecting white collar workers.

2.2.4.1 Threat of AI to White-Collar Jobs
The greatest fear is the threat to jobs from automation. The fear of automation is not new. In the UK
the Luddites [44] feared machines which led to violent opposition to the industrial revolution in the
early 1800s. The changes that occurred at this time indeed changed society and the question is
whether a 4th Industrial Revolution, with the rise of robots, artificial intelligence and related CPS
technologies will result in equivalent upheaval. More and more workers, industry leaders and
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governments are getting concerned and estimates of the impact of automation on jobs by analysts
such as PwC - automation will take 40 per cent of US jobs by 2030 [45], and the Bank of England - 15
million jobs in the UK may go (half the current working population!) [46] are of course catching the
headlines. Estimates vary hugely, but a report by McKinsey in 2015, quoted by the World Economic
Forum (WEF), found that 45% of the activities that workers do today could be automated if
companies want to do so [47].
There are, however, more positive noises coming from society about automation. ARM found 61% of
people questioned thought that AI and more automation will improve society rather than destroy it
[48]. There is also some evidence that the introduction of AI is creating new jobs within companies,
mainly with the rush in companies to exploit AI for new functionalities. In Japan for instance, the
ageing population is leaving a shortage of workers and here there is much more acceptance of
increased automation with interest in cobots working alongside humans in collaboration.
At a national level adopting AI and Robotics is on many national agendas in order to be more
competitive so the revolution is coming whether we like it or not. The question is really what can be
done to ease the transition for society to increased automation. Bill Gates has advocated that robots
should pay taxes in order to replace the lost income from workers who would normally pay taxes
[49]. On a more negative note Elon Musk has suggested that AI may lead to world war three [50].
In the past, robotics reduced the number of blue-collar jobs, but today AI technologies could
eliminate many white-collar office jobs. Machine learning algorithms are being deployed in financial
services, in healthcare and in other places with increasing levels of functionality. Historically
technology has increased labour productivity and created new and better jobs, but in the future with
more intelligent machines there is less certainty about whether new jobs will be created. Looking at
the US manufacturing industry as an example, the sector is producing as much as it ever did, but with
far fewer workers. Improvements in automation have resulted in an 80% decline in the labour share
[51]. With AI this trend is expected to spread to the service sector, as rapid advances in robotics,
sensors and machine learning enable employers to replace hired labour. Already this is happening in
a number of sectors with many companies trying out the technology in first implementations.
In the 1800’s workers rioted in response to the introduction of new technologies and there are
already concerns that there may be political protests and targeted action against technology
companies. Public and political acceptance of the technology is thus key. The WEF has also
highlighted a trend in the white-collar sector for workers to work in the “gig economy” quite often
working in one country performing jobs in another country [52]. This makes it less clear which
employment laws and taxes apply while at the same time weakening employment protection. This
causes two problems. The first is that governments do not receive the tax income which is needed to
provide a welfare state and secondly workers do not have the cover of a welfare scheme.
If the technology is adopted very rapidly it has been suggested by the WEF [53] that it could have
destabilising effects on employment and economic growth and could exacerbate social unrest. This is
an issue that is now being discussed at summits such as Davos by business leaders, politicians,
academics and non-government organisations. Predictions are that AI will destroy traditional whitecollar jobs at a faster rate than new jobs are created, unless governments and the private sector
collaborate to manage the problem, The WEF’s Global Risks Report 2017 Error! Reference source not
found. report warns that, “as a result of AI and other disruptive technologies, long-term jobs are
giving way to self-employment in the “gig” economy, leaving individuals to shoulder the
responsibility for the costs of unemployment, sickness and old age. This is set against a backdrop of
globalisation, deteriorating job prospects and industrial decline, which has been the catalyst for antiestablishment voting which led to Brexit in the UK, the election of Donald Trump in the US, and
Italy’s rejection of its former prime minister’s constitutional reforms. There are no easy answers to
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the growing divide between rich and poor, which will only accelerate in an automated age that
leaves unskilled workers at a distinct disadvantage”.
Leaders of the industrial and scientific communities think that, to offset the social costs created by
automation’s displacement effects, either robots should pay income tax, or their owners should pay
a tax for replacing a worker with a robot. This "robot tax" should be used to finance a universal basic
income or guaranteed living wage. Bill Gates has said that the solution to the problem is simple, the
government should start taxing robots, i.e. make the robot owners pay for loss of income tax from
workers who are replaced by robots. Bill Gates highlighted that "If a human worker does $50,000 of
work in a factory, that income is taxed, if a robot comes in to do the same thing, you'd think we'd tax
the robot at a similar level." This idea has also been explored in the Millennium project’s Delphi
Study on “Future Work/Technology 2050” [55][56].
A challenge is to define what actually constitutes a robot. Although many people would envisage
robots building cars on an assembly line, the actual definition of a robot is “a combination of
technologies that together sense, evaluate, and act to carry out a defined task”. This is a broad
definition and is open to interpretation, e.g. does it include household appliances, computers,
smartphones, ATMs, automated supermarket checkouts, or medical robots that translate surgeons
hand movements into micro movements?
It can also be argued that other technologies have an impact on automation, productivity and quality
doing tasks once performed by a human, e.g. word processing, transcribing, calculating mathematical
formulas, and analysing data, so the boundaries of where a robot tax (or once-human tasks) are very
blurred. Of course, in order to avoid tax, companies are likely to classify any new automation
technology into non-taxable categories, e.g. computing equipment.
Likewise, it would be extremely difficult to prove a direct correlation between the implementation of
automation technology and the net loss of jobs unless a new automation device was deployed in
order to simultaneously lay off a person. It could also be the case that deployment of a new robot
will result in the laying off of some workers to be replaced with other workers with different skills
either to run the robot or to expand the business due to increased capacity. Notably robots tend to
result in new jobs by improving efficiency and productivity. A study of census data in England and
Wales since 1871 found that technology created far more jobs than it destroyed during that 140-year
period [57].
A challenge is that a robot tax could be considered to be an innovation tax financially penalising
companies that use the latest automation technologies. This goes against the concept of supporting
companies to embrace innovation in an effort to improve productivity and boost revenues. However,
it seems logical that the more profitable a company becomes due to automation and increased
productivity, the more income taxes it should pay into the collective system. Of course, closing
loopholes that allow companies to dodge taxes will be difficult, and there is still work to be done on
ensuring that large corporations pay tax on their profits.
At the European Commission level, Andrus Ansip, the European Commissioner in charge of the push
for a Digital Single Market (DSM), highlighted that a robot tax was not favoured and he was against
"taxing progress" as others would take a lead in areas such as artificial intelligence, leaving Europe
behind [58].
If the adoption of AI and automation will place many of us out of work in the future there is growing
concern about the social divide between the haves and the have nots. In many cases it is unclear how
people, who cannot find work and who cannot be supported by the state, because there are
insufficient revenues, can survive. This is not a new concern. In 1797 Thomas Paine, an 18th-century
radical, proposed paying all 21-year-olds a £15 grant funded through a tax on landowners [59]. This

© Platforms4CPS Consortium

26

Platforms4CPS

D4.4 Consensus, awareness and dialogue on societal and legal issues
Version 0.8

was the first time the idea of a Universal Basic Income (UBI) was proposed. A universal income is an
unconditional income paid by the government to all citizens, whether or not they are in work. More
recently with the rise of AI and increased automation the concept of a Universal Basic Income is now
being seriously considered with a number of trials taking place in the Netherlands, Italy and Finland.
In Finland 2,000 unemployed people between the ages of 25 and 58 received a guaranteed income of
€560 a month. It was hoped that this would encourage individuals to start their own businesses or
make it easier for them to take short-term jobs which otherwise may affect their benefits. This trial
has subsequently been stopped.
In the UK, the Scottish government is planning pilot schemes in Glasgow and Fife. In the UK a figure
of around £4,000 a year is being mooted which would cost the government £18bn annually. It is also
notable that political leaders in France and South Korea have campaigned for the idea and even Elon
Musk has advocated the need for UBI [60]. It should be noted that the aim of providing funding is not
to take someone out of poverty, but to give them the flexibility to retrain or the breathing room to
wait to take a job that has prospects rather than being forced into taking the first vacancy that
comes along. Much larger sums of money would be required to support a workforce that had been
replaced by automation.
UBI is often seen as a means of supporting a struggling welfare state. Welfare systems are designed
as a contributory system of unemployment insurance, in which workers put in during the good times,
and take out during temporary periods of unemployment. The reality, however, is that a large
portion of welfare spending currently goes on permanently supporting people in jobs that do not pay
enough to support their families. This leads to highly complex systems which are expensive to
manage. UBI thus offers the opportunity to simplify things in the shorter term. The problem is that
the labour market is getting more precarious with less full-time employment and more low-paid,
low-skilled work. As highlighted some predictions are that around half the current workforce will not
have employment at all in the future which raises the question of how UBI could be supported? Polls
show that 64% of people in Europe are supportive of a UBI [61] but they were not asked the question
“would they pay much higher taxes to support this?”. Notably in Switzerland where the idea of
higher taxation was proposed to cover UBI the population voted 78% against the idea [62]. A
problem is that if only half the current workforce is still working how could they possibly pay enough
tax to support all the people who are not working?
Here the “robot tax” may be partially the answer, but as highlighted this would be very difficult to
implement in practice. Even if companies paid their fair share of taxes it would not solve the larger
societal challenge that automation will eventually displace low-skilled workers. Here some people
have advocated that governments should focus on using corporate tax revenues to create free or
low-cost education programmes to prepare people to work alongside automation in the future.

2.2.4.2 Social Implications of Autonomous Cars
One key area that is causing considerable debate at the moment is the area of autonomous cars.
Currently the car buying demographics has shifted to citizens who are slightly older (typically at the
point when people start families) rather than younger qualified drivers buying cars who have to
contend with high insurance costs. This is also linked with urbanisation, and the ability and
willingness of younger people to use public transport.
In addition to a shift towards electric cars there are three key changes underway with respect to
autonomy:
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1) The introduction of Internet connectivity to cars
2) The move to autonomous vehicles to improve safety, improve traffic flow and reduce
emissions
3) The introduction of mobility services
The introduction of Internet connectivity is partly driven by a desire from automotive manufacturers
to attract younger drivers and also to provide attractive functionality for product differentiation. The
services provided are likely to gives us much more information and will be selling points for future
cars (even if we only use cars as passengers as part of a mobility service).
The impact of the introduction of autonomous cars, however, is far greater. Autonomous vehicles
may remove some of the insurance barrier for younger drivers and also be attractive from a safety
perspective for families. At the other end of the spectrum autonomous vehicles will allow the ageing
population with reducing personal mobility, sight and reaction times, to continue to enjoy mobility
safely, both for themselves and for other road users.
It should be noted though that in the near term cars will not be totally autonomous so there will be a
need for a level of competence in driving, e.g. supported by a licence, to cope with failure situations
where a driver needs to take over control of the car. Fundamentally, the occupant of the car will be
ultimately responsible for the car on the road, however, this responsibility may change as fully
autonomous cars become more accepted and common.
A problem though is that the introduction of Internet connectivity will allow “drivers” of future
vehicles to perform other tasks, surf the web, perform work, etc., which naturally will impact on their
alertness to situations. So the key question is at what point is it more appropriate not to hand control
of the car back to the occupant as they may not be sufficiently alert to react?
Already we are seeing a proliferation of Advanced Driver Assist Systems (ADAS) being rolled out onto
the market. A major step forward though that would have truly profound implications on society
would be the adoption of fully autonomous cars (so-called level 4, see Figure 5). At this point there is
no need for a driver and the car could operate with or without a driver on board. This opens up a
number of interesting scenarios that could radically change our society. With a totally autonomous
car occupants would have the option of doing other productive tasks while travelling. This would
allow passengers to use their car as an office further blurring the distinction between home and work
place, it could allow them to surf the web, watch a movie, study and gain new knowledge, interact
with friends and relatives or even sleep. How this new free time is used is up to the occupant.
So there are lots of other more productive things that we could do and also new business
opportunities to sell services tailored to commuter preferences. However, being engrossed in other
activities naturally impairs the ability of occupants to react and take control of the car if there is a
failure. There is thus a need to consider whether changes in the way occupants use their time within
a car will result in a shift to fully autonomous control even in the event of an accident.
If all cars were autonomous then operation would be far more predictable, however, in a future
world with autonomous traffic not all vehicles will be autonomous. There will be a mix of
autonomous and human driven vehicles and also pedestrians. Humans are naturally unpredictable
and this lack of predictability presents huge challenges to autonomous systems and is likely to be the
main cause of accidents in the future. Richard Samans [63], member of the managing board at the
WEF highlighted that “Self-driving vehicles (SDVs) offer tremendous opportunities for improving
safety. In the US, there were 40,000 road fatalities. SDVs could cut that to 20,000. Do you expect
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20,000 thank-you letters or 20,000 law suits?”. The reduced risk of accidents through the use of fully
autonomous cars could also result in changes in the law. For instance, if it could be proved to be safe
speed limits could be increased and traffic could move faster. Likewise if accidents are a very rare
event in the future car manufacturers may well start to design out current safety features designed
to minimise injury in an impact with a consequent reduction in the weight of the car and an
improvement in efficiency.
From a social standpoint drivers and pedestrians may well need to adapt the way they drive and
interact with roads and traffic in order not to disrupt the autonomous flow of vehicles. In future
drivers will need to integrate with a traffic flow of autonomous cars. This could be daunting for
drivers who are not used to interacting with autonomous vehicles and could well be frustrating to
some drivers who wish to have the freedom to get from A to B using their own driving style or via
their own preferred route. It should be noted that autonomous cars will always follow the law
whereas humans may elect to break the law by speeding, jumping a light or even ignoring road
directions. It is a fact of life that autonomous cars must be able to react appropriately to bad human
driving.
Humans may also not do what an autonomous car may anticipate. A classic problem is a driver
deciding to stop unexpectedly in the middle of the road either intentionally or due to a sudden break
down. Systems must be designed with high safety requirements and human-friendly behaviour which
accounts for such unpredictable actions. These needs should be addressed both at a low level (e.g.
guaranteed reliable sensors for people, car and obstacle detection), at a systems level (e.g. new
algorithms for people tracking and new human-robot interfaces) and finally through systems for
validation and certification.
As more autonomous cars are introduced it will affect control of traffic flow. This will naturally
reduce congestion and should produce more predictable journey times. Drivers in future should be
happier because they are not stuck in traffic, they should be less frustrated and stressed, and they
should also benefit financially because they are driving/travelling more efficiently. More consistent
traffic flow will lead to more predictable journey times with better on-time arrival for work and
meetings. However, there are societal implications. If someone gets up late and needs to get to work
quickly the regulated traffic flow will provide no option to drive faster. So in future the population
will need to always ensure that they set off on time. This, however, may be less of a problem as more
people work from home or stay at home due to increased automation replacing jobs.
Although improved safety is the key driver for autonomous cars, the potential for reductions in
emissions is also being put forward as a benefit through improvements in traffic management. With
the transportation sector emitting over 25% of CO2 globally the implementation of the Copenhagen
Accord targets a decrease in European emissions by 30% from 1990 levels by 2020 [64]. Both
consumer demand and government regulation are driving the transportation sector to use less
energy, emit fewer harmful emissions and utilise an increased mix of sustainable energy sources
(such as biofuels and electricity).
It is argued that increased automation and connectivity of vehicles to each other and to
infrastructure will lead to more efficient traffic flow movement with consequent reductions in
emissions (CO2 and cancer causing PM10s) and congestion in urban areas. One of the key areas
where CPS is likely to have an impact is in reduction of overall emissions from trucks and vans
through much more efficient management of movement of goods. Here CPS could be used to
improve fleet management of vehicles optimising load and travel costs of vehicles while at the same
time reducing energy usage and costs. Already logistics companies are employing sophisticated route
optimisation algorithms to achieve this.
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When considering trucking and logistics the primary goal is to improve productivity and the quality of
the delivery service. The fundamental operating parameters are cost and time, but there are other
market differentiators which logistics companies use to provide enhanced value-added services, such
as on-demand delivery. Logistics nowadays goes far beyond just delivery. It also includes the
synchronisation of the whole supply chain. This starts with receiving goods and material handling,
subsequently it deals with workflows of items (within manufacturing sites, intra-logistics), sorting and
storage (warehousing), order picking and packing (distribution centres), followed by aggregation and
consolidation of loads, shipping, transportation and last mile delivery. So there needs to be great
interconnection and exchange of data at all levels and between many diverse systems to synchronise
manufacturing, transport of raw materials and products with delivery systems in order to minimise
waiting, storage and costs. At the same time the whole logistics system needs to be flexible so that it
can be made to fit the particular circumstances of any customer.
Improved traffic management and better coordination/optimisation of logistics will reduce the
number of partly filled and empty trucks operating on Europe’s roads. This would have a significant
impact on emissions through reduction in fuel burn. Additionally, scheduling of goods traffic
movements to avoid congestion in big cities to avoid operation in stop/start rush hour traffic would
also have a major impact. Repeated stopping and starting for a truck results in considerably higher
emission levels, and generates PM10s which is a particular concern in cities. Going a step further,
deliveries could be bundled to reduce congestion and through efficient sharing even more reductions
in fuel and emissions would be possible.
So it is possible to make savings in fuel consumption and emissions through the use of telematics and
more efficient operations. Here the challenge is to provide optimised services while also meeting
customer demands for tighter delivery times. There is a trade-off between this and the need to
provide energy-minimal logistics to reduce emissions. Already logistics companies employ very
sophisticated systems to optimise routing for deliveries and there are more and more examples of
connections between customers and manufacturers within the supply chain. Fierce competition
within the domain is driving this desire to reduce cost and provide timely deliveries, however, future
improvements will require the interconnection of many disparate systems together. The key
question for companies is how to best interconnect systems and also how to persuade the various
competing actors within the supply chain to share information which may be commercially sensitive?
Looking further forward in time to 2030 and beyond, the advent of fully autonomous cars is likely to
result in more mobility solutions being offered. If a car does not need a driver then there is also the
option of the car operating by itself without any occupants. This facility could be further used to save
time and be more efficient. A car could drop off its passengers and then go and park itself. It could
also come and pick up passengers from work and home. At this point the need to have a car parked
at the office or at home is no longer necessary as long as it is scheduled to arrive at suitable times.
This could significantly reduce congestion or allow the car to be shared with other users when not
needed by the owner. The car could also go and pick up children from school so that parents do not
have to leave work. It would also be possible for cars to take themselves for maintenance and
service. Here there could be potential benefits in fuel economy and emissions as many cars are
operated with dirty air filters and incorrect tyre pressures that result in loss of efficiency.
This may well have other effects on society. If people in future buy a mobility service rather than a
car then the car as a status symbol may disappear as new modes of ownership are introduced.
Already there are moves towards this model. This raises the question of what future status symbols
may be? Likewise if cars become autonomous then there will be no need for a driving licence and the
classic rites of passage for young people to gain a driving licence will disappear.
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The adoption of mobility solutions is also likely to result in changes in the landscape of our cities. An
ITF study (2015) [65] [65]shows that in the future up to 90% of the cars that are currently parked in
the streets in urban areas could be removed if shared vehicles replace private cars. At the same time
the introduction of Intelligent Transport Systems (ITS) could result in public transport services that
can be made responsive to the mobility demands of citizens in real-time. In small to middle-sized
cities autonomous taxis or ‘Uber’ -type of services could act as a replacement for public transport
with social media replacing traditional taxi call centres. For city planners who are struggling to deal
with increased urbanisation, and all the problems that come with this, there will be a need to think
about how new services which may be introduced in the future will impact citizens.
In terms of logistics the future may bring autonomous deliveries to the door. The most likely scenario
initially is that people would need to leave their houses and transfer goods to their house from the
autonomous vehicle. However, people may well send their cars to pick up goods and elect to meet
their shopping at appropriate places such as a car park or a place of work.
The removal of the need for a driver could also have significant and profound negative impacts on
society. There would be no need for taxi drivers (indeed many taxis are shared by drivers – as one
driver rests another driver utilises the taxi) so removal of the need for a driver may allow an operator
to actually replace two drivers with consequent savings of two salaries, that would quickly cover the
cost of the autonomous taxi, and result in greater loss of employment. Likewise, bus drivers would
also face unemployment. Looking to the road freight industry the introduction of autonomous trucks
and vans could result in massive unemployment across Europe. Already mining company RioTinto is
using self-driving trucks, some of which are being controlled from a distance of 750 miles [66].
So the implications of fully autonomous cars are wide ranging impacting on our way of life, how we
use our time and our employment prospects for the future. Looking ahead there is a need to manage
this change to maximise the positive impacts and minimise the negative impacts.
Key Concerns Identified as Hot Topics
•

Threat of automation and AI to jobs

•

The need for a Robot Tax

•

Universal Basic Income
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3

Questionnaire sent to stakeholder to identify key issues/barriers
and ways forward

Figure 6. Initial Questionnaire and Refined Topic Driven Questionnaire
Based on the desk research presented in the previous section input has been gathered from a variety
of stakeholders via informal discussions, interviews and questionnaires. This included major car
manufacturers, aerospace companies, SME’s, academia, government, certification and
standardisation bodies, as well as from the CPS, IoT, Robotics and AI Units in the EC.
In order to identify the “hot topics” an initial questionnaire was used to perform face-to-face
interviews with around 30 companies: Kuka, BeckGreener, Flags, MIRA, Renihsaw, Solartron, TBat,
Lanzauner, Niche Vehicle Network, Flowlens, ATS Global, CallidusCloud, ABB, Siemens, Rockwell
Automation, Grant Thornton, LineView, SALT Efficiency Tracking, MTC, Aeris, Edenhouse – SAP, IBM
Watson, Exact, Saddle Point Technologies, CISCO, Balluf, Schneider, Magna, Eurotherm. Informal
discussions were also held with key actors such as individuals engaged in policy, standardisation and
with relevant EC Units, e.g. A2, E1 and AI and Robotics that are addressing applications of CPS. Input
was also sought from relevant Large-Scale Pilots, e.g. Autopilot, that is addressing autonomous
vehicles.
Based on this a list of “hot topics” was created which led to a 2nd more targeted questionnaire which
was circulated to key experts working in a number of CPS and IoT domains including aerospace,
space, automotive, rail, maritime, health, etc. As specific personal views are expressed the names of
and organisations of the contributors have been left anonymous. The summarised views of the
experts addressing the “hot topics” are presented in the following sections.
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3.1 Connectivity
3.1.1 Data - privacy and confidentiality
•

Do you believe that future systems will have an impact on privacy?

There was universal consensus from the experts that future systems will have a profound impact on
privacy. There is a strong trend toward data-driven business models, and in general use of
information to improve efficiency of value creation and capability to address the customer in a more
efficient way. For this, customer information is a key asset. The way to manage private data (and
therefore privacy) will play a key role in the future. The more humans use digital technologies, the
more likely it is that there will be impacts on privacy, voluntarily or not. Future systems, and
especially the greater interconnectivity between systems increase significantly this probability.
Some concerns were expressed over the potential for miss-use of data and it was noted that the real
risk to be addressed about privacy is the systematic exploitation of private data by:
•
•

States (and other forms of government) in order to control populations
Corporations in order to extract a profit (here industries that are more likely to be able to
systematically profit from privacy breaches, e.g. advertising, insurances, security, need to be
regulated).

There was some sentiment that the issue is often overestimated and badly described/addressed. It
was noted that it is important to differentiate between application domains. Many applications of
future systems, especially in the business-to-business (B2B) use cases (industrials, transport, or
energy) are likely to have a limited impact on privacy. The use of future systems in healthcare has
more potential to have a greater impact on privacy. This domain is more sensitive and is well aware
of the risk and the need to protect data.

Figure 7. Digital Usage and Trust (Source: IDATE Digiworld Digital Identity 2016 / Baromètre
IDATE/CDC/ACSEL 2015)
Considering pure consumer applications, e.g. digital advertising, social networks, search engines,
cloud, mobile apps, etc., users are increasingly aware that digital technologies are linked with privacy
(and security) risks. The usage, however, (See Figure 7) is clearly not correlated with the trust in
digital services, and low trust does not necessarily affect adoption.
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Some companies are tailoring offerings by collecting personal data so that customers feel that they
are being treated in a privileged way. However, warning people about the potential risks of providing
personal data is not enough as they usually think that any information they give is minor and is only a
very small part of the total.
•

Do you think that enough is being done by member states and the EC to address privacy
concerns?

The awareness of the issues is growing fast and to an extent the issue is being hyped. There was
consensus that the concerns raised seem to be taken seriously by the EC and member states with a
number of initiatives being set up. Considering the global trend in all countries and at the EC level
there is a risk that between serving big business and protecting European citizens, a choice has
already been made and it is not in favour of citizens.
There is also a significant possibility that standards in terms of privacy and boundaries between
online and offline, public and private privacy are evolving at the society level. The standards of
privacy have already shifted and the notion of privacy is cultural. For instance, there is a difference
between the anonymity of big cities and the social life in a small village. As new systems are
introduced it is likely that EC regulation will need to be updated accordingly. In addition to
regulations, there is a need to educate people, starting in school. There also needs to be a public
discussion on how privacy changes our lives. While people often ask for more privacy they are happy
to share more and more data online.
In particular, there is a need to address the domains and industries that represent the most
important threat, e.g. advertising, insurance, as well as security agencies. It was noted that data
anonymisation is a myth – it will always be possible to associate data with the individual to a high
level of probability if enough effort is expended.
•

Do you think that the European General Data Protection Regulation in 2018 will sufficiently
address privacy or is more regulation required?

The GDPR regulation was thought to be strong. The impact of the GDPR on the business ecosystem
was a concern and it was thought that it could well act as a barrier to entry, limiting the possibility of
SMEs to address the European market without investing heavily in legal services. For larger
companies that can afford to adapt rapidly there may be a competitive advantage.
The main issue at present is to deploy (from a technical and legal point of view) the GDPR
mechanisms in realistic environments in order to gather experience. There are still quite a few
questions about how the current regulation will be applied and how it can be enforced.
With respect to further regulation, based on the lessons learnt, further iterations to consolidate the
regulation might be required in a second stage. As the privacy topic is not static and will change over
time it is natural that future adjustments will be needed (e.g. the “cookie” example which is totally
outdated and has no added value now since there are many more ways to track people online).
Overall there is a need for a careful trade-off to ensure privacy of the citizens, while leaving enough
flexibility to grow new business models.
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•

Do you have any suggestions with respect to consent, data portability and the “right to be
forgotten”?

It was highlighted that there is a need to obtain consent in all cases in an unambiguous way. Here
there is a need for regulation and law to define the scope of consent. For instance, some personal
data such as medical data should not be distributed unless it serves some very specific goal. It was
advocated that privacy cannot be properly dealt with until there is an absolute premise that all data
about an individual belongs to that individual and is only licenced with their agreement. The use of
data should be properly explained to the user, so that they can consent in an informed manner, and
easy to use mechanisms should also be introduced for the removal of data. Here the ability for an
individual to give and withdraw consent without the need to give a reason is also required.
The reality is that most users will automatically consent to sharing data, e.g. to car manufacturers
and insurers, with little knowledge of how it may be used. This would probably include data as
detailed as how many passengers are in the vehicle as well as the start and end of journey locations.
This gives away a lot of personal information on individuals which has the potential to be misused. It
was highlighted that there should be a default against allowing insurance companies to mine or use
data in a way that would allow them to discriminate against high risk individuals (as opposed to
general categories). It was noted that a fundamental premise of insurance is to socialise and share
risks that are out of the individual’s control. Conversely there should also be a default to allow all of
an individual’s medical data to be accessed if required by medical professionals to assist care of the
individual in an emergency. The right to be forgotten should be a fundamental right for all people but
also needs to be limited in order to avoid major facts being systematically removed with the purpose
of falsifying history.
Looking for a way forward a protected framework to apply regulation and gain experience would be
highly beneficial. Here, the European Commission’s Smart Anything Everywhere initiative or the
Digital Innovation Hubs might be references in order to create such “data-driven industrial
experiments” in different application domains. This would allow review of the impact on privacy and
on the application of the regulation. It is also likely that most users today have little idea of who they
have consented to share information with. It would be useful to have a tool which logs who users
have shared information with. At the same time this tool should have the ability to easily invoke a
right to be forgotten. Presently each time you install an app you consent to sharing data. However,
when the app is uninstalled, and the user forgets about it, in many cases their data is still being held.

3.1.2 Cybersecurity for CPS/IoT
•

Do you believe it is possible to provide end-to-end security and security by design?

There was some consensus that it was possible to provide security by design if it is architected and
designed in from the ground up, in every layer of the stack, with rigour. If it is added as a patch or
afterthought, then there is less confidence as the existing architecture must be in some way be
inadequate. However, there is a need for convenient tools to make it much easier to execute security
in real life, e.g. by properly designed and encrypted Virtual Private Networks (VPNs). Conversely the
opinion was also expressed that there will always be weaknesses (100% security does not exist)
which can be exploited and therefore it is vital that systems should have the potential to be updated
with patches. Even systems that are widely used and have been scrutinized for a very long time can
have important security flaws. The most recent examples are Meltdown/Spectre, which have a
hardware issue but many commonly used internet protocols (DNS, TCP, WPA2, Sha1…) have been
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subject to important/critical security flaws. Therefore, there will always be some doubts about
whether a system is secured by design.
In order to achieve absolute security with defect-free software it is necessary to design software in
smallish chunks that can be made defect free, which are then integrated in an environment that
allows defect free integration, in hardware that works as designed and modelled. A problem is that
this is likely to be at the expense of quick reconfigurability and exotic functionality. This needs to be
considered in the context of the unsustainable situation of today with exponentially increasing rate
of new software versions issued for bug fixes and feature enhancements. It was advocated that at
least there should be strong standards, supported by formal ways to prove systems are secured (and
safe, and reliable) by design, although in practice, this may be difficult and too costly to implement.
Overall it was felt that end-to-end security will always be relative. It was also noted that building
systems that are extremely secure can be seen as a risk by authorities.
•

Do you believe that sufficient work is being directed at security?

In general, the view was that there is sufficient work addressing security and more and more projects
are addressing the security aspect. It was noted, however, that it is hard to make a clear distinction
between “following the trend” and a real will and capability to address the potential threats.
Although there is sufficient quantity of work it is not clear whether it is focused on the right areas. It
was highlighted that the Information and Communication Technology (ICT) related programmes (e.g.
CPS, Digital Security) are highly competitive and a large number of eligible proposals (higher than the
threshold) are still not funded. Here there is a need for more budget in order to support successful
digitisation. From a technical point of view, high levels of security can be achieved, however, the real
issue is more a matter of adoption of security solutions by CPS/IoT actors. There a number of
different challenges that need to be addressed:
•

•
•

•

Development costs and business model – electronics & software-based systems are
expected to be very cheap (cost by function is decreasing rapidly for systems). However, the
security solution usually needs to be tailored to the platform/function/system, which raises
the development and validation costs without increasing the customer added value.
Limited performance for CPS and IoT – e.g. in terms of bandwidth, computing performance,
energy requirements available that limits the security-related counter measures that can be
deployed.
Usability and User acceptance – increasing the security (e.g., authentication, confidentiality,
privacy) usually decreases usability and has an impact on user acceptance. Customer training
and awareness is needed which is, firstly not always possible, and may decrease the
attractiveness of the system in comparison to other non-secure solutions.
Competences – The design and deployment of security counter measures requires a
combination of competences with respect to security engineering on one side, and the
product on the other side. There is a lack of qualified engineers who can address these
issues.

In addition to performing research on security, there is a need to invest in and train security
engineers to think in terms of business, opportunities and Return on Investment (ROI). There is also a
need to educate high-level management of traditional industrial sectors to make them more aware
about risks and opportunities related to security specifically, and ICT in general.
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3.2 Legal - Risk and Liability -> Safety
•

What are the regulatory needs for Autonomous Cars, Ships, Aircraft, Trains, Energy,
Health?

There was general consensus that there is a need for regulation with respect to safety, and an update
to the laws regarding liability. Although mandatory standards exist, e.g., ISO 26262 for safety in the
automotive domain, IEC61508 for industrial electronics, and other more domain specific standards to
maintain acceptance on the market, there is currently no public authority third party, such as found
in the aerospace industry, to oversee the release of a newly developed product. This responsibility is
kept at the Original Equipment Manufacturer (OEM) level.
Safety regulation is needed but this needs firstly to recognise that removing human error will on
balance save lives. The aim is not to have zero accidents. However, a challenge is that humans are
about three orders of magnitude less tolerant of deaths caused by external factors (e.g. train
crashes) than by factors they perceive themselves to have control over (e.g. car crashes). As a
consequence, autonomous systems need to be about 1000 times safer than the manual ones they
replace to be accepted. There is also no point making the owners and operators of autonomous
systems legally responsible for systems that they have no chance of understanding or managing. The
legal responsibility needs to be shifted from individual vehicle owners and “operators” to the
designer and infrastructure system operators.
There is also no point in having autonomous systems that require a human operator to take over in a
time-critical emergency, because the human operator will not have sufficient situational awareness
to do so. This is shown by numerous aviation studies. It takes a human operator a significant time to
re-orientate, so an autonomous vehicle will need to automatically bring itself into a safe and stable
state before handing over to a human. Fundamentally, fully autonomous operation is needed to
cover the situations where autonomous cars are particularly beneficial, e.g. when the human is
drunk, asleep, unfit to drive (too old, blind, etc.).
Looking to the future the expectation is that the insurance industry will shift to insuring the
manufacturers of autonomous systems rather than car owners. If companies decide to self-insure,
there may be a need for legislation and government to ensure that a company’s maximum potential
liability does not exceed their assets. If they do not have sufficient assets, then insurance should be
compulsory.
At the moment there are many restrictions across Europe on autonomous driving and here the
European Commission needs to provide help in order for companies to stay innovative in the field.
This requires regulation, clarification of the responsibility of the OEMs, and support to educate the
public, e.g. via public demonstration.
•

Do current Service Level Agreements meet the needs for new services, e.g. mobility
providers, medical monitoring, etc.?

Existing approaches to Service Level Agreements (SLAs) were seen to be generally adequate.
However, the sheer number that people sign up to presents problems and it was suggested that
some tool to help people log all of the service agreements that they have signed up with an easy
representation of what they have agreed to, would be useful. It was also noted that there were
specific challenges in the automotive/smart transportation domain with the introduction of
automated driving functions. These will exploit distributed functions that rely on connectivity and on
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the cooperation between heterogeneous systems developed by independent institutions. Traditional
systematic analysis approaches performed during development time (e.g., Failure mode and effects
analysis - FMEA, Fault tree analysis - FTA) will not be possible for ad-hoc systems created during
runtime for a short period of time (e.g., different connected vehicles crossing an intersection with
the support of an intelligent traffic light system) so it is challenging to put in place Service Level
Agreements.

3.3 AI – Ethical
•

Do you have any concerns about the introduction of AI?

There was total consensus that AI introduces ethical issues and that there is a need for ethical
training. Ethics need to be considered both in the design of AI and in how it responds to certain
situations. New systems are providing much easier access to data (including private data) and there is
a need for proper handling of information (especially with respect to ethical issues). Algorithms are
also being increasingly used in sensitive processes, e.g. banking, security, and there is a need for
transparency of what the algorithm is doing and also an understanding of the learning base used.
These ethical issues will impact more in the future and so an appropriate awareness and better
training will be needed for engineers, sales and management staff.
In future it advocated that organisations designing AI systems should employ ethicists and should
openly publish the decision-making rationale behind their AI systems. This does not need to be
detailed code, but published statements such as “In scenario A, the system will respond by doing X”.
This will allow the public and government to judge the ethics of the system.
The area of deep learning in the fields of computer vision and natural language processing were
particularly highlighted. The capability of computer programs is now reaching the same level of
performance as humans in these areas (whereas on other tasks such as calculus or memory,
computers have always exceeded human capabilities). There is a general assumption that deep
learning could bring important progress in other tasks that deal with unstructured data sets (e.g. data
analytics or “big data”). Going beyond this AI has the capability to improve control functions and two
aspects need to be considered more carefully:
•

•

Use of AI for safety-critical control strategies – The formal or even systematic verification of
an AI algorithm is nearly impossible due to the strong impact of the learning set on the
performance and behaviour of the algorithm. The usage of AI for safety-critical systems (e.g.,
object recognition for autonomous driving) needs to be assessed very carefully to ensure
that a proof can be issued that no critical issue might occur.
Usage of AI for private data – similarly, the behaviour of the algorithm is very difficult to
predict, and consequently it is very difficult to enforce that a given regulation can be
respected in any situation.

In general, it is very difficult to prove that an AI algorithm will behave within a given regulation,
technical, ethical or legal constraint. Additional technically imposed limitations might be required to
ensure this. These would also contribute to supporting customer trust and acceptance. There are
specific scenarios that need to be considered, e.g. An intelligent building management system that
can understand how many people are in different sectors of the building. A fire breaks out and is
spreading more rapidly than the rate at which people are evacuating. Does the intelligent system
close off a part of the building which is on fire, preventing some people from escaping, but overall
allowing a greater number to escape and prevent further damage to the building? Or should it always
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have the rule to ensure that in the event of a fire all escape routes are left available, no matter what
the damage is to human life or to the cost of the building. These may lead to some logic statements
that may either:
•
•
•

Minimise the fatalities and casualties with a scoring system, weighting fatalities against
different injury types.
Minimise cost impact with cost damage to the building considered as well as values given
on life and injuries.
The system is programmed to never take positive action which may endanger a life, even
if this potentially results in a higher number of injuries and fatalities.

In these cases, it is important that the logic statements are subject to tests to see how AI systems
respond in a real-world environment. Overall the impact of AI was considered to have important
societal impacts, especially on jobs, in the mid to long term, however, the “science fiction like” AI,
e.g. sentient AI, and predictive systems, were not thought to be realistic developments based on
current technologies.

3.4 Social Impact of Automation/Robotics
•

Do you believe that automation and AI is a threat to jobs in future?

There was consensus that certain jobs would be greatly affected, e.g. truck and taxi drivers, however,
there will also be opportunities for retraining which will allow the workforce to diversify. Other
professions such as lawyers may well find new opportunities for specialisation. Technology has
always been used to reduce the number of working hours necessary and AI and automation will
further reduce the need of human labour in many tasks. It is likely that we will not be able to produce
enough replacement tasks to give a “job” to everyone. This is only a problem for workers (humans)
because work has been for some time the main way to distribute wealth (and it should be noted that
this has led to levels of inequality). A huge number of workers could be replaced by robots and/or AI
systems; however, a barrier is human acceptance. For instance, are consumers ready to book a seat
in an airplane without human pilots or are they happy to be forced to accept to talk to machine only?
Using automation for manufacturing products is one thing, but someone needs to buy the product,
and also someone is needed to justify the investment in automation. Looking a long way in the future
it may also be possible for machines to buy products (e.g. hoover requesting new filter automatically)
and this is then sent to other machines to produce things, i.e. replacement parts. This could lead to a
society based on activities that are performed by machines being paid on the basis of proof of work
(using the principle of mining Cryptocurrencies). Machines may also use money to buy other things.
This raises an interesting question of whether capitalism requires the presence of human beings to
make money. Already in the stock market transactions are decided by machines, eliminating the
need for hiring workers.
In general automation, and AI especially, will lead to a transformation of the industry and of the
resulting work profiles with the need of higher education. This trend has been observed in the last
three industrial revolutions, with the capability for society to evolve accordingly. Overall history has
shown that the number of jobs was not threatened, however the job profiles and the required
qualification changed radically. In order to address this ICT trend in society appropriate education
and training is required.
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•

Do you think that a robot tax is needed to cover the loss of income tax for workers who are
replaced by robots?

There was not a general consensus on this topic. Some experts felt that clearly yes this was a good
idea, some highlighted that their views were changing, and they could be persuaded about it and
others clearly felt that it would be a backward step. It was noted that this question is related to a
more global question about the distribution of wealth. Without global regulations (opposite to
policies ruling the world from the 80’s), there will not be any chance to have a fair distribution of
wealth. One approach would be to have strong regulations such as universal rights to have a home,
to have a decent life, etc., however, it is more likely that economics will drive us towards utilising
robots and AI everywhere which will then require corrective measures later on to avoid the bad
consequences. Those who were against robot tax highlighted that taxes should still be raised based
on income, capital gains and corporation tax. These forms of tax could be adjusted to still be able to
raise the same revenue, which may be lost from workers’ income tax.
An example for the future was put forward:
•
•
•

A company was spending X on salaries each year.
The company has replaced all employees by robots and is now spending Y on robots (not
differentiating between initial investment cost and maintenance cost).
If the company has switched it is because the cost of Y is significantly lower than X, let’s call
this difference Z (and a good share of this new value-added Z is likely to go into dividends).

From this we have:
•
•

If a robot tax is taxing Y (amount spent on automation) unless the tax rate is high it will only
gather a fraction of what was gathered by taxing X.
Taxing Y is also likely to have an impact on investment in tech firms with potential impact on
other jobs and on the ability of local tech firms to compete in a global market.

The other option would be to tax Z, i.e. the value added. This would not necessarily be a robot tax as
it would specifically address the additional money gained by shareholders thanks to robots (with
again different societal impacts). Overall it can be concluded that if automation becomes widespread
an evolution of taxation is likely to be necessary. The actual form that this takes, i.e. the “robot tax”
would be is a political question with several options.
•

Would you support the concept of Universal basic income?

There was general consensus that Universal Basic Income (UBI) was a good idea and should be
welcomed. It was thought that in one form or another UBI was very likely to happen as a result of the
current path of technology and automation. It was not seen as a solution to mass unemployment,
but rather an opportunity for a more flexible workforce and for giving workers the opportunity to
retrain or develop their own companies or technology. In order to encourage this, it was noted that
UBI should also be complemented with funding for retraining.
UBI is seen as a mechanism for better distributing wealth in society, however, there are a number of
political questions (in general the concept is supported by some Liberals, some Socio-democrats and
by some Marxists).
Historically it was noted that labour has been the centre of everything and especially from the
beginning of the first industrial revolution. It is perhaps time for putting something else at the centre
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(like personal development) in order to maximise the global benefits, e.g. global cooperation
between human beings.

4 Workshop on Societal and Legal Issues

Figure 8. Workshop on Societal and Legal Issues held in Brussels
With great help from Steinbeis Si a workshop was organised in Brussels to discuss Societal and Legal
issues (see Figure 8). The aim of this was to raise awareness of the issues identified and also to
promote discussion on the findings of the work. The workshop addressed the following topics:
•
•
•
•

Connectivity considering privacy, confidentiality and cybersecurity for CPS/IoT
Legal Issues considering risk and liability due to safety concerns in areas such as autonomous
cars, ships, aircraft, trains, energy, health and Service Level Agreements for new services, e.g.
mobility providers and medical monitoring
Ethical issues of AI considering transparency and the need ethical training for engineers
Social impact of Automation/Robotics considering the threat to jobs as well as proposed
approaches to address this such as a "robot tax" and Universal Basic Income

The workshop had three key objectives which were to:
•
•
•

Raise awareness amongst stakeholders
Discuss the results of the analysis of the "hot topics"
Provide recommendations with respect to needs for regulation, training and EC support
going into Horizon Europe

To set the scene an overview was given of the Platforms4CPS work on societal and legal issues by
Haydn Thompson. This was followed by an inspirational talk on cybersecurity from Afonso Ferreira
before 4 breakout sessions were held to discuss topics. To put things in context at the end of the day
Sandro D’Elia from the European Commission highlighted the current vision for Horizon Europe in the
area of CPS and AI.
In the overview by Haydn Thompson it was highlighted that there were similar trends in
transportation (automotive, rail, aerospace and maritime) for autonomous systems as well as
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optimised traffic flow/operations relying on new techniques such as big data analytics and AI. There
is also a trend towards increased monitoring of systems. This is leading to safety concerns, ethical
concerns in both the decision making for autonomous systems and also for optimisation, and privacy
concerns from monitoring of vehicles (and humans). As an example there are 5 levels of autonomous
cars from 0-4. Current cars have functionality up to level 2 which includes ADAS features such as
automatic braking and lane keeping. For the next step Level 3, the car is autonomous, but the driver
must still be able to take over control of the vehicle, however, at level 4 the driver is not expected to
take over control and there may not be a steering wheel. These steps will require changes to
regulation. Notably the amount of technology required goes up as more autonomy is built in.
Although there are many benefits: lives saved, fuel savings and reduced traffic congestion, there are
also concerns. Challenges are consumer acceptance and trust, the current high cost of the
technology, liability concerns and a lack of harmonisation of regulations across Europe. Security is
also a key concern as hacking of cars has been demonstrated. As systems will need to be monitored
privacy is also an issue.
Each of the identified hot topics were briefly introduced.
Privacy. With respect to privacy the General Data Protection Regulation will be introduced May 25,
2018 (the week after the workshop). Companies that collect data on citizens across all 28 EU member
states will need to comply with strict new rules. This dictates that it will not be allowed by law to
collect data without consent on: basic identity information such as name, address and ID numbers,
web data such as location, IP address, cookie data and RFID tags, health and genetic data, biometric
data, racial or ethnic data, sexual orientation and political opinions. Thus, there is a need to consider
the impact of future systems on privacy, the GDPR regulation, consent and “right to be forgotten”.
Security. Considering security there have been some high-profile ransomware and malware attacks
particularly affecting manufacturing and engineering as well as causing major disruption in the NHS
in the UK. Notably the threat is not from lone hackers but from state sponsored hacking. Hot topics
associated with this are end-to-end security and security by design. There are also concerns about
the lack of effort being put into security by industry, and at research level, as well as the general lack
of awareness of security risks.
Autonomous Systems. In the area of autonomous systems, as we move to more autonomy, there
will be a need for regulation for Autonomous Cars, Ships, Aircraft, Trains, Energy and Health.
Accidents are inevitable and an approach to liability is needed as well as some thought on Service
Level Agreements for new services, e.g. mobility providers, medical monitoring, etc.
Artificial Intelligence. In the area of Artificial Intelligence examples were given of how AI is not very
accurate (identification of age and emotions) and also potentially dangerous in giving information
that individuals want to conceal. The ethical issues of speaking with AI to make an appointment were
also demonstrated. At an extreme level Kalashnikov have developed an automatic cannon that uses
AI to identify human enemies and then automatically shoot them. It was noted that ethical concerns
have been expressed by Elon Musk, Stephen Hawking and Bill Gates. Facebook have also had some
high profile bad publicity with Cambridge Analytica. There is thus a need to consider the impact of AI
on future society and the need for ethical training for engineers.
Threat to Jobs. The social impact of automation is raising concerns with respect to threats to jobs.
The predictions are that increased automation and AI will be a threat to white-collar jobs. An
example was given on the impact of automated trading on the London Stock Exchange. There are
various predictions PwC - automation will take 40 per cent of US jobs by 2030 Bank of England - 15
million jobs in the UK may go (half the current working population) and McKinsey in 2015, quoted by
the WEF, found that 45% of the activities that workers do today could be automated if companies
want to do so. Although there are many benefits, e.g. in automotive improvements in safety,
improved traffic flow, reduced emissions, and mobility services, there will also be significant job
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losses. The threat to jobs thus needs to be considered along with approaches that are being
proposed to deal with this, such as a Robot Tax and Universal Basic Income.
Finally, it was highlighted that by 2035 it is predicted that 2/3rds of the jobs that will exist have not
even been thought of yet. If 40-70% of jobs are automated, there will be a lack of jobs and an
increase in the gig economy with the associated issues of not being able to support people when
they do not have a job. Considering todays’ children, key questions are what skills are needed in the
future and what education should we provide to support this?

4.1Warming Up to Cybersecurity Hygiene (Afonso Ferreira, CNRS-IRIT)
Afonso Ferreira gave an inspirational talk highlighting cybersecurity issues. It was highlighted that
cyber-attacks are costing large companies €100M every year. The WannaCry and Petya-NotPetya
virus attacks had caused massive problems across the world raising awareness of the need for cybersecurity. These had started with government software being stolen. The progress of the spread had
been rapid. Even though Microsoft was aware of the problem an update to protection produced in
response to the threat was not installed by users in time. There have also been some notable
hardware bugs with Spectre and Meltdown. More recently there have been widely publicised
unscrupulous use of data such as Facebooks data via Cambridge Analytica.
The increased use of technology, and in particular wireless connectivity, for card transactions and for
access are also a concern. The ease of stealing access codes by intercepting wireless messages was
demonstrated with a video of a car being stolen [67]. It was noted that increasingly the state is
watching social media and this can lead to arrest if activities are posted that are considered to be
against laws, cultural norms or inflame local sensitivities.
It was highlighted that people do not follow good security and today there are many passwords
needed for devices. There is a need for strong passwords on all devices, a diversity of passwords,
protection of password information and also increasingly protection of cards, etc. via enclosure
within a Faraday cage.

4.2 Session on Privacy, Confidentiality and Security
The breakout session on privacy, confidentiality and security considered the following questions:
•
•
•
•
•

What are your key concerns of future systems with respect to privacy?
European General Data Protection Regulation – too much, too little?
What can member states and the EC do to address privacy concerns?
How to raise awareness of security – research, industry and general public?
How to persuade people to pay more for security?

It was highlighted that GDPR will change everything, however it was not clear how it would be
possible to track and police privacy or prove that the processes in place to protect data where
“reasonable”. Something akin to ISO 9000 may appear in the future. It was noted that companies are
liable for subcontracted services, e.g. a cloud provider and companies need to assign a Data
protection Officer (DPO) who is responsible and data breaches need to be reported. With respect to
data GDPR covers Europe but we should be more careful of what we store outside the EU and know
when data is stored outside the EU. There are some concerns with respect to GDPR. Potentially the
cost of implementation is a barrier to European companies and it may act as a barrier to innovation.
Support was thus advocated for SMEs and non-profit companies and potentially this could be
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subsidised via a tax. Other foreign companies may have an advantage if they do not need to comply
with GDPR.
It was noted that Blockchain is potentially easier to police, but it is not covered by GDPR. This raises
difficulties when considering the right to be forgotten. Here Zero Knowledge proof approaches may a
useful concept to prove without sharing knowledge.
A challenge is that the younger generation are quite often happy to post information without
realising the full consequences. Here an ID system for under 16’s may be useful. It was highlighted
that there is a need for education on security and this could be done in schools to help children and
parents understand implications perhaps using a game. It would also be useful to label websites and
IoT with a CE mark. Regulation could then be used encourage people to use compliant systems. It
would also be useful to have a way of obtaining a list of permissions given. Consent is important, and
people should have the choice to not share data as well as the right to be forgotten. It was noted
that there is an interlinkage between privacy, trust and security.
There are a number of challenges. A key challenge is how to secure the supply chain for ICT to avoid
back doors. There is also a need to design systems such that they are resilient knowing that there will
be breaches. There are also key liability issues with respect to security and privacy. It was noted that
in cyber-security the real issues are in financial data and IP addresses.
Although everybody is talking about security there is a lack of awareness of risk and there needs to
be guidelines. There will be much more liability for manufacturers if security is breached and this
may lead to the need for manufacturers to take out insurance for breaches in privacy and security. A
key area that needs to be addressed is service liability.
It was noted that some things could be done to better enforce security. Systems should be better
developed to enforce passwords. For instance, devices should not work out of the box without a
password change to a suitably strong password. Safety and security go together with certification
and the public needs to be better educated that a cheap solution is not normally the best solution
and so they need to pay more for security.
With more connectivity there are more challenges. If connected thermostats or smart meters were
attacked en masse it may be possible to bring down infrastructure and this may be a target for
foreign states.
Help should be provided via providing password generator tools and a toolbox for storing passwords.
Although biometric data is being promoted as the future there is a major difficulty in that once
biometrics data is stored electronically, if it is stolen then it is difficult to prove it is not you.
Effectively the use of biometric data introduces one password for everything which goes against the
fundamentals on using many different passwords.

4.3 Session on Legal Issues, Risk, Liability and Safety
The session on legal issues, risk, liability and safety addressed the following questions:
•
•
•

What are the regulatory needs for Autonomous Cars, Ships, Aircraft, Trains, Energy, Health and
how do we promote trust?
Liability – who is liable and how to address?
Do current Service Level Agreements (SLAs) meet the needs for new services, e.g. mobility
providers, medical monitoring, etc., considering increasing number of SLAs and ad-hoc
interactions?
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It was highlighted that an independent body for certification, such as that used in aerospace, would
be useful for other sectors such as automotive. In general regulation exists at a national level but
there is a need for harmonisation across countries such as for the train industry. In the energy sector
there had also been recent problems across Europe due to differing power frequencies which had led
to clocks being incorrect. The area of health is strongly regulated but there is a need for
harmonisation of reimbursement across member states. It was noted that the area of well-being is
not regulated, and this may be required in the future. Although there is regulation in place for
product liability there is a need for regulation for IT service reliability. Notably Garmin as a product
falls under product liability laws whereas Google as a service has no liability. As they both provide the
same functionality this does not seem fair. As we move towards autonomous cars there is a need for
service level agreements with network providers. In general, large organisations will take care of
infrastructure deployment and operation and it is likely that smart infrastructure will be rolled out on
private highways first. A problem is that autonomous transportation will reduce overall death rates,
but each individual accident will be high profile and people are likely to sue. It is also predicted in the
future that people will use more public transport such as trains and buses. Trust will build up slowly
and the insurance industry for injuries and deaths will be affected greatly. A key challenge will be
where to place liability for unforeseen events. As systems will rely more on connectivity, security will
also be a big issue.

4.4 Session on AI Ethical Issues
The session on AI ethical issues addressed the following 3 questions:
•
•
•

What are the chief ethical concerns with respect to the use of AI? (Might want to think of
examples)
How can we verify the behaviour of AI?
What action is needed at a European level in order to address these concerns?

It was noted that many hypothetical situations are put forward, e.g. to choose between running over
an old lady or a child, but the reality is that this approach is fundamentally wrong as these are
decisions that humans would not make in practice. It was noted that ethically if we have the
autonomous technology to reduce the overall numbers of deaths on the roads then it is not ethical
to delay introduction of autonomous cars as we are currently killing 100’s of people and ruining
many lives. It was noted that in many cases schools are already teaching ethics to some degree.
There is a need to understand what an algorithm does, but it is also important to know the situations
when it does not work. It was noted that if humans drink and drive they are punished so there are
consequences. With AI there is no conscience about doing something wrong, for example in the case
of the automated Kalashnikov gun that targets and shoots people. There is thus a need to train AI
systems to act in a human way.

4.5 Session on Social Impact of Automation/Robotics
The session on social impact of automation and robotics considered the following questions:
•
•
•

Do you believe that automation and AI is a threat to workers in future?
Is a robot tax to cover the loss of income tax for workers who are replaced by robots workable?
(How would you do it?)
Would you support the concept of Universal basic income?
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There was general consensus that new technology will result in people losing their jobs who may well
end up in lower status jobs. An example is that bookshops are disappearing and people who know
about books are now ending up in jobs where they just deliver them after they have been bought off
the web. A problem is that new jobs will not be generated as fast as jobs are lost. The technology will
ruin people’s livelihoods. There is an option not to do this, but change is already underway. It was
noted that in the past there was a very fundamental shift when technology came along from 80% of
people working on the land to now only 2% with very efficient farming. The use of AI effects senior
jobs in particular as it effects decision making. This will unbalance society with the workforce being
divided into very senior levels and people at the working-class level leading to greater differences in
distribution of wealth. The middle class will thus be most affected. However, there are many jobs
that exist today that did not exist 10 years ago. There will be a need for retraining in all sectors. There
is a need to identify where humans can best contribute and what they are good at. Machines are
good for repetitive cognitive jobs, but humans have experience. It was noted that not everybody will
have a PhD or formal education. Some people like human interaction, however call centres are an
area that is being automated. A challenge will be to smooth the transition from one job to another
when there may be big shocks and changes. It may be unwise in future to have one specialism as
people may need to move between areas.
Robot tax, although a good idea, would be difficult to implement in practice. How could IT services be
taxed when there is no border or nationality? There is also a difficulty in identifying what is a robot.
Robots make products cheaper and so if a tax is applied then the products will be more expensive. An
automation tax could be used to contribute to society, however, a problem is that taxing profits is a
tax on innovation. A more fundamental question is whether working is a thing of the past? If the
state owns manufacturing, then it would be possible to implement a robot tax. It was noted that
salaries increase at a slow pace and there would be a need for a much higher robot tax. One idea was
that in the future companies will need to be forced to contribute to a sustainable society rather than
making money only. Society would then need to find other activities to fulfil their lives. This may
include activities such as voluntary work and caring for people, however, not everyone would want
to do this.
Another question is what skills are needed for the future? There will always be new jobs, but a
concern is that these new jobs will be “working poor jobs”. This is driving inequality with more poor
people with low income which destabilises society. It is also clear that trained people will want
fulfilling jobs. This may lead to issues with status.
It was noted that the UBI experiment in Finland had stopped as it was found to be unworkable. In
essence, the approach simplifies existing benefits systems so in many ways UBI already exists. It is
unclear, however, how everybody can contribute to society, such as the unemployed and retired
people. There is a fundamental question of how we value jobs. Young people are increasingly
volunteering and this may help their social standing. There is also an increasing number of people
who do not want to work a full 5-day week.

4.6 Visions for CPS in Horizon Europe (Sandro D’Elia, European Commission)
Sandro D’Elia highlighted that almost any complex machine these days has a computer inside. The
expectation is that for Horizon Europe there will be more funding with a focus on innovation and a
strong emphasis on AI. A communication had been produced but what will actually be done in this
area is still being defined. There is also an emphasis on missions which target “moonshot” activities.
An Edge 2030 vision is being promoted addressing the key trends for evolution of computers that
interact with the physical world. This needs to include a range of technologies such as
heterogeneous, Tensor, quantum processors, ASICs, etc., as well as AI powered by Big Data, and
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Cybersecurity. Looking longer term there is interest in synthetic biology, bio-processors and DNA
computing. Key challenges are trust in AI and autonomous systems. There is also a perceived threat
that robots will steal jobs. It was noted that it has now become too difficult and expensive to develop
dependable high-quality software. Also, since there is no access to the internals of processors (e.g.
Qualcomm and Intel) it is not possible to guarantee security. Energy consumption of computing is a
concern as it is not sustainable. Notably blockchain uses far more energy per transaction, i.e. 5000
times more than it takes to process a VISA credit card.
There are a number of constraints coming from the high cost of data transmission within limited
radio spectrums which limits the amount of data that can be transmitted in a given area. It was noted
that guarantees on safety, latency and predictability are not possible for autonomous cars if there is
a reliance on a cloud connection. Privacy and security also pushes people towards processing data at
the edge rather than transmitting or storing data in the cloud. Notably edge computing is more
amenable for privacy/security and is also GDPR compliant.
Open Source Software is now used in all data centres and Neural Network technology is mostly open
source. Even Microsoft is providing open source software. However, for AI the real value is in the
data. Here China is using Open Source but is effectively not contributing to it. There is a need for
Open Innovation, Open Science and for being Open to the World. In the area of AI there is an
initiative to support an “AI-on-demand platform” with a desire to connect and strengthen AI
activities across Europe. Support will also be provided for AI developments in key sectors. An ethical
and legal framework is being put into place to support AI. Already GDPR is coming in but this will be
followed by AI ethical guidelines and Product Liability guidelines in 2019. There will also be a need to
support skills in response to the socio-economic changes that are likely. A declaration of cooperation
on AI has been signed by 25 European Countries which will produce a coordinated plan for AI by the
end of 2018.
For CPS the Commission has defined pillars. The first pillar addresses trust and acceptance. Here
there is a move towards localised intelligence at the “edge” in order to react promptly in time critical
applications. This requires a factor of 10 reduction in bugs in software, better usability, resistance to
cyber-attacks, and an approach to explainable AI technologies. A vision is to have software that just
needs updating once a year. Pillar 2 addresses productivity. The aim is to increase the productivity of
companies in dependable software automation systems, robots, AI, and also in using AI to deal with
complexity management. Here there is a desire to make digital technology accessible for nongeniuses. Pillar 3 addresses energy. The goal here is to provide 2-3 orders of magnitude improvement
in energy consumption. This is required for exascale computing and also batteryless computing for
IoT devices. It is also planned to explore unconventional computing techniques such as
neuromorphic, approximate, bio-inspired and DNA-based. Here it is expected that there will be a
significant contribution to sustainability goals. Additionally, there is a need to address hardware
internals for European industry. This is needed to avoid security issues from backdoors in the
hardware and also to allow real-time for safety-critical applications so that Worst-Case Execution
Time (WCET) can be guaranteed. A goal is to have processors that have deterministic behaviour.
There is a key desire for full European sovereignty for defence and security applications which will
require more electronic design in Europe.
It was highlighted that the next framework programme will define missions and under this, projects
will be funded that contribute to the missions. An example of a mission related to CPS is “an
integrated transport system reducing car congestion by 50% in 10 European cities by 2030”.
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4.7 Summary of Workshop Findings
Privacy, Confidentiality and Security
•
•
•
•
•
•

An ID system should be introduced for under 16’s.
A training course/game on security should be created for schools to help children and
parents understand privacy implications.
Websites and IoT should be labelled with a CE mark. Regulation could then be used to
encourage people to use compliant systems.
There should be a means of obtaining a list of permissions given.
With respect to consent people should have the choice to not share data as well as the right
to be forgotten.
To enforce security, systems should be better developed such that it is necessary to change
to a suitably strong password when the system is first used. Help should be provided via
password generator tools and a toolbox for storing passwords.

Legal Issues, Risk, Liability and Safety
•
•
•
•

An independent body should be used for certification of autonomous vehicles, such as that
which exists in aerospace.
There is a need for harmonisation of regulations across countries for the automotive, rail,
energy and health sectors.
Although there is regulation in place for product liability there is a need for regulation for IT
service reliability.
As we move towards autonomous cars there is a need for models for service level
agreements with network providers.

AI Ethical Issues
•
•

There is a need for transparency to understand what an AI algorithm does, but also to know
the situations when it does not work.
With AI there is no conscience about doing something wrong, thus there is a need to train AI
systems to act in a human way.

Social Impact of Automation/Robotics
•
•
•

There will be a need for retraining in all sectors. There is a need to identify where humans
can best contribute and what they are good at noting that machines are good for repetitive
cognitive jobs, but humans have experience.
If an automation tax is introduced companies will need to be forced to contribute to a
sustainable society. Society will need support in finding other activities to fulfil their lives.
In many ways UBI already exists in the form of existing benefits systems. There is a need to
identify how everybody can contribute to society, such as the unemployed and retired, as
well as allowing freedom for people to work less than 5 days a week.
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5 Related Responsible Research and Innovation (RRI) projects
One of the key aspects identified is the need to address a number of ethical issues within the
research and development of future CPS systems particularly with respect to the introduction of AI
and increased autonomy. In order to address Responsible Research and Innovation (RRI) the EC has
funded a number of projects in the current H2020 Framework Programme and one needs to consider
what areas will need to be funded in the future. The areas that have been funded in the past cover
aspects of governance, providing education and raising awareness of issues to industry, the general
public and also the next generation through schools. These previous projects were scrutinised with
respect to their coverage of topics and target groups to see if they had a bearing on the
recommendations coming from this report.

5.1 Governance
•

•
•
•

•
•

•

The ProGReSS: PROmoting Global REsponsible research and Social and Scientific innovation
[68] project aimed at promoting a European approach to Responsible Research and
Innovation (RRI) through a global network. This project was notable in that it had global
geographic coverage (Europe, the US, China, Japan, India, Australia and South Africa), with
involvement of a wide range of stakeholders (academia, international organisations, industry,
SME research, NGOs, policy advisors and research funders. It also brought together
complementary interdisciplinarity (Computer and information science, Economics,
Engineering, Ethics, Gender Studies, Geography, Law, Management, Medicine, Natural
Sciences, Political Science, Psychology, Social Sciences, Technology studies).
The GREAT: Governance for REsponsible innovATion [69] project aimed at the development
of an empirically based and theoretically sound model of the role of Responsible Research
and Innovation (RRI) governance.
The Res-AGorA: Responsible Research and Innovation in a Distributed Anticipatory
Governance Frame [70] project aimed to develop a normative and comprehensive
governance framework for Responsible Research and Innovation (RRI).
The RESPONSIBILITY: Global Model and Observatory for International Responsible
Research and Innovation Coordination [71] aimed to create a network of stakeholders that
would adopt and diffuse a common understanding in Responsible Research and Innovation
(RRI) between different actors in Europe and around the globe.
The RRI (Responsible Research and Innovation) Tools [72] aimed at promoting and fostering
Responsible Research and Innovation (RRI) in Europe with a view to a harmonious and
efficient relationship between science and European society.
The SATORI: Stakeholders Acting Together On the ethical impact assessment of Research
and Innovation [73] aimed at improving respect of ethics principles and laws in research and
innovation, and to make sure that they are adequately adapted to the evolution of
technologies and societal concerns.
RRI-ICT Forum [74] is due to finish in 2018 and aims at analysing, supporting and promoting
the contribution of Social Sciences and Humanities (SSH) to, and the Responsible Research
and Innovation (RRI) approach in ICT research and innovation under H2020.

5.2 Addressing Industry
•

RESPONSIBLE-INDUSTRY [75] aimed at exploring how private corporations can conduct their
research and innovation activities responsibly.
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5.3 Addressing the General Public
•

The IRRESISTIBLE [76] aimed at designing activities that foster the involvement of students
and the general public in the area of Responsible Research and Innovation (RRI).

•

The PIER: Public involvement with an Exhibition on Responsible research and innovation
[77] developed an exhibition with a participatory programme to engage the general public on
the concrete achievements of European Scientific Research and Innovation.
The ORBIT [78] project is funded by the UK Engineering and Physical Sciences Research
Council. Its purpose is to provide services to promote RRI across the UK ICT research
community. It aims to move beyond ICT and the UK and will provide RRI services and
knowledge to all interested parties.

•

5.4 Addressing the Next Generation Through Schools
•

•
•
•
•

NUCLEUS [79] is a four-year, Horizon 2020 project investigating how to make Responsible
Research and Innovation (RRI) a reality in universities and research institutions. It is looking
at institutional barriers that prevent them from aligning research with society’s needs and
these obstacles can be overcome. NUCLEUS will implement new policies and programming in
30 international test sites to understand the DNA of RRI.
The Ark of Inquiry [80] is a set of inquiry awards for youth over Europe. It is a research and
development project on teacher training, oriented towards raising awareness of Responsible
Research and Innovation (RRI), particularly among young people between the ages of 7-18.
The ENGAGE: Equipping the next generation for active engagement in science [81] aimed at
developing teachers’ knowledge in Responsible Research and Innovation (RRI) in science
education.
The SiS Catalyst: [82] project was aimed at using children as change agents for science and
society addressing how we include children in the dialogue between society and the scientific
communities.
The PARRISE: Promoting Attainment of Responsible Research & Innovation in Science
Education project [83] aims at introducing the concept of Responsible Research and
Innovation in primary and secondary education. It does so by combining inquiry-based
learning and citizenship education with socio-scientific issues in science education. The
project also aims to collect and share existing best practices across Europe and develop
learning tools, materials and in/pre-service training courses for science teachers based on
the Socio-Scientific Inquiry-Based Learning (SSIBL) approach.

Analysing the activities that have been undertaken there has been a concentration on governance
and raising awareness in education which is positive, however, there has been less activities in the
areas of engaging with industry and addressing the key areas of ethics and training for industry which
have been highlighted as crucial for the future. It is thus recommended that under future
programmes, e.g. Horizon Europe, there are continued efforts to raise awareness with the general
public and in educating the next generation of school children and engineers, however, there is also a
need for specific new actions to address ethical training for engineers when adopting new
technologies based on AI.
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6 Conclusions, Summary and Recommendations
The work has identified a number of hot topics which have been discussed by experts in the domain
leading to consensus and recommendations for potential ways forward. These have been
encapsulated in 24 key recommendations addressing regulation, training and EC support going into
Horizon Europe. As the ethical issues of AI and automation were also highlighted as being key, an
assessment has also been made of the RRI projects that have been funded under H2020 and also
nationally in the UK. The lack of actions addressing ethical training for industry is noted and it is
recommended that specific efforts are targeted at industry in future Horizon Europe programmes.
Privacy and Confidentiality - Recommendations
1) The strong GDPR regulation is considered to be a positive step, but deployment and
enforcement of this is a concern. Customer information is now a key asset but there is
potential for miss-use of data at the state and security agency level to control populations, as
well as by big corporations in order to extract a profit (e.g. advertising, insurance). Regulation
is advocated to avoid miss-use of data.
2) Websites and IoT should be labelled with a CE mark to show that they are GDPR compliant.
Regulation could then be used to encourage people to use compliant systems.
3) There is a need to raise public awareness on privacy as many people are happy to share data
while not understanding the implications. This is particularly an issue for younger people. An
ID system should be introduced for under 16’s. A training course/game on security should be
created for schools to help children and parents understand privacy implications.
4) With respect to consent the use of data should be properly explained to the user, so that
they can consent in an informed manner. People should have the choice to not share data as
well as the right to be forgotten. Easy to use mechanisms should be introduced for the
removal of data without the need to give a reason. The need for a tool that logs who users
have shared information with that can also easily invoke the right to be forgotten was
advocated. There should also be a means of obtaining a list of permissions given.
5) To trial and gain experience of new regulation it was recommended that the European
Commission’s Smart Anything Everywhere initiative or Digital Innovation Hubs could be used
for “data-driven industrial experiments” in different application domains. These could be
used to review the outcomes and impact of new regulation on privacy.
Security - Recommendations
6) In general, the view was that there is sufficient work addressing research in security,
however, it is not clear whether it is focused on the right areas. It was highlighted that the
ICT related programmes (e.g., CPS, Digital Security) are highly competitive and a large
number of eligible proposals (higher than the threshold) are still not funded so it would be
possible to do more.
7) Although it is possible to provide end-to-end security by design if it is architected and
designed in from the ground up, with rigour, there will always be weaknesses (so 100%
security does not exist). It was advocated that there should be strong standards, supported
by formal ways to prove systems are secured, safe and reliable by design, which will need to
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be traded off against cost. It was noted that building systems that are extremely secure can
be seen as a risk by authorities.
8) Challenges are the cost of including security when electronics and software are expected to
be cheap, limitations in CPS and IoT performance which limits what can be incorporated, and
the negative impact on usability and acceptance by users. This requires education of
customers who may see non-secure solutions as being more attractive.
9) To enforce security, systems should be better developed such that it is necessary to change
to a suitably strong password when the system is first used. Help should be provided via
password generator tools and a toolbox for storing passwords.
10) There is a need to invest in and train security engineers and educate high-level management
of traditional industrial sectors to make them more aware about risks and opportunities. It
was noted that the design and deployment of security counter measures requires a
combination of competences.
Legal Issues – Risk, Safety, Liability – Recommendations
11) There is a need for regulation with respect to safety, and an update to the laws regarding
liability. Although there is regulation in place for product liability there is a need for
regulation for IT service reliability. Although mandatory standards exist, e.g., ISO 26262,
IEC61508, etc., standards need to be developed to support higher levels of automation and
critically there is currently no public authority third party, such as found in the aerospace
industry, to oversee the release of a newly developed product. This responsibility is kept at
the OEM level. An independent body should be used for certification of autonomous
vehicles, such as that which exists in aerospace.
12) The owners and operators of fully autonomous systems cannot be legally responsible for
systems that they have no chance of understanding or managing. In the case of autonomous
cars the human operator will not have sufficient situational awareness (or may not be
physically capable due to disability) to take control in a dangerous situation. The legal
responsibility thus needs to be shifted from individual vehicle owners and “operators” to the
designer and infrastructure system operators. The insurance industry will need to shift to
insuring the manufacturers of autonomous systems rather than car owners.
13) At the moment there are many restrictions across Europe on autonomous driving and here
the European Commission needs to provide help in order for companies to stay innovative in
the field. This requires regulation, clarification of the responsibility of the OEMs, and support
to educate the public, e.g. via public demonstration.
14) There is a need for harmonisation of regulations across countries for not only the automotive
sector, but similarly for the rail, energy and health sectors.

Service Level Agreements - Recommendations
15) Existing Service Level Agreements are generally adequate, however, the sheer number that
people need to sign up to presents problems. It was recommended that some tool is
developed to help people log all of the service agreements that they have signed up with an
easy representation of what they have agreed to.
16) Future systems, e.g. autonomous cars, will exploit distributed functions that rely on
connectivity and on the cooperation between heterogeneous systems. This may well include
ad-hoc systems created during runtime for a short period of time (e.g. connected vehicles
crossing an intersection with the support of an intelligent traffic light). Model Service Level
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Agreements that cover these ad-hoc interactions will need to be developed with network
providers.
AI Ethical - Recommendations
17) AI introduces ethical issues and there is a need to raise both public and industry awareness
with better training for engineers, sales and management staff. Notably an assessment of RRI
projects highlighted a lack of support for ethical training with respect to industry. This is
something that needs to be addressed in Horizon Europe as there is more uptake of AI.
18) Algorithms are also being increasingly used in sensitive and safety-critical processes. There is
a need for transparency of what the algorithm is doing and also an understanding of the
learning base used. There is also a need for transparency to know the situations when an
algorithm does not work. It is advocated that organisations designing AI systems should
employ ethicists and should openly publish the decision-making rationale behind their AI
systems.
19) The formal or systematic verification of an AI algorithm in a safety-critical application is
nearly impossible due to the strong impact of the learning set on the performance and
behaviour of the algorithm. Likewise, it is difficult to prove that AI behaves within a given
regulation, technical, ethical or legal constraints when dealing with private data. It is
recommended that technically imposed limitations are introduced in order to promote
customer trust and acceptance.
20) With AI there is no conscience about doing something wrong, thus there is a need to train AI
systems to act in a human way.
Impact of Automation on Jobs
21) There was consensus that certain jobs would be greatly affected, e.g. truck and taxi drivers.
However, there will also be opportunities for retraining which will allow the workforce to
diversify. It is likely that job profiles and the required qualifications needed for the future
change radically and this requires support in education and training that could be provided
by European Commission initiatives. There will be a need for retraining in all sectors. There is
a need to identify where humans can best contribute and what they are good at noting that
machines are good for repetitive cognitive jobs, but humans have experience. In many cases
it is likely that humans will work alongside cobots in a collaborative manner.
22) There was no clear consensus on whether a “Robot/Automation Tax” would be a positive or
negative move and counter arguments were put forward based on how this may be
implemented. It was concluded that if automation becomes widespread then an evolution of
taxation will be necessary, however, the actual form that this takes is a political question
with several options. Going forward it is possible to envisage trading between robots (e.g. to
request automatically spare parts, bid for work, etc.) which questions whether capitalism
requires the presence of human beings to make money. Notably in the stock market there
are already many automatic trading systems. If an automation tax is introduced companies
will need to be forced to contribute to a sustainable society.
23) The likelihood is that it will not be possible to produce enough replacement tasks to give a
“job” to everyone in future. This is an issue as labour has been the main way in human
society to distribute wealth particularly since the first industrial revolution (which notably
has led to levels of inequality). At a societal level we may be seeing a shift towards a different
model, e.g. putting personal development, as a main goal. Society will need support in
finding other activities to fulfil their lives.
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24) There was general consensus that Universal Basic Income (UBI) was a good idea and should
be welcomed as it is likely to happen in one form or another as a result of the current path of
technology and automation. In many ways UBI already exists in the form of existing benefits
systems. It was noted that UBI is not a solution to mass unemployment, but rather an
opportunity for a more flexible workforce and for giving workers the opportunity to retrain
or develop their own companies or technology. In order to encourage this, it is
recommended that if UBI is introduced, it should also be complemented with funding for
retraining. There is a need to identify how everybody can contribute to society, such as the
unemployed and retired, as well as allowing freedom for people to work less than 5 days a
week. In order to understand how UBI can be successfully implemented experiments are
needed.
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