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Executive Summary
The goal of a Cyber-Physical System (CPS) is to enable cyber-space to physically interact with the real
world. CPS represents cyber-space having an effect on the physical environment through actuation,
particularly in an industrial context, with system-level concerns related to safety, security,
performance and usability. There is an emphasis on increased abilities through interactions between
systems, when two CPSs are interconnected, the one with higher coordination capability subsumes
the other and they become one CPS. Cyber-Physical Systems represent a significant amount of
existing operational infrastructure across Europe. The development of those systems evolves
towards more interactive and connected systems supported by new technologies like cloud
computing, big data analytics and artificial intelligence to provide new functionalities and
breakthrough products in the field of multi-modal transportation, eHealth, smart factories, smart
grids and smart cities for examples. The deployment of CPS is expected to increase substantially over
the next decades. Thus, it is necessary to anticipate this growth by developing dedicated and up-todate CPS technology platforms facilitating the design, development and operation of CPS.
Whatever the domain, the general tendency is to move towards embedded intelligence, mobile
devices, safe and secure infrastructure, and increasing capabilities to process and analyses big
amount of data to take the right decision at the right time to address the challenges of the 21th
century. This future will be made of driverless vehicles, autonomous rail systems, autonomous
aircrafts and ships with optimised routes, smart cities and industries, all this systems will be based on
CPS platforms and technologies. The manufacturing domain already started its migration towards
CPS based systems and System of Systems pulling forward the medical, energy and transportation
domains.
Although, this manufacturing domain is very much on the leading edge with many CPS technology
and platform providers, those technologies and tools are far from being widely spread and used in
industry. For the transportation, health and energy domains the global tendency is to move towards
safe and secure, distributed, highly communicating System of Systems based on sensor data
processing, data analytics, and cooperation between physical and computational elements. Current
platforms, technologies and standards are not able to support those CPS design, development,
implementation, validation and deployment. There are many needs for such CPS platforms in terms
of capabilities to be developed providing significant opportunities.
This document clarifies and classifies demand side need for future CPS platforms for the
Platforms4CPS application domains based on future market needs and the current functional
coverage of existing CPS platforms, standards and organisations.
It has been identified that to achieve expected market ambitions, the following technology gaps need
to be filled at CPS platform level, generally across all domains, but particularly for smart
transportation, industry, healthcare and energy, :
- CPS platforms supporting interactions with the physical world, and coordination between the
physical world and the computational elements it is made of. These platforms will respect,
among others, safety, security and real-time constraints.
- CPS platforms support safe and secure communication infrastructure allowing System of
System interaction and coordination.

© Platforms4CPS Consortium

5

Platforms4CPS

-

-

-

D3.5 Demand-side Needs for Future Platforms
Version 1.0

Integration and interoperability with existing legacy systems must be solved. Standardised
APIs and interfaces, pushed by policy makers are needed.
New services for optimisation and data analytics need to be developed to fully benefit from
the increasingly gathered data to contribute to the system autonomy. These services could
be provided by SMEs.
Methods and tools to design, implement, validate and certify Cyber-Physical Systems that are
very complex systems embedding safe and secure processing and communicating
capabilities, optimisation strategies, autonomous behaviours, data analytics capabilities need
to be designed and developed. Those tools and technological components could also be
provided by SMEs.
They shall be “easy-to-use” and “easy-to-understand”.

Open and commercial technology platforms should be considered to develop these CPS platforms
and development environments. The main issue will be the integration and extension of legacy with
CPS based capability as well as the design and validation of the resulting complex system. This means
the integration of fragmented technological solutions providing IA, data analytics, safety, security,
real-time solutions capabilities in the existing systems as well as the functional extensions to support
the interactions between computational elements and the physical world.

© Platforms4CPS Consortium
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1 Introduction
Developments of Cyber-Physical Systems require more computation, networking, and physical
process integrations than current existing systems. Evolution towards CPS based systems, and
moreover, interacting and connected CPS implies the specification, design and implementation of
dedicated CPS technology platforms.
The purpose of this document is to clarify and classify the demand side needs for future platforms for
the Platforms4CPS application domains. This clarification is made according to different topics in
order to qualify the gap at platform level between the current used platforms and the expected ones.
This is done per domain, while considering specially:
 The scope of the needed platform (horizontal, domain specific or domain independent),
 The kind of platform (open or commercial)
 The stakeholder positioning according to the CPS platform implementations
Recommendations, encouragements, concerns and roadblocks regarding those platform
implementations and relevant new organisations to address future market trends have been
identified as well. This report elicits the needs for horizontal, domain specific or domain independent
CPS technology platforms. These follow on from associated reports including the Analysis of relevant
existing CPS technology platforms, Report on PlatformArenas, CPS platform building blocks and the
Report on new business opportunities tailored at SMEs. In the context of Platforms4CPS it is noted
to the reader that in addition to technology platforms, there have also been work related to
operational and organisational platforms with these being considered in the aforementioned CPS
Platform Analysis and Platform Arenas reports.
To qualify the gap between the current and future platform needs, it was first necessary to identify
new functionalities as well as the associated main technological features required to address future
market trends for the different domains (Transportation, Manufacturing, Health and Energy). This
has been done through a deep analysis of European ecosystem and market opportunities
assessment. The synthesis is presented in Chapter 2.
Chapter 3 presents a synthesis of the landscape of existing CPS platforms and their specificities
regarding a set of criteria. This view acts as a baseline of most successful platforms per domain
regarding the kind of the platform (open/commercial, vertical/ horizontal), their capabilities to
support and integrate new cooperating computational elements as well as new technologies as AI,
data analytics and IoT-based technology for example, or software and hardware development
capabilities for CPS platforms. Communication technology is a particularly contributor for platforms
where easing the integration and distribution of technologies are important goals. Operational
communities working on reference architectures, interaction protocols and interoperability
frameworks for CPS as well as organisational platforms such as stakeholder groups or networks has
also been also considered. Synthesis results from a deep analysis of European ecosystem and market
opportunities assessment.
Finally, the gap between market trends and existing CPS platforms has been elaborated considering
previous information as well as input provided during the Platform Arenas. Propositions in terms of
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CPS platform building and recommendations while considering different stakeholders (SME, policy
makers, large companies, technology & platform providers) have been made. The synthesis is
provided Chapter 4.

2 Identification of technological needs according CPS market trends
This section presents the identification and synthesis of CPS platform technological needs regarding
future market trends for the different domains (Transportation, Manufacturing, Health and Energy).
This synthesis is based on the analysis of Market segmentation for CPS technology. Basic information
about technological needs and roadblocks are made explicit for the Transportation (auto, rail,
aeronautics, maritime, logistics), Manufacturing (smart factory), Health (hospital, home, fitness) and
Energy (renewable, storage, distribution) domains.

2.1 Transportation market
2.1.1 Automotive market and associated technical needs
Traffic management
Rapid urbanisation and population explosion required new real time information and control flow
systems for traffic management solutions, as well as the introduction of new solutions and services.
For this there is a need that LED signals, improved traffic light controllers, CCTV (video protection
based on face detection), loop detection and automatic number plate recognition systems shall
collaborate with real-time information both from traffic controllers and from users for enhanced
traffic car detection situation to understand traffic management issues, intelligent and autonomous
car parking and toll management, as well as the introduction of new and future solutions and
services [9][11].
Car-to-Car and Car-to-Infrastructure Communications (for Traffic Management)
Embedded
intelligence,
mobile
phone, communication between cars
and infrastructure are the pillar for
more awareness, efficient mobility
and automated driver safety systems.
The critical issue is the quality of the
standard: good progress has been
made by the European Car-2-Car
consortium
for
short-range
communications. The same advances
are visible in the U.S. The challenge is
not the worldwide unification of
standards, but to deal with the
infrastructure
investment.
The
barriers to adoption are the difficulty of integrating with
legacy equipment and the justification of the need for investment to governments.

© Platforms4CPS Consortium
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Connected Car – Infotainment
The connected car is seen as a major business opportunity. “Embedded connection” (with built-in
antenna and chipset), and “tethered connection” (with hardware to allow drivers to connect to their
cars via their smartphones), will allow car companies to release software updates in real time, at
distance, which is extremely important to avoid costly recalls.
Autonomous Car
The whole automotive industry moves towards driverless vehicles. To this end, there is a need to
supply cars with sensors (radar, LIDAR, cameras) to detect obstacles and other traffic, and to
combine this with GPS information to give very accurate positioning.
Currently liability is an issue and if the cars do not perform according to specification or, even worse
behave unexpectedly, there can be serious accidents. Therefore one must have reliable software,
hardware and supporting infrastructure, and intensive real-time monitoring of the performance of
the systems. This allowing one to spot potential issues arising before they develop into accident. All
these technical needs rely on processor architectures, sensor technologies, data processing
algorithms with the objective to solve the main challenges while considering technologies cheap
enough for mass usage.

2.1.2 Rail market
The European rail infrastructure is a highly complex
system of systems (SoS) facing an increase capacity on
existing infrastructure (faster scheduling of passengers
through stations) and demanding levels of punctuality
never seen before with more people and improved
journey times.
This SoS shall support 24/7 operation, high availability,
low cost through automatic train control and
maintenance, safety, increased capacity via moving block
infrastructure and centralised coordination systems and
optimised timetables, recovery from disturbance, and low
carbon emissions through optimised driving to reduce
stopping and starting will considering door-to-door service
to satisfy future customer satisfaction.

Source : tuev-sued

Rail Automation
The aim of ERTM (European Rail Traffic Management) is to set-up a seamless European railway
system. For this, computer in the driver's cab will control the speed and movement of the train,
communicate continuously with other trains and the radio block centre. Particular contributors for
this in CPS are the usage of IoT and data analytics technologies, across various rail management
operations is foreseen.

2.1.3 Aerospace market
For the next two decades, air passenger volume is predicted to double air traffic density. To absorb
this growth, complex system of systems that integrates airport operations, baggage handling, and air
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traffic control that maximise the flow need to be developed while considering safety and reliability.
To respond to this, tools and methods that automate further the current manual work of air traffic
controllers are needed. This should generate sophisticated information and communication
technologies for predictive health monitoring.
Air Traffic Management
The SESAR programme provides new technological, legislative and political systems, which will
guarantee time of arrival, reduced CO2 emissions as well as a better integrated end-to-end journey
experience relying on safe and reliable air traffic operations.

Aircraft Systems
Civil and military aircraft have needs to optimise existing avionic functions in flight control systems
with better fuel efficiency capabilities, electronic flight instrument system, new airborne telemetry
software defined radio technology, increased use of wireless and cloud computing technologies , and
improved inflight entertainment capabilities. New kinds of aircraft are planned such as electric ones,
new lightweight systems with more functionalities, improved accuracy, enhanced safety, situational
awareness, and automation of flight controls, aircraft health monitoring systems for predictive
maintenance.
Unmanned Aerial Vehicle
Autonomous vehicle technologies including drones in controlled airspaces are commonplace in the
military domains. This technological advance needs to be built upon for the civil domain.
Smart Airports and Passenger Handling
At airports, ground handling and support need to absorb the foreseen traffic growth. For this, checkin services upgrades, baggage handling services and improved security systems, as well real-time
information to passengers are expected.

2.1.4 Maritime market
New functionalities to optimise shipping movements and port operations to reduce shipping costs,
fuel consumptions and emissions are required. Predicted roadmaps for autonomous shipping are

© Platforms4CPS Consortium
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also announced. For both there is also a big need to improve safety across all types of shipping due
to high-profile accidents [12].
Cruise and Container Shipping
For cruise and container shipping, automated control, high performance, fuel cost reduction, limited
emissions, reliability, safety, lower capital expenditure, and lower operating expenses requirements
become more and more important. The key drivers for this industry are efficient operations, fleet
management, and the logistics of moving containers and goods.
E-Maritime and Integrated Bridge Systems
Today, safer and more secure operations for
maritime traffic management are required.
There is a big interest in optimised shipping
operations and voyage optimisation,
condition-based
maintenance,
cost
reduction, and emissions reduction. These
will be possible through increased
automation and fleet optimisation via shorebased decisions, the introduction of VSAT
systems that provide connectivity to ships
and much greater data rates for data
transfer. The interoperability between ICT
systems, which monitor vessels, freight and
port services combined to port traffic guidance tools
Source : Rolls Roys
will contribute to the deployment of more integrated
transport chains, and thus directly to the reduction of congestion in ports, port fairways.
Improved navigation systems such as navigation equipment, global maritime distress and safety
system, autopilots, speed logs, echo sounders, satellite communications will greatly contribute to
autonomous and safe ships.
Shipbuilding
Ships are highly complex systems that need facilitated integration methodologies and tools.
Autonomous Surface Vessels and Submarines
To reduce the costs of performing surveillance and reconnaissance, there is a need for smaller
autonomous platforms supporting water quality monitoring, maritime security and threats, ocean
data collection and mapping capabilities. For such systems as these there is a need for more
interconnection between autonomous underwater, surface and aerial drones to monitor the oceans
(accidents, pollution, wildlife…).

2.1.5 Logistics market
Order-to-delivery excellence becomes the motto. This means supply chain optimisations are
necessary, through the use of logistics robots and autonomous vehicles, simulation models to
achieve robust solutions, improved efficiency, reduced handling costs, and increased performance of

© Platforms4CPS Consortium
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terminal operations, and reduced stock levels. They will be associated to drone concept for delivering
small packages, improved by machine vision, motion sensors, navigation algorithms and artificial
intelligence capabilities.

2.2 Manufacturing market
In the context of the digital transformation of the manufacturing industry (Industrie 4.0, Industrie du
Future, smart industry, etc.), several application scenarios and value-added processes for
manufacturing companies have been identified (e.g. acatch 2013, BITKOM 2016, BMWi 2016) [1,2,3]
which could be categorised in three to four main aspects.3

Source : wikipedia

Hyperconnected Factories – horizontal interconnectedness through value networks
Value networks with hyperconnected factories are complex systems with many interdependencies.
Decisions in this environment are based on heterogenous data sources from different partners in the
network. In future value creation networks, the entities will share relevant information to optimise
the overall system with respect to cost savings, increase of robustness and availability of resources.
Automated decisions, decision support and encapsulation of complexity are key to enabling
digitisation. Security and privacy issues have to be solved to equally involve partners in the value
network. Specific technological needs refer to standardised interfaces (for equipment, technological
and organisational processes as well as for communication between entities), and to digital models
and platforms for data analytics and automated decision support for process optimisation.

3

The CSA project ConnectedFactories refers to these main aspects with their “personas” or pathways to the digital
integration and interoperability of manufacturing systems and processes: Hyperconnected Factories, Autonomous Smart
Factories and Collaborative Product-Service Factories (https://www.effra.eu/scenarios-personas-pathways)
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Autonomous Smart Factories – vertical interconnectedness within a factory
Within a smart factory, systems from the business side and technological processes are enabled for
open communication. Flexible and adaptive value streams within the factory enable production to
fulfil tasks more cost efficiently and keep the ability to supply goods on a healthy level. System
elements, from field device to value stream, are vertically interconnected and provide a sum of
(micro)-services and functions, which can be orchestrated by superordinate steering instances on
each hierarchy level of the factory (e.g. “ERP, MES, field level” or “system design, system
implementation”). Thus, interoperability, open interfaces and architectures, as well as functional
description frameworks are required to harmonise the services provided. Specific technological
needs refer to the interfaces, architectures, frameworks and platforms for inner company tasks
(machine/process data, business data, planning data), as well as to interoperability standards for
smart and reliable factory automation components and systems.
Collaborative Product-Service Factories – End-to-end system engineering across entire value chain
An end-to-end engineering tool chain – that covers every aspect along the value chain and life cycle
e.g. from customer requirements to product architecture and manufacture to use of the product –
enables new business models and services for the customers. For instance, equipment is not bought
with a single investment, but paid for via pay per use ranging from subsystems up to whole factories.
This requires availability and accessibility to information for the service provider. Platforms are
needed to enhance physical assets by services or entirely servitise the output of physical equipment
for the customer. Understanding of physical assets over the lifetime is required from component to
process level to enable economic services. Trust in capabilities of service providers and security is a
key requirement to enable services in this context. Specific technological needs refer to several
aspects of the “digital twin” concept (modelling assets with all their geometrical data, kinematic
functionality and logical behaviour using digital tools). According to Gartner, “less than 1 percent of
the physical machines and components in use today are modeled such that the models capture and
mimic behavior” (Gartner 2017) [4].
Human-centred manufacturing – human-machine cooperation and assistance systems
Digital manufacturing activities in Europe also focus – in comparison to other digital manufacturing
initiatives in the world – on harmonising the digitalisation of industrial value creation with the
demands of a human-centred working environment (acatech 2016) [5]. Here, digital manufacturing is
regarded as a socio-technological challenge. Thus, life-long learning and flexible education and
training approaches play an important role. From the technical side, safe and secure mechanisms and
technologies for human-machine interaction (e.g. in the context of collaborative robots at the shop
floor) as well as assistance technologies with specific electronic devices (e.g. handheld tablets or
smart glasses) displaying specific information and recommendations from a platform-based and
intelligent data-analytics system (e.g. machine learning for increasing energy efficiency of
production) are some of the critical needs. With respect to this transparency of the algorithms as
well as ethical aspects are crucial.
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2.3 Healthcare market
Population aging and long-term care expenditure implies new solutions for care at home to reduce
the hospital costs. Systems providing remote monitoring of patients and implanted devices are
necessary. CPS dedicated platforms for medical devices
active on the environment are almost non-existent. In
relation to medical device architectures, further
support is needed for data analytics and aggregation
(big data) capabilities as well as connectivity of devices.
Today there is common a lack 1) of interoperability
between medical device architectures implying that
clinicians must monitor all devices independently, 2)
new engineering techniques that will ease integration,
verification and validation methodologies and tools of such
Source : GettyImages
systems on multicore/SoC/FPGA architectures are needed in the medical
domain. Traceability along the product lifecycle is also an important concern as well as regulation
approaches to liability.

2.3.1 Hospital Care
Hospital care addresses devices and systems for preventions, diagnostics and treatment provided by
large healthcare infrastructure, including mainly traditional hospitals.
Specific CPS platforms in healthcare are very few. The challenge here is to support communications
and data management capabilities including real-time data provision requiring customised highperformance computing platforms with run-time libraries for IoT enabled devices while proposing a
seamless transition from the legacy system.

2.3.2 Home Care
Homecare includes not only devices and systems at home for treatment and monitoring, but also
personal equipment such as prosthesis or other implanted devices. Use of Model-driven practice
and tooling would be a huge benefit: they could offer significant benefits in terms of error reduction
and reuse; open platforms in conjunction with MDE would further support entry into new health care
sectors, such as the pacemaker market.
Beside this, there is a need to advance standardisation, improve functionality enabling real-time
decision support, using multiple data stream, incorporating sophisticated imaging data. For CPS,
there must be advance in capability for continuous monitoring especially for patients with chronic
problems, regulation providing sufficient safety for the user and maintaining trust.

2.3.3 Fitness
Fitness encompasses devices and systems for healthy living, including healthcare monitoring and
direct contribution to disease prevention. Fitness and wellness wearable devices are designed to
sense and track data points as body temperature, workout time, distance covered and heart rate
under the form of wrist, or clip-ons, chest bands, leg bands, smart garments, ear-worn, wearables for
the body and the head, embedded in clothing and glasses. Numerous software applications from
basic measuring, mapping of running routes to coaching, analysis, daily recommendations are

© Platforms4CPS Consortium

14

Platforms4CPS

D3.5 Demand-side Needs for Future Platforms
Version 1.0

currently under development for fitness and wellness. They avoid some of the heavy regulation for
medical devices as monitor heart rate, blood pressure and glucose.
Major trends that underpin growth of wearables towards greater shared data collection will
contribute to the shift from standalone devices towards cloud software services for a more
medicalised lifestyle (“wearables 2.0”). Wearables are a partial CPS given they are generally for
monitoring than acting on the environment but have significant potential for full future CPS.
Roadblocks have been identified for augmented reality on garments: solution costs, device longevity.

2.4

Energy

Renewables energy addresses more specifically geothermal power, hydropower, solar PV,
concentrating solar power, wind power, solar water heating capacity, as well as biodiesel and fuel
ethanol production.

2.4.1 Renewables
Wind power and Photovoltaic systems
The use of wind power necessitates high reliability for offshore application.
Photovoltaic systems are used to convert sunlight into electricity. They are safe, reliable, have low
operating costs and are easy to install. They have to be adapted in power plants, military
applications, space & defence domains.

2.4.2 Storage, Distribution and Efficiency
CPS can help to meet the high demand in electricity by helping the electric grid to become more
efficient and through a successful integration of renewable sources of electricity into the grid.
The seasonal availability of energy implies concepts for storage, distribution and efficient use of
energy in peak load times that remains an issue as well as the problem of storage of energy.
For these, the concept of “smart cities” where producers and consumers are equally informed and
equipped to respond to market dynamics in real time is a promising solution. Industrial processes can
be rearranged to take care of the volatile energy supply by making the industry equipment, plants
and processes more intelligent and more flexible regarding volatile markets.

Source : GettyImages
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The big challenge for CPS is the design and deployment of an energy system infrastructure that is
able to provide blackout-free electricity generation and distribution. For this, the infrastructure must
be flexible, allowing heterogeneous participants to consume energy from and supply energy to the
grid. The energy system infrastructure must also be secure and impervious to accidental or
intentional disruptions or manipulations.
The technical challenges of how to integrate power generated from distributed resources into the
grid require new controls as well as complex balancing schemes, the application of CPS engineering
and technology to the electric grid need to be addressed. Data capture, transmission, and retention
methods adapted for the continuous and discrete aspects of the energy, but also secure, reliable and
effective must be developed.

3 Technological status of existing platforms
Quantifying the needs in terms of kinds of platforms or specific technology required the analysis of
existing successful platforms according the market trends for each domain. Although the report
analysing CPS platforms provides a non-exhaustive worldwide platform overview, its completeness
provides a very good status in terms of CPS platforms existence and supported technology and
standards in the different domains.
The sections provide this synthesised status in terms of commonly used technological components
and platforms (CPS, SW, HW,…), architecture and development frameworks, and standards for the
different domains.

3.1 Technological components and platforms
Transportation
Automotive domain. Europe, Asia and the US have very stable platforms and architecture
frameworks to design and build vehicles. Currently, few platforms exist in those countries to support
smart mobility and car to car communication. Asia (Toyota) has nevertheless developed a specific
platform for smart mobility in the automobile domain.
Organisational and operational initiatives promote a commitment to ensure a global competitiveness
of transport industries in Europe.
Although on good track, much needs to be done in these areas in terms of platform development,
infrastructure support, standard and unification of standards.
Railway domain. Commercial IT platform for the management of all data related to railway
infrastructure maintenance are available in the EU.
Organisational platform for joint innovation strategy in the EU are in progress.
Aeronautic and air transportation domain. The civil aeronautical domain is mainly based on
Standardised platforms and standards to ensure interoperability between avionic functions as well as
between avionic function and underlying platforms and RTOS. The used platforms are commercial
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ones but are based on standards to ease interoperability between stakeholders.
For the ATM domain, the Single European Sky ATM Research (SESAR) collaborative project to
completely overhaul European airspace and its air traffic management (ATM) is in progress. The
associated technological platforms developed are open.
Today, both systems are not interconnected. Traffic management is managed manually,
independently of person and good transport at the airport, independently of aircraft trajectory
computation optimisations.
There is a natural trend towards communicating and distributed architectures, interconnected
systems towards SoS, but these evolutions are very slow due to strong certification constraints and
slow evolution of standards in these domains.
Maritime domain. Today, there exist no maritime platforms able to optimise (safe) shipping route
and port operations and able to predict autonomous shipping.
There is fairly low level of use of ICT and little connection between systems for the use maritime
platforms.
Logistic domain. Existing technological platforms for logistic and supply chains, for planning and
control. Most of them provided by the US. Organisational platforms existing in the EU to set-up a
stakeholder community. Funded initiatives to provide a prototype of ICT platform for data fusion
path (plug and play of sensor data fusion) for autonomous systems.

Manufacturing
Currently, there are well established vertical open & commercial platforms for manufacturing
developed in Europe (mainly in Germany). These platforms are generally software development
frameworks and IT market places.
Open and commercial platforms as well as software components (OS, OS for IoT with data analytics)
for manufacturing and connectivity capabilities are currently under development in Europe as well as
associated open source infrastructure for distributed industrial processes.

Health
Europe and the US are developing commercial, technological digital platforms based on a native
cloud-based infrastructure and the core services needed to develop and run new generations of
connected healthcare. New features addressing deep clinical databases, patient privacy, and
personal and population data visualisations need to be developed. The US seems to be further
advanced in this field.

Energy
Currently, there well established horizontal technical, commercial platform providers for energy,
smart cities, as well as IoT commercial platforms available in the US.
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Technological commercial platform for energy specific infrastructure, are provided by the US and the
EU (Germany).

Multi domain
Open source HW and SW are provided in the EU to develop specific devices cloud-based as open IoT
operating system from Siemens that connects your products, plants, systems, and machines,
enabling you to harness the wealth of data generated by the Internet of Things with advanced
analytics.

3.2 Development and architecture frameworks
Transportation
Automotive domain. As for technological components and platforms, few solutions in terms of
architecture framework dedicated to smart car and traffic management exist.
All domains. Development environment are commonly used for the design, validation and
verification of safe embedded systems.

Manufacturing
Currently, there are well established open & commercial platforms for manufacturing developed in
Europe and the US. Vertical platforms address a single domain while horizontal ones are more cross
cutting domains.
Vertical platforms are more dedicated to software development and developed in Europe, while
horizontal ones address hardware and software development frameworks and are pull by Europe
and the US.
Reference architecture and framework necessary for interoperability, influence global development
standards process for internet and industrial systems are developed in the US.
In Europe, Germany proposes commercial software development frameworks for the manufacturing
domain (services oriented and architecture based engineering for automation systems).

Health
Research and innovation platforms to develop and deliver industrially validated tool chain and
platforms for Health and CPS based products are currently under development in the US and Europe.
The US has a significant advance in this field compared to Europe.

Energy
Open collaborative frameworks for networked embedded devices are under development in Europe
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and the US.
They take benefit of innovative solutions from electro-mobility, smart buildings, infrastructures and
smart cities, industrial production, energy production and energy virtual market.

3.3 Standardisation initiatives and organisation/operational platforms
Transportation
Emerging initiatives for smart cars standards. Very few in the other transportation domains.
Rail domain. Organisational platform for joint innovation strategy in the EU are in progress.

Manufacturing
Standard frameworks and initiative for future digital manufacturing in the EU (Industry 4.0) to
provide Standardised interfaces, interoperability specification to ease technology integration are
under specification.

Health
Operational initiatives to providing a comprehensive framework and related standards for the
exchange, integration, sharing, and retrieval of electronic health information that supports clinical
practice and the management, delivery and evaluation of health services are currently defined.
Commercial platform to accelerate the efficient development and deployment of interoperable and
secure health solutions based on industry standards and protocols are under development in Europe
and the US.
The US pushes the standards in this domain.

Energy
Standards to define Standardised APIs of components and platforms in the Energy domain are
currently in progress in Europe as well as initiatives to bring together smart grid, IoT and Energy
communities together with new technologies. There exist few open and Standardised platforms.

4 Demand-side needs analysis
This section qualifies per domain demand-side needs according to CPS platforms implementation and
new services provided, enabling proactivity according to new market trends. These needs are
elaborated when possible per stakeholder (SME, LE, policy makers, users) and kind of platform
(open/commercial, horizontal/vertical) that shall be addressed in priority. Roadblocks towards these
platform implementations are identified and recommendations provided.
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4.1 Transportation domain
4.1.1 Automotive domain
To address the smart car business (i.e. optimised traffic management, autonomous cars, car
infotainment …), safe and secure distributed infrastructure from the car to the traffic management
infrastructures are on one hand required, but also the global embedded car infrastructure allowing
the car to process all the data gathered from the environment to ensure the autonomy capability.
Such kind of CPS platforms shall support real time information, real time monitoring and control flow
capabilities as well as HW components (controllers) and sensors. Today, there is a big need in
horizontal CPS platforms and services supporting the design, validation, implementation and
certification of those infrastructures and CPS platforms that will offer major business opportunities.
Open or commercial platforms can be considered. A main requirement will be to rely on well-defined
and supported standards to guarantee and facilitate technological block and services integration. An
open platform will promote unification between stakeholders in Europe, a commercial one will be
set-up more rapidly. When defined, standards shall be fully supported to ease technological
component integration. Large enterprises shall develop those kinds of platforms to guarantee the
platform sustainability.

Source : GettyImages

New services providing huge added value could be provided as optimised traffic management or car
to manufacturer communication to facilitate releases. These services could be provided by SMEs.
These SMEs could also provide development methods and tools to design and implement safe,
secured, reliable autonomous systems, taking benefit of existing knowhow from the aeronautical
domain.
Specific methods, tools and platforms to design and validate the more and more complex smart
systems within the global SoS are also necessary. From the legacy perspective, car manufacturers and
EOM should adapt their systems design methods and tools to take into account new processing and
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communication features. Interoperability within the SoS (traffic management, car communication
infrastructure, city infrastructure, EOM,…) shall be solved to fully take benefit of this ultra-connected
technology. Integration with legacy shall also be ensured. The interoperability issues represent a big
challenge toward these system communication capabilities that could be partially solved by policy
makers’ influences. Good progresses towards communication standards (Car 2 Car consortium for
short range communication) are going on in Europe, and also in the US.

4.1.2 Rail market
Complex safe and secure System of Systems (SoS) supporting the European rail infrastructure with
automatic train control and centralised capabilities shall be developed. These platforms shall rely on
CPS based infrastructure coupled to existing rail infrastructure and control, supporting train-train and
train radio block capabilities.
Open or commercial platform relying on well-defined standards should be provided by large
companies or European consortiums.
Communication APIs and interfaces specific to the rail domain is needed. Policy makers could
influence those standards specifications.
SME could provide rail specific data analytics services and time table optimisation tools.

4.1.3 Aerospace market
As the automotive and rail domain, the aeronautic domain move forwards complex safe and secure
System of Systems (SoS) from more autonomous aircrafts and air traffic management, to baggage
handling. This domain has also to face an important air traffic density in the next decade.
The design and implementation of those SoS need the interoperability between several domains,
through specific safe and secure, highly communicative devices. The interoperability between them,
as well as with the existing legacy (which are in main cases vendor specific) remains a big issue.
In the aerospace domain, the used platforms are of different kinds. Aircraft platforms are specific to
aircraft manufacturers, certified, and thus commercial and vendor specific, as opposed to the ATM
air traffic management platform which is an Open initiative and platform (SESAR initiative). All these
platforms rely and well established standards that could have specificities due to Aircraft
manufacturer’s constraints.
There is a need to have method and tools to develop these highly communicating systems in a safe
and secure way, able to interoperate with the legacy. Large enterprise, supported by policy makers in
Europe, could develop this king of technology, needed to be certified in a vertical, commercial
platform.
SMEs will provide services as methods and tools, to design, validate, certify these SoS as well as
providing data analytics and optimisation services specific to the aeronautic domain.
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4.1.4 Maritime market
As for the aeronautic domain, the maritime moves forward complex safe and secure System of
Systems (SoS) for global cruise and container shipping schedule, route and logistic optimisation.
There is a need to develop CPS platforms connected to the VSAT communication capabilities, with
huge data transfers to provide safe and secure operations. As for other transportation domains,
interoperability issues with legacy systems remains.
Open or commercial, worldwide interoperable platforms are need. For this, support and action from
policy makers and European councils are welcome.
SMEs could develop specific route and traffic optimisation services.

4.1.5 Logistics market
Logistic systems will be extended and improved to become real SoS, associated to drones for
delivering small packages, improved by machine vision, motion sensors, navigation algorithms and
artificial intelligence capabilities.
Distributed safe and secure platforms are required, able to support real time communication and
control as well as data analytics capabilities are required.
As for the other transportation domains, there is a need for method and tools to develop such
infrastructure and systems executing on top of them. Interoperability between them as well as with
the legacy system has to be solved.
SMEs could provide domain specific services.
An open / commercial platform is needed as well as appropriate standards.

4.1.6 Roadblocks and recommendations summary
Whatever the domain, automotive, railway, maritime or logistic, the global tendency has a focus on
the communication and collaboration of computational components of CPS, pushing towards
distributed, highly communicating System of Systems [13].
These systems must rely on safe and secure communicating techniques based on platforms. There is
a big need for
- CPS platforms supporting interactions with the physical world, and coordination between the
physical world and the computational elements it is made of. These platforms shall meet
between others safety, security and real-time constraints.
- CPS platforms support safe and secure communication infrastructure allowing System of
System interaction and coordination.
- Integration and interoperability with existing legacy systems must be solved. Standardised
APIs and interfaces, pushed by policy makers are needed.
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New services for optimisation and data analytics per domain need to be developed to fully
take benefit from the gather gathered to contribute to the system autonomy. These services
could be provided by SMEs.
Methods and tools to design, implement, validate, certify Cyber-Physical Systems that are
very complex system embedding safe and secure processing and communicating capabilities,
optimisation strategies, autonomous behaviours, data analytics capabilities need to be
designed and developed. Those tools and technological components could also be provided
by SMEs.
They shall be “easy-to-use” and “easy-to-understand”.

The main issue will be the interconnection with the legacy systems in terms of interoperability but
also the functional extension towards these new communicating capabilities. Methods and tools to
develop such interoperable, distributed, real time, autonomous, systems supporting IA and data
analytics capabilities is also a technical challenge.

4.2 Manufacturing market
For the manufacturing domain, there is a fuzzy and very dynamically developing landscape of CPS
technology and platform providers. As the, to some extent still visionary, digital manufacturing /
Industrie 4.0 (I4.0) approach is far from being broadly implemented in real industrial environment,
several enabling technologies are still at a very early development and deployment stage. Gartner
2016 [6] e.g. analysed operational technologies in the “blurring of physical and virtual boundaries” in
industry and determined Cyber-Physical Systems as more than 10 years to mainstream adoption. It
should be noted that this refers to new CPS technologies (since CPS are systems that exist currently
all around us) and the significant delay being related to certification among other factors.

Source : GettyImages
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Market analysis and demand side elicitation show on the one hand many partial Industrie 4.0 /
industrial Internet-of-Things solutions and on the other hand – caused by the fragmented solutions
space – a high need of consulting on the user side. Customers ask for application specific solutions
(such as logistics, manufacturing or customer services), which can be covered by tailored solutions.
However, the market is evolving fast and the success of single-purpose solution vendors is limited
compared to full-service providers in the domain. A wave of consolidation is expected with the effect
that some platforms will disappear in a short time.
Against this background, in particular SMEs express a high demand for “easy-to-understand” and
“easy-to-use” CPS approaches, which are highly Standardised and interoperable. The lack of
standards and interoperability is mentioned from all stakeholders as the main reasons for broad
adoption of new CPS-based solutions. Furthermore, unclear privacy and data security issues as well
as unclear business models and practical applications (how to handle the vast amount of data, how
to use it in a proper way) are often mentioned as showstoppers from the business side. Thus, policymakers across Europe currently promote ‘open’ digital platforms with Standardised interfaces and
opportunities for cooperation as well as demonstration centres to broadly communicate the value of
emerging CPS technologies and platforms. With regard to the platforms, an open approach for
multiple cooperation scenarios and an increasing transparency for customers and end-users are
requested.
Users request from future CPS platforms following characteristics
- “easy-to-use” and “easy-to-understand” (plug & play, …)
- inter-/intra-operable based on shared standards
- secure and reliable, e.g. certified by an independent organisation
- proven benefits by lead users (good practices, …)
- sustainable (upgradable, adaptable, flexible, …) in the context of high and long-term oriented
investments in manufacturing equipment

4.2.1 Roadblocks and recommendations
Missing interoperability and common standards are the key roadblocks for the broad
implementation of CPS solutions and thus for the digital transformation of the manufacturing
industry. Connectivity and related issues like interoperability require a strong set of standards to
enable companies to profit from non-proprietary solutions. The adoption of CPS solutions in the
manufacturing industry depends on international standards and their acceptance. As there are more
than 100 standardisation organisations worldwide, the risk of local standards is high. This implies the
risk of technological lock-in and a barrier for open, flexible and successful ecosystems. Thus,
internationally aligned standard setting activities are highly recommended.
Furthermore, CPS solutions and platforms which are open for various stakeholders and easy to
understand and easy to use, in particular for SMEs, are necessary. Broad awareness raising –
demonstrating real applications and working business models – is needed as well as specific
education and training courses for various target groups. Hands-on guides for newcomers and
interested parties could help to reduce the barriers for the potential users of CPS technologies and
platforms. From technological point of view, aspects like distributed computing, interconnected
information systems, predictive data analytic techniques, real-time interaction over high-speed
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networks are a pre-requisite for implementing CPS-based digital manufacturing. Built-in security as
well as streaming analytics to enable distributed decision-making are enablers for hyper-connected,
autonomous and collaborative product-services factories of the future. With this respect, the
transparency of the decision-making algorithms as well as ethical aspects, e.g. with regard to humanmachine interaction, are crucial to consider when developing the next generation factories for
human-centred manufacturing in Europe.

4.3 Healthcare market
Whatever the healthcare domain, home care, hospital care or fitness, they will all rely on a same kind
of architecture based on different kind of devices (wearable, implanted, prosthesis), capable to sense
and track data points, transmit information to the cloud, able to support big data analysis
capabilities for this specific domain. As opposed to the fitness domain where this information is
informative and unidirectional, communication in the home and hospital care need to be safe, secure
and bi-directional providing the capability for the clinician to monitor specific devices.
Hospital care addresses devices and systems for preventions, diagnostics and treatment provided by
large healthcare infrastructure, including mainly traditional hospitals.
Specific CPS platforms in healthcare are very few – by this we refer to supportive structures for
medical systems active on their environment. This is a major challenge to surmount. This domain will
also benefit significantly from advances communications and data management capabilities including
real-time data provision requiring customised high-performance computing platforms with run-time
libraries for IoT enabled devices while proposing a seamless transition from the legacy system.

Source : GettyImages

Homecare are not only devices and systems at home for treatment and monitoring, but also personal
equipment such as prosthesis or other implanted devices.
Use of Model-driven practice and tooling would be a huge benefit: they could offer significant
benefits in terms of error reduction and reuse; open platforms in conjunction with MDE would
further support entry into new health care sectors, such as the pacemaker market. Verification and
validation approaches need to be applied to ensure safety and security.
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Beside this, there is a need to advance standardisation, improve functionality enabling real-time
decision support, using multiple data stream, incorporating sophisticated imaging data.
For CPS, advance capability for continuous monitoring especially for patients with chronic problems
requires regulation providing sufficient safety for the user and maintaining trust is a must.
The US have some advance in the Fitness/wellness domain, Europe has the opportunity to address
the Health and Home care. Payers and policymakers need to understand patterns of care for
populations to address and develop platforms responding to those domains.
There exists the required infrastructure but it needs to be adapted to the health domain, as for the
IoT eclipse platform for home automation or the Intel solution alliance providing seamless and
secure communication to the cloud. Most of these technological platforms are commercial ones and
provided from the US to address the wellness market. Few platform (open or commercial) dedicated
to the health domain with the capability to manage specific medical data based are developed in
Europe.
So there is a big lack of CPS dedicated platforms and medical device architectures, supporting data
analytics and aggregation (big data) capabilities as well as interoperability for IoT devices. These
platforms shall rely on standards (EU, or US) to ease interoperability on tools. Innovation platforms
exist (i.e. BUTLER, iHD) and they should be pushed forward.
Open CPS platforms specific to the medical domain, provided by Europe, based on interoperability
standards would allow the EU to fill the gap compared to the US provided platforms with some
significant added value.
The IoT devices will rely on specific HW components providing low power, low voltage capabilities
provided by NXP, TI or ST. New engineering techniques to ease integration, verification and
validation methodologies and tools of such systems on those architectures are needed. Existing
methodologies and tools shall be adapted distributed systems based on those HW components.

4.3.1 Roadblocks and recommendations
A challenge is that there are different regulation authorities in the two key markets, the US and
Europe with higher private and public ownership respectively [7] [8]. More generally, technology is
mostly provided by SMEs but highly segmented and lacking CPS specific platforms to aid technology
integration. Devices need to be user friendly to be accepted by patients. Interoperability issues
between devices and different monitoring equipment as well appropriate V&V approaches for safety
and security. Regulation and approaches to liability will need to be developed to support the home
use of medical technology.
The collection of large databases of information and also big data analytics in order to extract trends
identify patterns or changes from normal status need to be reinforced. This requires the
infrastructure to collect and store data. There is also a need to address concerns over patient privacy.
If devices are to be used for healthcare there is a need for regulation and oversight via trained
medical personnel. Medical devices are strictly regulated by the US Food and Drug Administration
and the European Commission. These already include healthcare wearables such as hearing aids and
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sensors that monitor heart rate, blood pressure and glucose. Privacy is a major concern and many
devices can also collect “lifestyle medical” data in cloud software applications. The embedding of
devices into clothing with washing requirements introduces problems of longevity which are yet to
be addressed.

4.4

Energy

The CPS platforms for the
Energy domain will be driven
by two major trends. Firstly,
the necessity to design and
develop safer and more
reliable renewable energy
sources as wind powers and
photovoltaic systems. For such
improved systems, there are
already
existing
CPS
components, platforms and
methodologies
from
the
critical domains. These can be
reused such as in the
transportation
and
manufacturing ones. SME technologies
Source : GettyImages
and large design and development frameworks exist, proposing horizontal
platforms for cross cutting domains. Many of those technologies and methodologies are already
ported on horizontal platforms (SW dev. Platforms, architectural frameworks, CPS integration
platforms) building blocks could be ported to Energy specific platform, or interoperability ensured
between platforms.
The second point addresses the design and development of the energy infrastructure, capable to
manage the storage, distribution and efficient use of energy peak load times. Today, much of the
platforms are very domain specific, technological and vertical. There is a lack of technologies
facilitating the design and simulation of distributed networks in smart energy. Even while considering
the reuse of building blocks from the smart cities CPS platforms, and design methodologies there
remains a significant development to be done in this domain.
There is a great technological need on data capture, transmission, retention methods adapted for the
continuous and discrete aspect of the energy into the grid while considering safety and security
aspects. SMEs have the capacity to provide solutions in those domains.
Most of the platforms are in the category of specific platforms for the energy and smart city domain.
These are commercial platforms developed in the US. The EU should develop an open CPS platform
for energy infrastructure management. Many building blocks from other domains are available to
support this action.
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4.4.1 Roadblocks and recommendations
Design and implementation of development and simulation platforms specific to the Energy
infrastructure are needed for Europe and the US. These platforms shall be open, allowing SMEs to
engage, taking also benefits from the Smart city market.
These platforms shall rely on existing adaptations and extensions towards SoS including energy
sources as well as communication based technology. The fact that the Energy sector is based on
standards will facilitate interoperability between components, platforms and legacy systems. Much
remains to be done in this sector.
The newness of the technology is also an issue with a lack of familiarity of the technologies amongst
utilities companies, regulators and financiers as well as the lack of skilled technicians to maintain and
operate systems.

5 Conclusion
The deployment of Cyber-Physical Systems in multi-modal transportation, eHealth, smart factories,
smart grids and smart cities will massively increase over the next decade, moving towards more and
more complex systems and System of Systems supporting interacting, cooperating features, with
evolving capabilities and increasing autonomy.
Nevertheless, several specific roadblocks shall be solved, specific CPS based methodologies improved
and building blocks provided to achieve this operational goal. There is significant opportunity for
advancement of methodologies and tools to design, implement, and validate Cyber-Physical Systems
that physically interact with the real world in a safe and secure way.
From a technological point of view, there are many barriers that need to be solved to ensure
trustworthy CPS developments. The challenges of interoperability between components, new
technologies, HW/SW components as well as the specification of safety, security standards and
legacy integration need to be considered with priority. Safety, stability, dependability and resilience
of emerging CPS in domains such as transportation, healthcare, energy and manufacturing, not
necessarily familiar with those concerns implies a high demand on engineering skills and associated
methodology and tools that need to be improved. Moreover, mastering the ever-growing complexity
of distributed open systems raises a big problem regarding the validation and testing of those
systems.
SMEs will play a major role in these technological developments in providing efficient building blocks
and CPS platforms under the condition that end-users have proven their interest and provided long
term business plans. The major barrier expressed by SMEs is a better understanding and use of CPS
approaches as well as defined and standardised interfaces to ease integration in already existing
platforms.
The following table illustrates per domain the CPS platform status and gaps to be closed:
Domain needs
Transportation

Already covered by the platform

Gaps to be closed

Stable platforms to develop vehicles.
Autonomy and complexity are not
considered. Few platforms and

Big need in horizontal CPS platforms,
methods, tools to design, validate,
implement and certify complex smart
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frameworks
addressing
smart
mobility, traffic management and
CPS based systems, significantly
missing in the maritime and logistic
domains.
Organisational platforms to ensure
global competitiveness in Europe are
in progress.

systems, and systems within a SoS.
New technologies for added value services
as route, fuel, time optimisation per domain
are necessary. They could be provided by
SMEs.
To ease the integration off new CPS based
services, standardised interfaces and APIs
per domain are required.

CPS at SoS level not already
considered and not effective.
Emerging initiatives for smart car
standards. Very few in other
transportation domain.

Manufacturing

Stable, open and commercial
platforms for the development of
smart manufacturing products in
Europe, especially in Germany
(mainly IoT with data analytics).
Standard frameworks and initiatives
for future digital manufacturing in
Europe are in progress.

Healthcare

Energy

Missing interoperability and common and
international standards.
Need solutions and platforms which are
open for various stakeholders and easy to
understand and easy to use, in particular for
SMEs.

Europe and the US are developing
commercial,
digital
platforms
involving cloud-based technologies
for the design of digital healthcare.
The US seems to have some advance
in the field. However platforms are
only partially CPS focusing on
monitoring.

New features addressing deep clinical data
bases, patient privacy, and personal and
population data need to be developed.

The US pushes the standards in this
field.

Generally further development of platforms
supporting communications and data
management capabilities including real-time
data, high-performance computing shall be
developed.

Well established platform providers
for smart energy and smart cities in
the US.
Platform for specific infrastructure
provided in Germany.
Open collaborative frameworks
taking benefits of innovative solution
for energy production and energy
virtual market.
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Platforms for medial CPS devices active on
the environment are practically non-existent
and need a significant focus.

Model-driven practice and tooling would be
a huge benefit.
Design and implementation of development
and simulation platform specific to the
Energy infrastructure are needed for Europe
and the US. These platforms shall be open,
allowing SME to engage and shall rely on
existing platforms adaptation and extension
towards SoS including energy sources as
well as IoT based technology.
There is a lack on technologies facilitating
the design and simulation of distributed
networks in smart energy. Even while
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Many initiatives in Europe for IoT
based platforms (SW and HW), fewer
considering physical interaction with
the real world.

considering the reuse of building blocks
from the smart cities CPS platforms, and
design methodologies there remains a big
lack in this domain.
Technological pre-requite in distributed
computing, interconnected information
systems, predictive data analytic techniques,
real-time physical interaction over highspeed networks.

Development
environment
are
commonly used for the design,
validation and verification of safe
embedded systems.
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