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Executive Summary
Cyber-Physical Systems (CPS) are seen as essential for future competitiveness of the industry as well
as for value creation for the broader public. Thus, the Platforms4CPS project aims at building and supporting a European ecosystem for both, providers and users of CPS technologies, and to help them to
design, develop and deploy highly distributed and connected digital technologies on a broad basis.
Against this backdrop, the Platforms4CPS consortium created – in cooperation with external experts –
a repository of CPS building blocks, which is valid for the various contexts and sectors, hierarchy levels
and life cycles of CPS engineering. The repository is structured as a “CPS compass”, a kind of “easy-touse” guide. The guiding framework shall reflect all the major aspects of the CPS experts community
and simultaneously shall be easy to understand for CPS newcomers and in particular for SMEs with an
interest in effectively exploiting emerging CPS technologies and approaches. The CPS Compass is divided into three phases of CPS engineering:
1. Identifying requirements for CPS from both, providers and/or users perspective, based on specific applications scenarios
2. Considering the major aspects and building blocks (represented in the CPS Repository) needed
to design and customise a specific CPS solution
3. Coming up with a CPS product / service which fits to the specific requirements and scenarios
These three phases shall facilitate the practical use of the repository. At the core of the repository,
eight technological building blocks (architecture technologies, computational blocks, digital platforms,
hardware, software, interfaces, safety mechanisms and security technologies) as well as nine major
aspects (methods & tools for engineering, autonomy & cognition, interoperability, real-time capability,
data & digital representation, safety aspects, security aspects, system of systems, standards & norms)
have been identified, which are needed to engineer or operate a CPS solution. Depending on the requirements for a specific CPS solution (according to the specific application scenario, industry context,
etc.), these technological building blocks and major aspects should be considered to take the full advantage of future CPS with following key functions:
- Sensing
- Data Processing
- Actuation / Physical Manipulation
- Communication
- Collaboration & Coordination (interaction with the physical and digital world)
The first three functions can be seen as the basic functions of every CPS (even at field device level)
which set the basis for distributed and collaborative CPS (at systems and systems-of-systems level).
To give some practical insights into the design and implementation of a CPS, various application scenarios for potential CPS solutions are described (in particular for the manufacturing, energy, transportation and health domain) and some concrete CPS examples are outlined.
In the second part of this document, the major aspects and building blocks are described in more detail. For interested stakeholders and the broader public, all the information of this repository is on-line
available via the Platforms4CPS website (https://www.platforms4cps.eu) as well as the PlatForum
(https://platforum.proj.kth.se).
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1 Introduction
Cyber-Physical Systems (CPS) are used in different contexts and sectors such as automotive, aerospace,
manufacturing, health, energy etc. and appear at different hierarchy levels, e.g. from field device level
up to (inter-) organizational level. Furthermore, there are different demands on CPS from a life-cycle
perspective, e.g. from users versus developers’ point of view.
As market studies and platform surveys show, there is an increasing market for CPS technologies and
a very dynamic and almost confusing landscape of technology and platform providers, which is fragmented across application domains and value chains.3 On the other hand, there is a strong need for
guidance through the overwhelming “jungle” of emerging CPS technologies and a high demand for
“easy-to-understand” and “easy-to-use” CPS approaches, which are highly standardised and interoperable, from potential CPS users and in particular from SMEs.4
Against this backdrop, the Platforms4CPS partners have designed a repository of CPS technology blocks
which is valid for the various contexts and sectors, hierarchy levels and life cycles. The overall objective
– and at the same time the big challenge – was to find a structure for the repository, which reflects all
the major aspects of the CPS expert community but simultaneously is also easy to understand for CPS
newcomers and, in particular, for SMEs with interest in effectively exploiting emerging CPS technologies and approaches. Thus, a “CPS Compass” repository structure have been developed in a multi-stage
approach in cooperation with external experts:
1. Definition of scope: To define the scope of the repository, relevant CPS definitions and concepts such as the CPS Model and Framework from the National Institute of Standards and
Technology (NIST)5 have been analysed and the common key functions of a CPS have been
identified, based on a survey of solutions proposed by existing CPS-related platforms6. Further,
various stakeholders viewpoints and challenges have been identified and application scenarios
for different domains (manufacturing, energy, transport, health) have been developed to create a practice-oriented framework for the repository development.7
2. Start from generic CPS building blocks and then discuss with experts from various domains:
Analysing various domain related architectural models such as the Reference Architectural
Model for Industrie 4.0 (RAMI 4.0)8 or the Smart Grid Architecture Model (SGAM) Framework9,
it was decided to start the identification of CPS technology blocks with the building blocks
mentioned in the Strategic Research Agenda 2016 (SRA) of ARTEMIS IA. The generic character
of these building blocks should help transferring the relevant issues and aspects to the various
CPS application domains. Initially, the major aspects and building blocks have been discussed
with experts for the manufacturing context (also in relation to the RAMI 4.0 context) before
further expert interviews for other domains have been conducted.
3. Open the discussion to broader audience: The results of the expert interviews have been discussed with a broader audience during an endorsement workshop and in the context of the
external review process of the repository at hand.10

3

Platforms4CPS Deliverables D.1.1 “Market Segmentation for CPS Technology” and D. 3.1 “Survey of successful platforms”
as well as ConnectedFactories Working Document (Public) „Structured Glossary associated to the digital mapping framework
on the EFFRA Innovation Portal”
4 As found out e.g. in PlatformArena and Roadmapping Workshops with CPS technology providers and users
5 https://pages.nist.gov/cpspwg/
6 Platforms4CPS Deliverable 3.1 “Survey of successful platforms”
7 Appendix A illustrates specific application scenarios for the manufacturing, energy, transport and health domains.
8 https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/rami40-an-introduction.pdf?__blob=publicationFile&v=4
9 https://ec.europa.eu/energy/sites/ener/files/documents/xpert_group1_reference_architecture.pdf
10 Appendix B gives an overview of external experts which contributed to the repository.
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4. Development and dissemination of an “easy-to-use” CPS Compass: To facilitate the broad
use of the repository, the final document has been structured as a “CPS Compass” which shall
serve as a guide for potential CPS users, in particular SMEs, to take the full advantage of CPS
technologies. This repository is on-line available via the Platforms4CPS website
(https://www.platforms4cps.eu) as well as the PlatForum (https://platforum.proj.kth.se).11

Figure 1 Structure of “CPS Compass” and repository of major aspects and building blocks of CPS [Source: own illustration]

The figure above represents the schematic structure of the CPS Compass with the three phases:
1. Requirements & Scenarios:
Identifying requirements for CPS from both, providers and/or users perspective, based on
specific applications scenarios
2. Aspects & Building Blocks of CPS:
Considering the major aspects and building blocks (represented in the CPS Repository)
needed to design and customise a specific CPS solution
3. CPS Solutions:
Coming up with a CPS product / service which fits to the specific requirements and application scenarios
Each phase of this CPS Compass – including the repository of CPS building blocks – is discussed separately in Chapter 2 of this document. In Chapter 3, the major aspects and technology building blocks
within the repository are described in more detail.

11 In the first version,

the repository is available in the form of this document (pdf-format). For the next version, an interactive
repository is planned, where the community can click on / zoom into the various elements of the “CPS Compass” and the
repository with major aspects and building blocks of CPS.
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2 CPS Compass – a guide for potential CPS users, and providers
The CPS Compass is thought of as a kind of “easy-to-use” guideline for both, potential CPS users and
technology providers. This guideline builds upon basic ideas of established models and frameworks.
The main focus, however, is on providing a compass which is easy to understand for CPS newcomers
and, in particular, for SMEs with an interest in effectively exploiting emerging CPS technologies and
approaches. Thus, the CPS Compass describes three main phases of designing, developing and deploying effective CPS solutions.
In the first phase (Section 2.2), basic requirements for CPS solutions are identified from different viewpoints according to the life-cycle perspective and to the specific industry application context. In the
second phase (Section 2.3), general, cross-domain CPS technology building blocks and major aspects
for CPS engineering are presented. In the third phase (Section 2.3), the major aspects and building
blocks are used to develop a CPS solution which fits to the specific requirements identified in phase 1.
Some exemplary CPS solutions are outlined for phase 3.
But first, let’s start with a short introduction of the concept of Cyber-Physical Systems and the question
“What are Cyber-Physical Systems?” (Section 2.1.).

What are Cyber-Physical Systems? – Key functions of a CPS
The CPS Compass is centred around the concept of Cyber-Physical Systems (CPS). To set the foundation
for this guide, the core concept of CPS is introduced and shortly discussed as well as common key
functions of a CPS are identified.12
The original definition of CPS dates back to 2005 when a group of academics in the United States realized that embedded systems were evolving into systems where physical aspects played a fundamental
role. The interaction between the intelligence provided by distributed processors that were interconnected with networks of growing complexity and the physical world where they were immersed could
not be ignored or considered of secondary importance. The initiative was recognized by the US President’s Council of Advisors on Science and Technology, eventually resulting in the launch of a multidisciplinary research program on CPS by the National Science Foundation (a program that is still active).13
Since its introduction, the use of CPS has spread and it has also been adopted within several industrial
domains, notably in the form of Industry 4.0 initiative in Germany, as a manufacturing domain interpretation of CPS. A large number of definitions of CPS have been introduced over the years, such as
the following three representative ones show:
1. “The integration of physical systems and processes with networked computing has led to the
emergence of a new generation of engineered systems: Cyber-Physical Systems (CPS). Such systems use computations and communication deeply embedded in and interacting with physical
processes to add new capabilities to physical systems. These CPS range from minuscule (pace
makers) to large-scale (the national power-grid).”14
2. “A Cyber-Physical System (CPS) is a system with embedded software (as part of devices, buildings, means of transport, transport routes, production systems, medical processes, logistic processes, coordination processes and management processes), which:
- directly records physical data using sensors and affect physical processes using actuators;
- evaluates and saves recorded data, and actively or reactively interacts both with the physical and digital world;
12

More information on CPS definitions can be found here: https://platforum.proj.kth.se/tiki-view_blog_post.php?postId=40
D2.1 of the CyPhERS FP7 project, Nov. 2013. http://www.cyphers.eu/sites/default/files/D2.1.pdf
14 Definition of the initial US initiative on CPS (2008); http://iccps.acm.org/2011/_doc/CPS-Executive-Summary.pdf
13
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-

is connected with other CPS and in global networks via digital communication facilities
(wireless and/or wired, local and/or global);
uses globally available data and services;
has a series of dedicated, multi-modal human-machine interfaces.”15

3. “Cyber-Physical Systems are smart systems that include
engineered interacting networks of physical and computational components. […] A CPS may be as simple as
an individual device, or a CPS can consist of one or more
cyber-physical devices that form a system or can be a
system-of-systems, consisting of multiple systems that
consist of multiple devices.” 16
In relation to the last definition, the graphic on the righthand side illustrates the often cited CPS conceptual model
of the NIST CPS Public Working Group. Based on this model,
the figure below gives an example of CPS on different system levels and shows how the respective European expert
communities at each level (e.g. EPoSS, ARTEMIS, etc.) are
interrelated with each other.

Figure 2 CPS conceptual model from NIST
[Source: NIST, 2016]

Figure 3 Example of CPS on different system levels [Source: own illustration with pictures from Festo AG]

The diversity of definitions, and the increase in systems becoming “CPS”, led the CyPhERS project to
propose a (rather general) characterization of types of CPS. The characterization recognizes that there
are different types of CPS (e.g. from centralized to decentralized, with or without humans, at lower or
higher levels of automation, etc.) and the fact that people using the term often have a bias, or emphasis
when using it. This emphasis may for example refer to a viewpoint considering cloud and edge computing as core aspects of a CPS.17 Since CPS per definition represents heterogeneous systems, it is
natural that they will have to be described by multiple views.

15

Acatech (2012); http://www.acatech.de/de/publikationen/publikationssuche/detail/artikel/living-in-a-networked-worldintegrated-research-agenda-cyber-physicalsystems-agendacps.html
16 NIST CPS framework initiative (2016); https://pages.nist.gov/cpspwg
17 CyPhERS (2014), http://www.cyphers.eu/sites/default/files/D2.2.pdf; Torngrön et al. (2016)
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As a perspective, it is interesting to relate to ongoing methodological work on Systems Engineering
(SE) by INCOSE. In this work it was noted that there was little consensus on how to define what a
“system” is among leading SE experts! It was however possible to identify a core set of traits that
provide a common notion of what characterizes a “system”.18
Regarding the research on future CPS, one can say that future CPS will have more intercommunication,
and have many types of interactions among the cyber (computer) and physical parts, as well as with
the environment in which the CPS acts.19 The CPS will typically encompass multiple layers, having to
deal with multiple time horizons and abstraction levels.
From an ongoing survey of academic literature on CPS within the Platforms4CPS project, one can conclude that the use of the term CPS is dominated by computer science – thus of the cyber side in terms
of IT. However, CPS as a concept, but under other names, is also prevalent in many other engineering
disciplines, for example under the umbrella of smart industry, mechatronics and even 5G efforts.
Considering research that is labelled as CPS, there appears to be less work that embraces the physical
side and actual co-design of cyber-and physical systems. Further areas where Platforms4CPS identified research needs include Humans as part of CPS, Dealing with CPS complexity, Autonomy and AI
as part of CPS, and Composability for CPS. 20
To conclude, the broad spectrum of CPS definitions and concepts from various communities shows
some common key functions of CPS, i.e. sensing, data processing, actuation, communication, coordination & collaboration (interaction with the physical and digital world including human-machine interaction), but also a big variance with regard to scale and hierarchy level, application area and domain,
stakeholder and life-cycle aspects and other issues:
Common key functions

sensing, data processing, actuation (physical manipulation), communication, coordination & collaboration (interaction with physical /digital world)

Variance in …
…scale / hierarchy level

device – system – system-of-systems

… application areas / domains

manufacturing, transportation, energy, health, …

… stakeholder & life cycle
aspects

CPS design: technology provider, CPS application: user of a CPS solution,
CPS assurance: certification parties, …

…

…
Figure 4 Commonalities and variances in CPS definitions and concepts [Source: own illustration]

With the Platforms4CPS repository of CPS building blocks we aim to give general insights into the design and implementation of CPS which are valid for the various contexts and domains, hierarchy levels
and life cycles. Thus, we refer in our repository to following common key functions of a CPS:

Figure 5 Key functions of cyber physical systems [Source: own illustration]

18

Sillitto (2018), http://www.ices.kth.se/upload/events/179/6dcb2a06510145faa7be8338f1498bd0.pdf
Törngren & Sellgren (2018)
20 Platforms4CPS D4.3: Collaboration on the foundations of CPS engineering, Oct. 2017.
19
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These five key functions of a CPS describe the basic elements which constitute a connected CPS. The
three functions “sensing”, “processing” and “actuation” at the bottom of Figure 5 can be seen as the
basic functions of every CPS (even at field device level) which set the basis for distributed and collaborative CPS (at systems and systems-of-systems level), where “communication” and “collaboration &
coordination” functions play a decisive role.
Each of these functions can be realised in various combinations of CPS technology building blocks such
as hardware or software (e.g. referring to possible variations and combinations of mechanics, hydraulics, electronics, etc.). Furthermore, various aspect have to be taken into account when designing a
reliable, safe and secure CPS solution. As the conceptualisation, design and deployment of a specific
CPS solution strongly depends on the particular applications requirements, the CPS Compass is described in a “step-by-step” approach: First, we will have a view on “what CPS could or should do” from
various stakeholder and application scenario perspectives. Second, we will have a look on the major
aspects and building blocks that we have to consider when designing a CPS solution. Third, some examples for CPS solutions will be outlined.

What CPS could or should do? – A stakeholder & scenario approach
Stakeholders’ viewpoints and application domains have a substantial influence on the conceptualisation, design and deployment of a specific CPS solution. Thus, in this section we describe stakeholder
groups with their specific requirements and concerns as well as a general set of application scenarios.

Figure 6 What CPS could or should do? – A stakeholder & scenario approach [Source: own illustration]

For companies in general, the key challenge is to identify the relevance and the potential added value
of new technologies for their specific business. In the CPS context, added value can be captured
whether by utilizing CPS for solving a problem within a company – e.g. use of CPS in production environment to optimize processes – (user of CPS) or by providing customers with new CPS-based products
or services (provider of CPS) leading to extra customer value and thus to new business opportunities.
Whereas the first group of stakeholders, the users of CPS applications, is primarily interested to solve
a specific problem but not in the technical details of the solution, the second group of stakeholders,
the providers of CPS technologies and solutions, is usually focused on the specific functionalities and
technical details of the CPS solution. Of course, the CPS designers and technology providers are always
looking for new application fields and new clients for their products and services. In the end, both sides
meet one another on the CPS market, which is currently very dynamic and highly fragmented across
application domains and value chains.

© Platforms4CPS Consortium
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For potential users of a CPS product or service, it is currently a confusing landscape of technology and
platform providers, leading to a strong need for guidance through the overwhelming “jungle” of
emerging CPS technologies. However, the specific requirements and specifications needed for a CPS
solution strongly depend on the specific industry and application context. Against this backdrop, in the
following a generic set of application scenarios is introduced, which sets a common ground for specific
application scenarios in the different domains: 21
A

Horizontal interconnectedness: This class of scenarios describes the integration and interconnectedness of CPS in platforms on a horizontal scale. Data, information and functionality are
securely provided over the borders of entities like factories, companies or regions. The interaction of several systems is within the scope of this basic scenario.

B

Vertical interconnectedness: Here, the scope lies on a single system or platform which is used
within an entity like a production plant or a company. The scenario focus is on optimization in
a system. The CPS is not necessarily interconnected with other platforms on the same hierarchy level, but highly interconnected with systems of different levels (“ERP, MES, field level” or
“system design, system implementation”).

C

Increased level of servitization: The approach for these scenarios lies in concentration of a
functional orientation on system of systems, system or device level. Technology enables new
services and functionality which is required by certain applications or business challenges.

D

Specific functionality with limited interconnectedness in a lowly digitized environment:
These scenarios are focusing on more locally or distributed functions to enable specific decision support or solving distinct needs. The requirement for autonomy of the devices is higher
compared to the other scenarios, due to the limited interconnectedness and a lower degree
of digitization.

Figure 7 Structure of application scenarios for the various domains [Source: own illustration with graphic from NIST, 2016]

Each of the above mentioned, very generic, scenario principles can be concretised and specified for
the various industry domains (cf. Appendix A for the detailed application scenarios). For the application scenario, a description of the specific customers and users, the human/societal aspect, the specific process, the role of information and of specific technology issues plays an important role. The
described scenarios do not aim at covering all possible applications in a domain (the number of scenarios would be very long, while not covering all imaginable cases). But, they help to develop own
application scenarios as a starting point for defining the specific requirements for a CPS solution and
for the relevance of the specific CPS technology building blocks and major aspects for CPS engineering.
21

A similar set of application scenarios as in the CSA project ConnectedFactories has been used in order to ensure comparability and complementarity of the results (http://www.effra.eu/connectedfactories).
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What are major aspects and building blocks for CPS? – The Repository
This section provides an overview of major aspects and building blocks for designing a CPS, representing the repository of building blocks and aspects which are described in more detail in Chapter 3. Each
of the described aspects and building blocks opens wider topics to be considered when looking at the
specific application field and the particular industry requirements. Thus, the Platforms4CPS repository
is embedded in this CPS Compass, which shall give some general “step-by-step” guidance for the design
of application-oriented CPS solutions, which comprise the CPS key functions described in Section 2.1.
Against this backdrop, the building blocks represent the CPS technologies, which are used to design a
specific solution with the relevant CPS key functions. The major aspects represent important basic
methods and design principles which must be considered when engineering and operating a CPS.

Figure 8 Process of the design of CPS-based applications [Source: own illustration]

2.3.1 CPS technology building blocks
CPS technology building blocks represent the technologies, which are available on the market and
which are used to design a specific solution with the CPS key functions described in Section 2.1. Following eight building blocks have been identified:

Figure 2 CPS technology building blocks [Source: own illustration]

In the following, the building blocks are described on a high conceptual level, as the technological details of the building blocks strongly depend on industry and application specific requirements.
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Hardware

Hardware includes the physical components of a CPS (e.g. sensors and actuators) and the physical equipment used to process, store, or transmit computer programs or data. In the CPS context hardware is an essential building
block to build up the physical part of a solution. It distinguishes CPS from
other solely digital products. This is traditionally the domain of mechanical
engineering, while iterative design of the software-based functions becomes
more important to implement CPS.

Computational
Blocks

The computational blocks are connected mainly to the “processing” function
of a CPS and can be categorised between the “pure” hardware and software
building blocks. Relevant for CPS and their design is the choice of a computing
platform. The scope of different computing solutions is broad. It ranges from
embedded computing units on edge devices up to cloud-based computing
clusters, which can process a large volume of data. The combination of these
different technologies enables new paradigms in design and architecture.

Software

Software includes programs, procedures, associated documentation, etc. of
an information processing or computer system In software many of the CPS
functions are implemented. The market provides an enormous amount of
different technologies for implementation of code up to more advanced design of complex software. This ranges from basic embedded development to
web-based applications opening new possibilities in the design of CPS applications and architectures.

Architecture Technologies

Architecture technologies provide the essential infrastructure within the architecture of a CPS. Various technologies such as component platforms, middleware systems, databases, web services, etc. open new ways to design architectures of CPS. The challenge is to select the right architecture e.g. with
regard to the determination of connectivity concepts or to the use of distributed computing capabilities.

Digital
Platforms

Digital Platforms are defined as multi-sided market gateways creating value
by enabling interactions between several groups of economic actors. The
basic roles behind services and products on a platform are the operator of
the platform, service providers and the users of the services and products.
Many platforms are available on the market. Each of them has a focus on a
specific domain or on functionalities. The use of platforms can enhance the
reach of services or advance system functionalities.

Interfaces

Interfaces play a key role when designing complex connected systems. Each
domain has own standard communication interfaces, during design of a system, as well as in operation of the system. It is essential to know current and
upcoming communication interfaces to build systems, which can be adapted
and enhanced in future.

Security
Technologies

In the field of security, several technologies and mechanisms are available.
The solutions range from embedded, hardware-based security mechanisms
up to large-scale, software-based protection methods for globally active entities. It is important to select proper technologies and mechanisms to apply
security by design from the beginning of the system concept.

© Platforms4CPS Consortium
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Safety
Mechanisms

Safety is highly relevant for implementing and operating a CPS. Several safety
mechanisms and tools are available for providing safe CPS solutions on different scales. This ranges from safety by design issues, to challenges which
come up in more advanced systems like autonomous cars.

The specific CPS technologies in the described building blocks have to be arranged according to the
particular requirements, eventually also using several technologies from one building block. Not all
described building blocks have to be necessarily addressed for the conceptualisation, design and deployment of a specific CPS solution. The needed technologies can be developed in-house or purchased
from suppliers on the market. A detailed description of the identified building block can be found in
Chapter 3, where examples of an application, a vendor or a technology are given.

2.3.2 Major aspects for CPS engineering & operation
The following aspects describe the major methodical approaches, properties and concepts which have
been identified by external experts as important for engineering or operating a CPS solution:

Figure 3 Major aspects for CPS engineering & operation [Source: own illustration]

Contrary to the CPS technology building blocks, these aspects do not represent technologies but comprise methods and concepts which help to design an appropriate CPS solution for a specific task in a
particular environment. All the major aspects described below are interdependent, i.e. changes in the
concept or of a method of an aspect lead to changes in other concepts or methods.
Methods
and tool
for engineering

There is a broad range of disciplines when it comes to engineering an application oriented CPS solution. The key challenge to address in the design
phase is the break of engineering silos towards interdisciplinary design along
the functionality of subsystems, e.g. the proposed key functions of a CPS.

Autonomy
and congition

Autonomy and cognition is a central topic especially in the light of the latest
advances in artificial intelligence research. Autonomy aims at the distribution
of decisions in a CPS, while different maturity levels can be observed in different verticals (e.g. autonomous driving). The cognition of a CPS or of its
subsystems addresses the sensory capabilities to perceive the environment
to base decisions on this information. The aspect is relevant when regarding
the autonomous interaction of CPS elements.
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Interoperability

Complex systems tend to include many different players during design, operation and assurance. The use of established standards and norms is mandatory to build the base for robust and dependable processes in the final
application.

Standards
& Norms

Standards are a very important aspect with regards to interoperability and
sustainability of solutions. Each vertical holds many different standards and
norms to reflect the requirements of the domain.

Real-time
capability

The capability of delivering information in the right time is a requirement to
be regarded during design. Especially when building safety-critical applications, real-time requirements play an important role. Other system levels of
larger scale CPS may have softer requirements for this aspect.

Data and
digital representation

Going hand in hand with interoperability and standards is the digital representation of the physical asset in a CPS. The knowledge about the capabilities
and history of an element of a CPS enables concepts like the composition of
functionality based on the hardware in use (e.g. “plug and produce” in the
manufacturing domain). The digital description of a physical application and
its components aligned to standards is another prerequisite for interoperable system elements.

Safety
Aspects

Safety aspects are relevant to current system design. The new aspect coming
up for CPS is the increased complexity. System states may not simply be
thought of in advance. Prevention strategies and safe testing processes are
required to assure the robust and dependable operation of CPS solution.

System of
Systems

A Cyber-Physical System of Systems consists of many, often spatially distributed, physical subsystems which tightly interact with and are controlled by
distributed and networked computing elements and human users, and they
exhibit the features of System of Systems. Complexity management and
functional encapsulation strategies are required.

Security
Aspects

Security regarding data and information is an aspect which gains importance
with rising digitization of physical systems. Methods to ensure a secure operation of an application are available, but must be integrated to early design
stages. Further the legal aspect in the secure operation of CPS becomes increasingly relevant in regards of responsibility and assurance.

A more detailed description of these major aspects can be found in Chapter 3, where examples, characteristics and areas of application are outlined.
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How CPS solutions could look like? – Some examples
In this section, some exemplary CPS solutions are outlined in order to show how specific technologies
and aspects have been implemented in a CPS product which fits to the necessary application requirements.

Figure 4 How CPS solutions could look like? [Source: own illustration]

Example of a CPS solution at device level in smart manufacturing
An example for a CPS solution for smart manufacturing at the device level is the Motion Terminal of
Festo. The Festo Motion Terminal is the world's first pneumatic valve, which is completely controlled
by using apps. The decentralised intelligence and software-based function implementation make this
automation component more flexible than "hardwired" components. With this new component, a
wide range of pneumatic motions can be executed in a flexible and adaptive production plant with a
single component instead of using several different traditional ones.

Figure 12 Festo Motion Terminal with technologies used to fulfil CPS key functions
[Source: own illustration with picture from Festo AG]
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The Festo Motion Terminal fulfils the key functions of a CPS in large areas. On communication level it
provides several interfaces which are required to connect to sensors and other systems on higher control layers. For the internal control of the pneumatic valves, the device is equipped with several sensors. The device is equipped with a computing core to execute different software apps, which result in
different physical behaviour. The element also executes PLC programs. On the actuation side, valve
functions can be performed to control the air flow on different ports of this device. Physically connected pneumatic cylinders can be controlled by this. In the sense of the definition for the “collaboration & coordination” function, this field is less implemented. Due to the application level of the device,
no coordinative task is performed by the device by default. The device can be configured via Ethernet
and is enabled for collaboration by other devices and control layers by an OPC UA interface.

Example of a CPS solution at device and platform level in smart health
The Smart Shoe from Hahn Schickard is an
example for a CPS solution for smart health
at devices level. Interesting features of this
“thinking” garment are:
-

Remote opening and closing for people with motor impairments

-

Energy supply directly from walking
with the help of energy harvesting

-

Automatic localization by motion
sensors and sensor fusion algorithms enables warning calls in case
of people with dementia

Figure 13 Smart Shoe as a “thinking garment”
[Source: Hahn Schickard]

Figure 14 “Smart Shoe Platform” as modular development platform [Source: Hahn Schickard]

The “Smart Shoe Platform” is a modular development platform from Hahn Schickard for energy autonomous mobile systems. The shoe platform serves as a base for new mobile applications with a
broad range of associated possibilities, not necessarily all yet implemented.
On communication level, the central microcontroller of the shoe connects to sensors, actuators, and
communicates wirelessly with smartphones, tablets, or smartwatches via Bluetooth / Bluetooth low
energy.
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Dependent on the application, the shoe can be equipped with different sensors connected via SPI-bus
or I²C, e.g.


Inertial sensors (accelerometers, gyroscopes) enabling to count steps and measure step distance, i.e. to determine the distance traveled or realize indoor-navigation



GPS module for navigation



Magnetic field sensor to determine north orientation



Biometric sensors for body temperature, blood pressure, oxygen saturation, and pulse

With respect to the specific application, the central microcontroller realizes data (pre)processing, data
storage, sensor fusion, drift compensation, derivation of vital parameters, etc.
On the actuation side, the shoe can feature a remote opening and closing mechanism, provide vibration feedback (to alert or for navigation), active air conditioning to regulate the shoe climate, etc.
The “collaboration & coordination” function is realised in the Smart Shoe environment with connected
tablet, smartphone, or smartwatch each having the possibility to connect via the internet to cloudbased platforms offering therapeutical, health, or fitness services. In addition, information can be further evaluated and exchanged among different shoes.

Example of a CPS related platform solution for various industry sectors
MindSphere from Siemens is an operating system for the Internet of Things (IoT) in an open cloud
platform, which can be used in various IoT application fields such as smart transportation (e.g. for fleet
management) or smart production (e.g. for optimising production processes). A wide range of assets
(machines, vehicles, etc.) can be securely connected via MindConnect to the MindSphere platform,
collecting sensor data which can be used for various analyses and services (e.g. for predictive maintenance services) via MindApps (Figure 15).

Figure 15 MindSphere - The cloud-based, open IoT operating system [Source: Siemens AG, 2017]

With the help of MindSphere, various CPS devices and systems can be connected (also including historian databases, enterprise resource planning (ERP), manufacturing execution system (MES) and supervisory control and data acquisition (SCADA) systems), thus contributing to an optimised collaboration
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and coordination at a systems-of-systems level. MindSphere’s open application interfaces include OPC
Unified Architecture (OPC UA) and are aligned to the principles of relevant industry security standards
(IEC 62443, ISO/IEC 27001). With Application Programming Interfaces (API) users can develop, deploy
and distribute their own CPS solutions and share them among the MindSphere community.22 Current
solutions comprise e.g.


Predictive maintenance,



Energy Data Management Services,



Resource optimization,



Online monitoring of globally distributed machines.

3 Detailed description of major aspects and building blocks
CPS technology building blocks
Architecture Technologies
Definition Architecture technologies provide an essential infrastructure (e.g. components platforms,
middleware systems, databases, web services) within the architecture(Vogel et al., 2009, p. 291).
Example An example of an architecture technology is the message-oriented-middleware (MOM) system. It realises asynchronous and distributed communications. Both client and server do not send or
receive requests, responses or other message types directly, but place them in message queues or
expect them from message queues. This means that clients do not block, but usually continue their
work immediately after sending a message. MOM systems are distinguished by reliable message transmission (toleration of temporary system resource failures, such as network or server), guaranteeing
the sequence of delivery and receipt of messages, automatic deletion of non-deliverable messages by
setting an expiration time, as well as automatic detection and handling of incorrectly duplicated messages(Vogel et al., 2009, pp. 294–295).
Another example of architecture technologies are databases. This technology is used to keep business
objects persistent: data is transferred from volatile memories (e.g. RAM) to persistent storage media
(e.g. hard disk) to securely store business data and save changes accordingly. Database requirements
include good performance and scalability, as many requests can be made simultaneously, as well as
high availability. Furthermore, easy access to data is necessary. A large database system provider is
Oracle23, whose systems are mainly used in large corporate databases. It offers a uniform user interface and functionality (from business area analysis to coding the entire software development process)
on all common operating systems. In addition, extensive security techniques such as parallel servers
and database replications are implemented in Oracle.
Characteristics To build up the architecture different requirements are to fulfil: on the sensing level,
the used architecture technologies must provide the acquirement of accurate and reliable data. In
addition, it must provide the infrastructure to send this information to the processing and actuation,
as well as the infrastructure for the storage and the analysis of the data. For the “communication” and

22
23

Link for up-to-date information: https://www.siemens.com/global/en/home/products/software/mindsphere.html
https://www.oracle.com/index.html.
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“collaboration & coordination” function, the architecture technologies must provide the use of protocols and the transfer representation of data, as well as enable feedback from cyber space to physical
space.
Area of Application Architecture Technologies are used to build the architecture of a CPS.

Computational Blocks
Definition A computation “is an operation that begins with some initial conditions and gives an output
which follows from a definite set of rules. The most common example are computations performed by
computers, in which the fixed set of rules may be the functions provided by a particular programming
language.”(ISO, 1993) Whereas a computer is “a functional unit that can perform substantial computations, including numerous arithmetic operations and logic operations without human intervention.”
(Mell & Grance, 2011, p. 3)
Example An example of such computational blocks is the use of infrastructures which is provided via
cloud and can be adapted as required. It is called infrastructure-as-a-service (IaaS) and means: “The
capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which
can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications;
and possibly limited control of select networking components (e.g. host firewalls).“ (Wolfram Alpha,
n.d.)
A specific provider is Azure IoT: it enables plants to outsource or extend their central processing power.
It enables its customers to flexibly adapt the central processing power, where it is only paid for the
consumed power – that means, that the customers have all advantages using a cloud-based infrastructure.24
Characteristics Depending on the specific CPS functionality, the building block has different tasks that
it is responsible for: While it is responsible for evaluating the input signal in the “sensing” function, it
is also responsible for the close-component control and the monitoring “actuation” function. For the
“processing” function it is responsible for calculations on different system levels – from embedded
level to cloud computing – enabling real-time responses. For “communication”, computation functionalities are required which are responsible for the proper communication. For “coordination & collaboration”, this building block enables the data transfer from the computational source to execution/response. In addition, this building block computes schedules for the coordination and collaboration.
Areas of Application This building block can be used in a wide range of applications: it is responsible
for extracting relevant information from the data within the CPS. The information serves as a basis for
data analysis and analytics. In addition, as the name suggests, this building block is responsible for all
computations within a CPS.

24

Global scalability, data analytics, platform scalability, openness (cf. (Profibus, 2018).
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Digital Platforms
Definition Digital Platforms are defined as “[…] multi-sided market gateways creating value by enabling
interactions between several groups of economic actors.”(European Commission, 2016, p. 10)
Example An exemplary platform is AXOOM, a technological platform to interconnect industrial equipment, to extract information, as well as to drive optimisation. Third party developers and manufacturing equipment providers can deploy apps for their customers in the AXOOM ecosystem. Its vision is to
provide services for manufacturing equipment for original equipment manufacturer to increase service
business.
Another exemplary platform is EVRYTHNG that connects smart products to the web providing realtime web-based applications. This platform works with multiple connectivity technologies from smart
tags to chips that have digitally identified by Active Digital Identity (ADI). EVRYTHNG adopts an open
authorisation protocol for connecting external applications to products.
Characteristics The characteristics of the digital platform aspects are differ between the key functions
of a CPS. While an important characteristic of sensing is the distribution of sensed information over
the platform, as well as the exploitation of information from the Internet, the actuation is the offering
of services that can be used to expand the functionalities of the actuator. Processing is characterized
using cloud services: e.g. data storage (Infrastructure-as-a-Service), additional computing capacity
(Platforms-as-a-Service) or software (Software-as-a-Service) can be used to reach a high degree of
scalability and range. In addition, data analysis leads to more exploitation possibilities. Ensuring communication between the application, e.g. to enable the exchange of information, the digital platform
uses APIs (application programming interfaces) under the aspect of (in)compatibility and interoperability. Coordination & Collaboration is characterised by interaction with other systems and data exchange via the digital platforms.
Areas of Application Digital Platforms combine digital technologies (e.g. IoT, big data and cloud, autonomous systems, AI and 3D printing. Furthermore, it enables an integration of converging digital
innovations into sectoral platforms and full solutions (European Commission, 2016)

Hardware
Definition Hardware is defined as a (1) “physical equipment used to process, store, or transmit computer programs or data” and (2) “all or part of the physical components of a […] system.”(ISO/IEC/ IEEE
42010, 2011, p. 159)
Example An example for hardware within a CPS is a sensor. There are many different sensors that can
be used. Making a choice, there are different tasks and conditions to consider: technological task, technological and environmental conditions, economic conditions as well as legal and safety conditions.
Three sensor types can be distinguished: the sensing sensor (binary sensor: e.g. proximity or pressure
sensor), measuring sensor (analogue sensor: e.g. slow or angle sensor) or active/passive sensor.
(Heinrich et al., 2017, pp. 58–59)
One of these sensors is the pressure sensor and pressure transmitter SPAU which is implemented in
the Festo Motion Terminal25. It enables both a freely configurable plug outlet direction and a freely

25

https://www.festo.com/vtem/de/cms/motion-terminal.htm
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configurable pressure outlet direction. The message for the status is given visually by a red/blue switchover. In the Festo Motion Terminal, these pressure sensors are located on the valve segments and
continuously exchange their data with the controller, which enables independent system evaluation
and decisions (Festo AG & Co KG, 2017)
Characteristics Characteristic for hardware is the physical stability of a component, a device or a system. In addition, several hardware components can be combined to form a new hardware component.
Areas of Application Hardware is used wherever physical components are required. It is used, for example, to assemble a machine or a device of a CPS to implement the functionalities in both the cyber
and the physical world.

Interfaces
Definition An interface is defined as (1) “a shared boundary between two functional units, defined by
various characteristics pertaining to the functions, physical signal exchanges, and other characteristics”
(ISO, 1993) and (2) as “a hardware or software component that connects two or more other components for the purpose of passing information from one to the other” (N.U., 2010, p. 183).
Example An interface that affects people directly and visibly is the human-machine-interface (HMI).
Describing the possibility of interaction between humans and machine, graphical user interfaces are
standards, whereas speech interfaces or gesture recognition are still less widespread. Especially as the
implementation of voice interfaces leads to difficulties due to the noise level within the production
environment. One of the most popular tools for creating a HMI is HTML (hypertext markup language)
in combination with CSS and JavaScript. The websites of the world-wide web are created using HTML
and JavaScript is used for the implementation of dynamic content. This HMI can be used, for example,
for systems that offer a browser to access e.g. digital platforms or cloud applications. (Wietzke, 2012,
pp. 169–172)
Characteristics The main characteristis for an interface is the interface description: this describes
which functions the interface provides and how they are used. In addition, the semantics of the individual functions are described in the contract.
Areas of Application Interfaces are used in many areas. They are implemented between programs for
data exchange (data interfaces), between physical systems (machine interfaces), between physical systems of computer technology (hardware interfaces), between programs themselves (software interfaces), between the components of a network (network interfaces) and between human and device
(user interfaces or HMI). (Becker, 2018, p. 299; Jerraya & Wolf, 2005; Wietzke, 2012)

Safety Mechanisms
Definition Safety mechanisms are technical tools or mechanisms for the implementation of safety aspects within the CPS.
Example An example of a protective device is the light curtain. Like other protective devices (e.g. emergency stop, safety mat, enabling switch), this hazard is prevented by interrupting all hazardous movements in good time as soon as operators exceed safe limits or approach dangerous points. The housings of the light curtains are often yellow, but there is no standard for the colouring. Light grids are
wide-meshed systems consisting of a few, usually three to four individual light beams arranged in parallel, i.e. consisting of transmitter and receiver modules, and generating a protective field like an area.
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These are used exclusively for body recognition. When setting safety distances, dangerous situations
must be ended before they can be reached. I.e. the machine must be faster than the human being.
Procedures, boundary conditions and the values of the dimensions required for calculation are specified in standard EN ISO 13855 (ISO 13855:2010, 2010; Neudörfer, 2017, pp. 422–423).
Another example of a safety mechanism is a safety instrumented system (SIS): in addition to being
used during machine operation, this system can also be used during maintenance or cleaning. It is a
“system composed of sensors, logic solvers, and final control elements for the purpose of taking the
process to a safe state when predetermined conditions are violated” (Cheddie, 2002, p. 210 nach
ANSI/ISA-84.01 standard).
Characteristics The main characteristic for this building block is that it maps the technologies needed
to implement the aspect of security to obtain a system fail-safe.
Areas of Application Safety Mechanisms are used wherever humans or the environment need to be
protected from hazards. As described in the example above, these protective devices can be used for
producing machines within the CPS to prevent the jamming or tearing off of body extremities. There
are also applications for safety mechanisms when transporting objects: if these are lifted, for example,
it must be ensured that in the event of a power failure, this object is not dropped resulting in damage
to a person, other objects or machines.

Security Mechanisms
Definition Security mechanisms “are technical tools and techniques that are used to implement security services. A mechanism might operate by itself, or with others, to provide a particular service” (IBM
Knowledge Center, 2018)
Example A common security mechanism is the use of digital certificates. These are specially issued files
or electronic documents that contain identifications and other information. Through the link of a public
key with a certain identity it confirms the identification of a person or entity to resources, transactions
or information. Digital certificates improve the way of authentication, in addition, it can be used to
sign documents digitally and check documents of their authenticity and integrity. (Idalino, Coelho, &
Martina, 2016, p. 730; Mahbooba & Schukat, 2017) Specific applications can be found for example
using network protocols, where certificates ensure the identification of servers by using TLS (Transport
Layer Security) or the identify verification on system logon when two computers connect to each other
and want to communicate confidentially (e.g. via VPN). The German Federal Office for Information
Security offers a checklist for service providers to check whether they meet the TLS requirements
(Bundesamt für Sicherheit in der Informationstechnik, 2017).
Characteristics Security mechanisms are characterized by the properties integrity (traceability of
changes), authenticity (confirmation of authenticity), confidentiality (limited group of recipients) and
access control (access restrictions). These properties are classified at four levels:
Table 1: Classification of Security Properties and Security Mechanisms
Security Level

Security Property

Security Mechanism

0

No security property

No security mechanism

1

Integrity

MAC

2

Integrity & Authenticity

MAC or Digital signature
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3

Integrity & Authentivcity & MAC or Digital signature & EnConfidentiality
cryption/Decryption
Source: based on (Koller & Weber, 2016, pp. 218–219)

If an object is assigned security level 0, no security properties are used. At security level 1 integrity is
offered to detect data manipulation. At security level 2, authenticity is added so that the origin of the
data and the communication partner can be verified in addition to the detection of data manipulation.
Confidentiality is included at the highest security level. Various security mechanisms are used to implement these security levels. Since no security features are used at security level 0, no security mechanisms are required here either. To ensure integrity (security level 1) a message authentication code
(MAC) can be implemented, for the second security level either a MAC or a digital signature. Encryption
is also added to security level 3.
Areas of Application Security mechanisms are used wherever data must be protected against unauthorized access and changes. This means that above all the communication and storage of data is protected using security mechanisms.

Software
Definition Software is defined as (1) “all or part of the programs, procedures, rules, and associated
documentation of an information processing system. ISO/IEC 2382-1:1993, Information technology —
Vocabulary — Part 1: Fundamental terms.01.01.08.”, (2) “computer programs, procedures, and possibly associated documentation and data pertaining to the operation of a computer system. IEEE Std
829-2008 IEEE Standard for Software and System Test Documentation.3.1.32.” and (3) “program or set
of programs used to run a computer. ISO/IEC 26514, Systems and software engineering — Requirements for designers and developers of user documentation.4.46”(ISO/IEC/ IEEE 42010, 2011, p. 329)
Example An example of software is software-as-a-service. This is software that is offered on a cloud
for a subscription fee. In addition to the software, the provider also provides the infrastructure for data
storage, data processing, computing power and middleware, among other things. In contrast to conventional software, the software belongs to the provider and, like the data, is in the data centre of the
provider.

Figure 16 Software properties (Source: N.U., 2011, p. 30)
Characteristics The properties of a software (cf. Figure 16) can be distinguished in two parts: on the
one hand, there are properties inherent in a software product and on the other hand, there are properties assigned to a software product. In addition, there is a classification within the inherent proper-
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ties: there are either functional properties (domain-specific26 - what is the software able to do) or quality properties (how well the software performs). Assigned properties, such as price and delivery date,
are not considered quality characteristics, since they can be changed without software changes.
Areas of Application Software is used in many places within a system. Usually there is an enterpriseresource-planning (ERP), which is a software solution in which companies plan their resources. Business applications and processes are mapped and stored and processed in an integrated database. Additionally, software can be found in almost every device of a CPS to process data.

Major Aspects for CPS engineering and operation
Autonomy & Cognition
Definition Autonomy refers to the ability of a system to reach goals independently or to reach them
with minimal human surveillance in complex and unpredictable environments (Neema, n.d.).Cognition
is defined as appropriation, storage processing and use of knowledge whereas knowledge is the accumulation of information focused on people. (Büscher et al., 2012; Matlin, 2012 cit. after Gram and
Biedermann, 2014, p. 37)
Example NXP offers various software products and development tools regarding CPS and IoT on a micro controller level. The tools provided range from classical development tools, up to more sophisticated programming environments which provide supplementary tools for application development
(graphical configuration, code generation, driver libs, and ready compiled code). Its visions are secure
connections and infrastructure for a smarter world, as well as advancing solutions that make life easier,
better and safer.
Characteristics There are different characteristics and tasks for the key functions of a CPS. Sensing is
characterised by the automated perception of the environment and the system, as well as the recording of relevant information to be able to generate new knowledge and behaviour. Within processing,
automated decision making is the main characteristic: previous decisions and their effects are evaluated and adapted reactions based on the existing knowledge are calculated and analysed. Past results
of the cognitive process are stored in a memory for later use. Actuation is the execution of the decision;
whereby autonomous changes are possible to react to changes of the environment. Autonomy and
cognition in communication are characterised by the fact that not all information is prioritised equally,
but that a distinction is made between relative importance. However, these priorities are automatically
adjusted and are not fixed. For the “collaboration and coordination” function, a main characteristic is
the planning, as cognitive operation to create a plan of actions between several components or systems. Furthermore, involved components must be coordinated during the process of decision-making,
as all components can be addressed and are not planned for other actions
Area of Application This aspect is important to consider as systems will be able to handle increasingly
intelligent work, including interacting with and continuously learning from their environment, and especially from people, using machine vision, motion sensors, image and voice recognition, and advanced new software. (Siemens, 2016) In addition, fixed production costs can be reduced through the
combination of cognitive capabilities of humans with the physical strength and efficiency of the robots/machines (Pichler et al., 2017). Furthermore breakdowns can be recognised by measuring and
processing of sensor data disturbances which provides a fast and flexible reaction through autonomous
control (Windt, Böse, & Philipp, 2008). Another possible area of application is in the quality control of
products. Based on the analysis and assessment of the system, decisions can be made as to whether a

26

Concerns generally with the transformation of input data to output data.
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failure of a product can be ignored, whether it needs to be re-sorted. At the same time, a warning can
be issued to the process. (Theuer, Gronau, & Lass, 2013)

Data & Digital Representation
Definition A digital representation is “a recording of an object using a finite set of symbols, endowed
with meaning by a process for encoding and decoding the symbols” (Jon Kleinberg, 2018).
Example The administration shell of the RAMI 4.0 is an example for the digital representation. It serves
as an interface between the worlds (physical <> cyber) and stores data throughout the life cycle of a
product. The administration shell must not only be contained within an automation device; it can also
be located on any computer within a cloud from which the request to the corresponding component
can then be answered.
Characteristics The sensing part of a CPs perceives the environment and records the information as
data. The processing part reads this data out using algorithms creating a real-world counterpart (digital
representation), e.g. simulation models. Based on the digital representation the actuation part executes the computed actions. Thereby the communication part is responsible for the exchange of data
requiring a semantic understanding of involved components. The coordination & collaboration part is
responsible for the representation of information in a unified data format for the components to ensure the coordination and the collaboration between components or systems.
Area of Application Digital Representations can be used for the identification of components or devices within a CPS. The stored data can be used to identify themselves and provide their functionalities,
such that they can be shared to other components or devices. Another application is to facilitate the
maintenance of components or devices by reading out and analysis of the life-cycle data.

Interoperability
Definition Interoperability means (1) “the ability of two or more systems or components to exchange
information and to use the information that has been exchanged” (N.U., 2010, p. 186) and (2) “the
capability to communicate, execute programs, and transfer data among various functional units in a
manner that requires the user to have little or no knowledge of the unique characteristics of those
units” (ISO, 1993).
Example An organisation that is committed to interoperability is the Industrial Internet Consortium,
which is a global, member-supported organisation using common architectures, interoperability and
open standards to deliver transformational business and societal outcomes across industries and public infrastructure. Its visions/objectives include the definition and development of reference architectures and frameworks which are necessary for interoperability, to influence the global development
standards process for internet and industrial systems, as well as to facilitate open forums to share and
exchange real-world ideas, practices, lessons and insights. Together with Plattform Industrie 4.0, the
Industrial Internet Consortium has published a whitepaper. This whitepaper is named “Architecture
Alignment and Interoperability” and details the mapping and alignment between the leading industrial
internet of things reference architecture models – IIRA (Industrial Internet Reference Architecture) and
RAMI 4.0 (Reference Architecture Model for Industrie 4.0). (Industrial Internet Consortium, 2018; Lin
et al., 2017)
Characteristics Interoperability is characterised by occurrence at various levels which enables rapid
access, transparency, availability and reliability of the system. The first level is the organisational level
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which enables cross-system processes. So far, there are only few standards, such as as B2MML and
PackML. The second level is the syntactic level. On this level information units in data are recognised
using communication interfaces and protocols (e.g. XML and CSV) for the data exchange. The third
level is the semantic level which is responsible for a common understanding and interpretation of the
recognised data. Nomenclatures, value tables and taxonomies (e.g. OPS, ATC and OPC UA) are tools
which were used here. The fourth level is the technical and structural level which is responsible for the
exchange of data streams between two systems using bus systems and protocols (e.g. CAN, USB and
TCP/IP). (Alcaraz & Lopez, 2017; Diedrich et al., 2017; Geisberger, Broy, Cengarle, Keil, & Niehaus,
2012; Givehchi, Landsdorf, Simoens, & Colombo, 2017)
The different levels can be assigned to the various key functions of a CPS: the data acquisition in the
“sensing” part and forwarding the data to the “processing” part of the CPS is assigned to the organisational level. The incoming data of the sensor must be recognised within the processing unit. In addition,
the supplied data must be understood and interpreted in a common way. This is assigned to the syntactic as well as the semantic level. Likewise, actuation is also assigned to the semantic level: information must be understood to execute the required action. The “communication” part is assigned to
the organisation level, the syntactic level as well as the technical/structural level: data must be exchanged between the components/systems. In addition, the information of the exchanged data must
be interpreted in a common understanding. The “collaboration & coordination” function, is assigned
to the organisation level as well as the technical/structural level: data does not only need to be interpreted in the same way, but the hardware must be compatible.
Area of Application Interoperability is applied in many different areas. Companies often use production units of different manufacturers within one manufacturing process. In addition, there is cooperation within single and between different applications within a CPS which can lead to expandability and
application integration of CPS and a conversion between data formats and services. All these applications require the definition and design of basic infrastructures (cross-domain and generic) and communication platforms with corresponding protocols and basic functions/services, as well as the inclusion of the aspect from the engineering onwards.(Geisberger et al., 2012)

Methods & Tools for Engineering
Definition A Method “is an approach to perform a systems development project, based on a specific
way of thinking, consisting of directions and rules, structured in a systematic way in development activities with corresponding development products.” (Brinkkemper, 1996) A Tool “is a possibly automated means to support a part of a development process” (Brinkkemper, 1996)
Example A tool which could be used is CODESYS. It is a software development platform for industrial
automation applications and is compliant to IEC 61131. The framework covers over 250 different hardware platforms from different PLC vendors. Its vision is a provision of a software stack for industrial
automation applications.
Characteristics Characteristic for the methods and tools is the consideration of different aspects as
timescale, costs, benefit, depth, breath, reach and the engagement level of the CPS. In addition, there
is the ability to obtain many different results through different implementations (Tapkire, Gurule,
Singh, & Gavali, 2016).
Area of Application One application is the specification of the procedure of the implementation and
during the life-cycle (e.g. considering interactions between different components and humans). Digital
models of the CPS can be designed before the realisation to check the architecture and required functionalities.
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Safety Aspects
Definition Safety is “the expectation that a system does not, under defined conditions, lead to a state
in which human life, health, property, or the environment is endangered” (N.U., 2011, p. 317)
Example A specific example to implement safety is offered by PROFIBUS and PROFINET International.
They offer with PROFIsafe (Profibus, 2018) a technology which is independent of the communication
method and provides cost-effective and flexible functional safety. It is developed to reduce the probability of transmission errors.
Characteristics Various safety aspects are important for all CPS key functions. The recognition of the
environment is an important safety aspect for “sensing”, e.g. humans working on machines using different safety mechanisms. The characteristic required for “processing” is the fast reaction if the sensor
recognises a danger for a human or the environment, to process the right decision and send these
instructions to the “actuation (physical manipulation)” part (e.g. to stop the execution). For a safe
“communication” function, the real-time capability is key to ensure a fail-safe communication as well
to avoid falsifications through physical or software disruptions. A safety critical aspect for the “coordination & collaboration” function is the relieable transfer of the system to a safe position in case of
adverse environmental conditions is (e. g. interference, faulty information transmission) (Damm et al.,
2010, p. 87).
Area of Application The areas of application comprise the entire lifecycle of the aspect. E.g. as an
aspect for the operator protection or to protect the environment for manually operated machines
using light curtains or safety fences. In addition, the environmental conditions must be considered to
ensure a safe operation of a CPS. These circumstances include for example the risk of floods, earthquakes or fire.

Security Aspects
Definition Security is (1) “the protection of system items from accidental or malicious access, use,
modification, destruction, or disclosure”27, (2) “protection of information and data so that unauthorized persons or systems cannot read or modify them and authorized persons or systems are not denied
access to them”28, and (3) “all aspects related to defining, achieving, and maintaining confidentiality,
integrity, availability, non-repudiation, accountability, authenticity, and reliability of a system” (N.U.,
2011, pp. 320–321)
Example An application to ensure security within its CPS is Trusted Apps for open CPS (TAPPS). This
EU-funded project provides an open platform for CPS applications addressing as solution all necessary
layers (hardware/software/marketplaces) to ensure security and full real-time support for the apps.
Characteristics The characteristics of a secure system are confidentiality (only authorized access to
data and information), integrity (no unauthorized and unnoticed data manipulation), availability (functional state at the time of access), authenticity (authenticity and credibility of an object), accountability
(unambiguous assignment of action to actor) and privacy (Minimal data collection and storage of users). (Streitberger & Ruppel, 2009)

27
28

ISO/IEC 15026:1998, Information technology — System and software integrity levels.3.15.
ISO/IEC 12207:2008 (IEEE Std 12207-2008), Systems and software engineering — Software life cycle processes.4.39.
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Area of Application An important application is system protection against cyber-attacks or unintentional errors (external impacts) during the entire lifecycle of a system or a component. These attacks
can be data manipulation, resulting in incorrect products or a safety gap of people and the environment next to the CPS. During a cyber-attack, sensitive data can also be read out to obtain information
and to damage the company, steal customer data or construction plans. However, it is not only data
security that is important, physical protection must also be considered: there is no point in protecting
the data from cyber-attacks if it is possible to gain unauthorized access to the data centre in which the
data is stored and can be read out there.

Real-time capability
Definition Real-time requires tasks to be completed within deadlines (instantaneously). A task recognizes the status of the system each time it is called, performs certain calculations and, if necessary,
sends commands to change or display the status of the system.(Shin & Ramanathan, 1994, p. 6)
Example An exemplary supplier of real-time cameras for industry is Basler29, a global provider of industrial cameras. In addition, with the right software it enables the detection of bad products on a
conveyor-belt in the time they are being transported.
Another example for real-time capability is the Festo motion terminal30. The Motion Terminal input
module processes data from external sensors in real time and thus enables fast control for system
solutions.
Characteristics The deadlines of the tasks executed by the real-time capability are divided into different classes: hard, firm or soft. The classification of the tasks depends on the respective application.
In the case of a hard classification, failure to meet the deadline can lead to a catastrophe (e.g. periodic
tasks). Tasks classified as firm (e.g. non-periodic tasks (transactions in the database system)) have less
serious consequences. Deadlines that are neither hard nor firm are assigned to the category soft. After
expiration of the deadline, the benefit of the task decreases. (Ben-Ari, 2006, p. 288; Shin &
Ramanathan, 1994, p. 8)
Area of Application It is possible to use cameras with real-time capabilities in conveyor-belt production
to ensure quality – bad parts can be recognized and they can be rejected via pneumatic valves, robots
or humans instantaneously. Another application is communication within the CPS. Interaction with the
physical environment must ensure that no dangerous situations arise for it.

System of Systems
Definition A Cyber-Physical System of Systems “[(CPSoS)] […] consists of many, often spatially distributed, physical subsystems which tightly interact with and are controlled by a large number of distributed and networked computing elements and human users, and they exhibit the features of System of
Systems (SoS)” (Begeer et al., 2016, p. 89)
Example As an example to extend its CPS to a CPSoS PREDIX is presented: Providing various features
and modules for industrial automation, PREDIX is an industrial internet of things platform. The range
of this platform covers edge analytical capabilities up to kind of an app store for industrial applications.

29
30

https://www.baslerweb.com/de/
https://www.festo.com/vtem/de/cms/10054.htm
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The vision is to build an ecosystem for equipment operators, as well as for application developers in
the industrial sector.
Characteristics Characteristically CPSoS have operational and managerial independence of subsystems, as well as a geographical distribution and a continuous evolution. In addition, CPSoS demonstrate an emergent behaviour resulted of a frequently and dynamically reconfiguration of the system.
(Begeer et al., 2016, pp. 89–98; Maier, 1998)
Area of Application The main application is the connection of the subsystems to offer new possibilities
and potentials regarding flexibility, adaptability, reliability and the quality of products and services.(Begeer et al., 2016, pp. 89–98)

Standards & Norms
Definition A standard is (1) “a set of mandatory requirements established by consensus and maintained by a recognized body to prescribe a disciplined uniform approach or specify a product, that is,
mandatory conventions and practices” (ISO/IEC/ IEEE 42010, 2011, p. 343) and (2) “a document that
provides, for common and repeated use, rules, guidelines or characteristics for activities or their results, aimed at the achievement of the optimum degree of order in a given context” (Project
Management Institute, 2008, p. 450).
Example An example of an institution which publishes standards is the International Organization for
Standardisation (ISO). ISO is an international organisation based in Geneva (Switzerland) with 161
members31. Ensuring quality, safety and efficiency ISO published 22.076 (Version: 03/04/2018) international standards which ensures quality, safety and efficiency, as well as facilitate international trade.
(ISO, 2018) A specific standard published by ISO which could be considered when developing CPS is
ISO/IEC/IEEE 42010: Systems and software engineering – Architecture description. It specifies the way
architecture descriptions of systems are organised and expressed and, in addition, a chapter with applying terms and definitions can be found. (ISO/IEC/ IEEE 42010, 2011, p. 1)
An explicit example of a standard that has become established for communication protocols in industry
4.0 is the OPC UA, which is an IEC standard (IEC 62541). Its architecture is platform independent and
service-oriented which facilitates the communication between various types of systems and devices
(Kozar & Kadera, 2016; Terzimehic et al., 2017). OPC UA offers solutions for a wide range of requirements of Industry 4.0: platform independence makes the communication technology independent of
manufacturer, industry, operating system and programming language. In addition, it is scalable and
can be used from an embedded device to cloud applications. Using amongst others certificates,
user/password for authorization and encrypted transmissions, it ensures transmission security. Furthermore, OPC UA offers the possibility to create device and capability descriptions in the form of
information models. (Fraunhofer-Anwendungszentrum et al., 2017, p. 7; OPC Foundations, 2013, p. 5)
Characteristics Common standards and norms increase compatibility within and between systems and
their components. The functionality increases and ensures consumer safety. Furthermore, the product
development is facilitated and the time to market is shortened.
Areas of Application Standards and norms are applied in many areas of manufacturing: it starts, as
described above, with standards for the engineering of systems, regulation for screw sizes which are
used within a plant or communication protocols.

31

Only one member per country.
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4 Conclusions
With this document at hand, the Platforms4CPS consortium provides the European CPS community,
and in particular interested CPS newcomers and SMEs, with a repository of CPS building blocks, which
is valid for the various contexts and sectors, hierarchy levels and life cycles of CPS engineering. As the
conceptualisation, design and deployment of a specific CPS solution strongly depends on the particular
applications requirements, the repository has been structured as a “CPS Compass”, a kind of “easy-touse” guide which provides a “step-by-step” approach for designing application-oriented CPS solutions.
To facilitate the broad use and uptake of the Platforms4CPS repository within the CPS community, the
consortium will have to broadly disseminate the repository and the respective CPS Compass. In that
context, Platforms4CPS made this document on-line available via the Platforms4CPS website
(https://www.platforms4cps.eu) as well as the PlatForum (https://platforum.proj.kth.se).

Figure 17 PlatForum welcome site [Source: Platforms4CPS]

The PlatForum provides the opportunity to interact and communicate with the European CPS community. For that reason, as a next step an interactive repository is planned, where the community can
click on / zoom into the various elements of the “CPS Compass” and the repository with major aspects
and building blocks of CPS (Figure 18). As the discussions with the external experts in the repository
development phase have shown, there is still enough space for discussion and refinement of the identified CPS technology blocks and major aspects for CPS engineering and operation. Thus, the PlatForum
could be an ideal place for these discussions and for exchanging good practices and user experiences.
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Figure 18 Illustration of an interactive repository on PlatForum [Source: own illustration]
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Appendix A – Application scenarios for industry sectors
In the following, specific application scenarios for industry sectors (manufacturing, energy, transportation, health) are described, based on the generic principles for CPS scenario building, described in
Section 2.2: (A) horizontal interconnectedness, (B) vertical interconnectedness, (C) increased level of
servitisation and (D) specific functionality in a sparsely interconnected and poorly digitized environment.

Smart Manufacturing
Manufacturing industry is one of the pillars of the European economy. Not surprisingly, digitization in
manufacturing is a core topic in research agendas and in industry. The manufacturing sector is a traditional sector with a broad variety of individual challenges. Regarding CPS platforms, even different
disciplines within production have varying requirements. The triangle of “cost, quality and deployment” is a basic requirement of the producing industry. The scenarios address these requirements on
different levels and specify the understanding of the CPS platform environment.

Manufacturing Scenario A: Horizontal integration
Value networks are complex systems with many dependencies, which are hard to grasp for single persons or companies in such a network. Decisions in this environment are based on heterogenous data
sources from different partners in the network. In future value creation networks, the entities will
share relevant information to optimize the overall system with respect to cost savings, increase of
robustness and availability of resources. Operators of factories will be supported in decision making
on operational questions regarding their suppliers and customers. Automated decisions, decision support and encapsulation of complexity are key to enabling digitization. However, security and privacy
issues are solved to equally involve partners in the value network.
Customer and users: operations managers, plant managers, responsible persons in supply chain management, operative employees in production and operations management.
Societal/Human: The human will be in the loop for final decision making in different degrees. Decision
makers will be highly included for strategic decisions (like investments for new facilities) and excluded
for “standard” decisions on a regular base (like inventory refill by automated buying decisions). The
human gets support regarding complex systems to make better decisions about sourcing of material
or deployment strategies. Information systems support the aggregation of information for the worker
(operator assistance systems).
Processes: Business processes are optimized based on near real-time and real-time information from
supply chain processes and the status of network partners. Information about processes and equipment are transparent to the operator of a factory. Negotiations between partners about sourcing/deployment are partially or fully automated.
Information: Anonymous information is available to partners in the value network, while partners can
be operators of plants or platforms. Systems will use data from processes to predict performance. Data
based models for predications of demands and capacity will be shared amongst participants in the
network. A large amount of data is processed to get to decisions (including equipment status up to
companies in the value network).
Technology: Online information about processes in the supply chain. Therefore, interfaces are defined
for equipment, technological and organizational processes, as well as for communication between entities in the value network are defined. Heterogenous systems of value chain partners interoperate.
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Manufacturing Scenario B: Vertical interconnectedness
Within the digital factory systems from the business side and technological processes are enabled for
open communication. Flexible and adaptive value streams within the factory enable production to fulfill tasks more cost efficiently and keep the ability to supply goods on a healthy level. System elements,
from field device to value stream, are vertically interconnected and provide a sum of (micro)-services
and functions, which can be orchestrated by superordinate steering instances on each level of the
factory. Thus, interoperability, open interfaces and architectures, as well as functional description
frameworks are required to harmonize the services provided.
Customers and users: Shop floor personnel, factory managers/operators, domain specific
Societal: Humans in an orchestrating role regarding value streams. Humans are supported by autonomous systems.
Process: Processes are highly aligned to tactical and operative objectives. Tasks like production planning, shop floor management and asset maintenance are supported by online information.
Information: Information about current production and equipment status is available. Information
about capabilities of entities is available.
Technology: Interfaces for inner company tasks are defined for any specific entity (machine/process
data, business data, planning data). Autonomy of equipment is required to increase reactivity and robustness of the factory system, while maintaining safety.

Manufacturing Scenario C: Servitization
Services for manufacturing or even manufacturing as a service are in focus of the scenario. New business models along the value chain of a product are enabled. For instance, equipment is not bought
with a single investment, but paid for via pay per use ranging from subsystems up to whole factories.
This requires availability and accessibility to information for the service provider. Platforms are available to enhance physical assets by services or entirely servitize the output of physical equipment for the
customer. Understanding of physical assets over the lifetime is required from component to process
level to enable economic services. Trust in capabilities of service providers and security are key requirements to enable services in this context.
Customers and users: Factory managers/operators, trading agents, responsible persons for sourcing,
machinery builders, service providers, data and service specialists
Societal: Humans in a factory are involved in the basic operation of machines, while the service providers will focus on productivity and maintenance of the machines.
Process: Cost reduction for the operator of machines. Renewal of contracts is required as well as the
understanding of “performing business”.
Information: Accessibility of information is given for both, service provider and factory operator. Autonomous evaluation and processing of information, like aggregation or scoring, is the base for services.
Technology: Platforms for the operation of assets from different vendors are available. The platforms
enable multiple parties in offering maintenance services or operational optimization services.

Manufacturing Scenario D: Specific functionality with limited interconnectedness in a poorly digitized
environment
The scenario takes a bottom-up view to the integration of function-oriented CPS, which can be found
for instance in SMEs. Large systems for horizontal or vertical integration are not required in the first
place. More in focus are basic functionalities for controlling physical processes on device or sub-system
level of machines. Retrofit and decentral aspects require high degree of autonomy of the CPS in this
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scenario. Further the relevance of engineering in regard to prospective system integration, which is
not necessarily seen in the situation the function is implemented. The readiness for integration of the
devices has to be foreseen, at least for basic communication standards to enable subsequent integration.
Customers and users: System integrators, machine operators, SMEs
Societal: Humans are highly involved in manufacturing. Systems are used for basic visualization for
human operators.
Process: Low level of digitization. Many manual processes on business and manufacturing side
Information: Information is often only available in limited scope (locally in CPS application), but interfaces are standardized for prospective integration scenarios. Sensing information is required and locally aggregated and used for autonomous decision making and control.
Technology: Smart function integration is a key for implementation. Interfaces are available.

Smart Energy
The energy system will become less and less centralized, consisting of many distributed consumers
and producers and therefore distributed energy resources (DER). Due to this decentralization, the communication infrastructure must be adapted, enhanced and deployed in order to receive proper and
up-to-date information about the current demand as well as the generation. Based on this data, more
precise predictions can be achieved, which help to organize the system of systems in the energy domain. Furthermore, the local energy management systems must be extended with computational
power and intelligence to support the decentral organization of the smart grid.

Energy Scenario A: Horizontal Interconnectedness
Virtual power plants (VPP) are an example of horizontal interconnectedness, in which energy generation units of different type and size are interconnected using standardized communication protocols
to act like a single big power plant in order to provide a stable and continuous energy. The connected
appliances or installations have to meet certain requirements, e.g. conform to the VHPready standard.
To balance these kinds of plants, not only generation units, but also storage and consumption entities
are required to balance the input and output according to the current demand.
Societal/Human: Users can benefit from connecting the available DER to a central stakeholder as an
alternative source of income for the feed-in tariff. VPP operators can use the connected appliances to
support the stability of the whole grid, due to control capabilities of each participating entity.
Process: Processes and utilization are optimized based on the operators’ view. Whereas also other
optimization strategies are feasible. Information about processes and equipment are transparent to
the operator as well as the owner of DER due to billing purposes. Negotiations, management and control between VPP and DER can be partially or fully automated.
Information: Data can be processed in the VPP Backend. Systems will use data also from other sources
to predict generation and demand.
Technology: Local energy management systems or gateways.

Energy Scenario B: Vertical Interconnectedness
The vertical interconnectedness in the energy domain can be represented by (local) energy management systems (EMS) which operate, monitor and control, e.g. single buildings or even blocks of buildings – in the field layer different sensor values are collected from several devices and actuators can be
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controlled. These devices, like simple powermeters or heat pumps are connected to an energy management system as a central controller. Communication protocols and standards like Modbus, KNX,
M-Bus, OPC, OBIX as well as proprietary solutions like Apple HomeKit are used in this domain. On top
of simple monitoring and control higher value applications and services can be implemented to allow
for more accurate predictions, to implement complex rules to support home automation or energy
efficiency. These services heavily rely on proper data, adequate models and representations to predict
feasible own offerings and demands which are the basis to provide capabilities and services such as
load shifting or demand side management.
Societal/Human: Buildings operate autonomously in order to be energy efficient and/or convenient.
These buildings can contribute to environmental challenges.
Process: Processes and utilization can be adapted to customer demand and preferences. Energy related services can be offered to external stakeholders. High quality predictions can help to increase
the overall efficiency.
Information: Data can be processed in the local EMS or e.g. by using cloud-based solutions for computational intense tasks.
Technology: EMS, Building Management and Control Systems.

Energy Scenario C: Increased Level of Servitisation
The increased level of servitisation can be seen as a result of the digitization process. In the industry
and production domain a shift to selling production capabilities or operational times instead of products or machinery can be observed – here terms like “power by the hour” (this is actually a Rolls-Royce
registered trademark) or production as a service apply. In this context of the energy domain pay per
use models, where the customer only gets charged for the actual consumption, are quite common.
Quite new is the factor that appliances or equipment, available at the local sites are used to enable
novel services. In this context small, local storage systems can be combined to a so-called swarm battery. The resulting virtual large-scale battery can be used to act as an entity on the energy market or
to share energy among participants. In this case technologies supporting communication, remote control and accountability are required to support appropriate billing depending on the contribution of
the single appliances.

Energy Scenario D: Specific functionality with limited interconnectedness in a lowly digitized environment
As a fallback to the interconnected services the autonomous operation can be highlighted as an extension to Scenario B. In case the local appliances cannot be connected to external stakeholders the available resources will be used to maintain the required operation locally or with in a limited area. These
Micro Grid scenarios can be mapped very well at the neighborhood level. Each building, as a local node
in the Micro Grid, offers its services locally in the form of demand response, load shifting, storage
capacity, and generation. Due to the local character on the level of e.g. an urban district, this also
enables the transfer of further resources such as heat or cooling capabilities. This illustrates the idea
of scalability by interconnecting smart energy efficient buildings, which can operate autonomously as
a fallback, to a smart micro grid or a smart neighborhood to share and trade available resources.
Aspects on societal/human, processes, information and technologies for scenarios C and D are quite
similar to the above scenarios. See above.
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Smart Transportation
Building blocks for smart transportation shall allow the designer of a smart transportation system to
make use of existing, pre-designed parts of the system in the design of their system. We provide various scenarios at different levels of the system.
Transportation Scenario A: Supplier independence in automotive/plane design (vertical)
Consider the scenario where an automotive or aeronautics OEM wants to design a car/plane. While
the OEM designs the entire system, subsystems are delegated to suppliers. For instance, the brake
mechanism or the movement of a flap. Such subsystems have many commonalities from one car/plane
to another, and are therefore good candidates for building blocks.
Such a subsystem is a CPS because it includes the development of both mechanical parts (e.g., screw
jack to move the flap, linear variable differential transformer to measure the opening of the screw) as
well as the software controlling these parts (e.g., for the deployment of a flap: the voting system for
input values coming from sensors, the “freshness” monitor).
Furthermore, it is worthwhile providing such subsystems as building blocks since it allows the OEM to
make abstraction of this part in a “standardized” manner: having a generic description of, say a “brake
system” building block or an “flap control” building block would allow them to be independent of the
supplier by:
 Allowing to switch from one supplier to another more easily,
 Making the tendering phase definition faster,
 Making the design of the system faster by having a set of building blocks available.
From the OEM perspective, such building blocks are essentially characterized by their requirements,
defining the purpose that the building block shall fulfill.
Societal/Human: OEM System Engineers, OEM Purchase department, Supplier Sales department
Process: Interactions between OEM and suppliers are simplified and made more formal. Possible partial automation (automatic search in a “market place” for building blocks).
Information: Data at the interface of building blocks carries requirements in a more formalized (or at
least standardized) manner.
Technology: Interface shall be technology-independent when it does not matter (the OEM does not
need to know the technology implementation details of the supplier, which can contain supplier intellectual property), and technology-exposing when it matters (a building block might be dependent on
a specific technology used at the higher level, e.g. communication protocol). The FMI standard should
play a key technological role here.

Transportation Scenario B: OEM independence in automotive/plane design (vertical)
Consider the same scenario as scenario A but from a supplier’s perspective. Having their product specified as a building block provides a risk since OEMs can change suppliers more easily. However, it also
is an opportunity, since the market of suppliers is extended to all potential OEMs following the building
blocks principle: a supplier, who used to work with only one OEM, can now work more easily with
other OEMs and thus extend their set of customers.
It also allows cost saving, particularly in domains where certification plays an essential role like avionics. For instance, the building block for a safety-critical subsystem (like flap control) could contain not
only the software, but also the certification artifacts (e.g., software development plan), the verification
artifacts (e.g., test reports) as well as the traces between the design and these artifacts.
Of course, such a building block can generally not be reused “as-is” but needs to be parametrizable:
for instance, the screw controlling a flap has most probably different lengths from one plane to another. Even more complex, a block can itself refer to other building blocks of lower or higher level. For
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instance, even if the architecture of the control of a flap can be very similar from one plane to another,
the control laws governing it depend in an essential manner on the shape of the entire plane.
Societal/Human: Supplier Sales department, supplier engineering (to factorize effort among various
designs).
Process: Interactions between sales and engineering are simplified and made more formal, since the
same “language” is used among projects.
Information: Data shall carry more information than just the requirements: as mentioned, verification,
certification or traceability artefacts can be delivered additionally.
Technology: The supplier, depending on the OEM needs, can expose relevant technology information.

Transportation Scenario C: Inter-vehicle communication (horizontal).
The two previous scenarios deal with building blocks at design time. Building blocks can however be
considered at runtime as well. Consider inter-vehicle communication as an enabler for smart mobility:
the considered CPS is not anymore one vehicle but an assembly thereof; every vehicle becomes a
building block of this assembly. Every vehicle must provide not only its location, communication protocol and, say, target destination (information), but on its pose, its geometry, its kinematics (physics).
This scenario thus also considers the vehicle as a CPS building block.
The “openness” of this scenario highlights the need for security considerations: building blocks shall
be interoperable but not leak too much information. In particular, considering the safety-critical aspect
of mobility, the high interaction between security and safety shall be considered. This highlights the
needs as well in terms of certification: the building blocks shall probably allow “on-the-fly” certification
of the assembly of vehicles or of each of its components. This entails further that the building blocks
shall communicate information, which is usually to be provided only at design time, e.g., requirements,
usage limits, verification artefacts.
Societal/Human: Law makers, standardization authorities, OEM representatives, infrastructure actors
(public as well as private).
Process: Easier integration of new players (since the requirements on vehicles are standardized as
building blocks), new process for existing players (comes with the new model: there was of course no
need to align with authorities when there was no inter-vehicle communication).
Information: Information at both, the cyber- as well as physical- level, shall be provided. Only relevant
information on pose, location, target destination, available sensors, etc. shall be communicated for
connectivity and security reasons, following well-known basics of security (encryption, etc.).
Technology: Key technologies here shall be 5G for inter-vehicle communication and data fusion for
interpretation of all the data provided by the various vehicles.

Smart Health
The main challenge in the field of health systems is to provide a cost effective and good level of care
to a growing population. This is thus a growth and quality challenge where a building block approach
can enable both this growth and the insertion of new technologies (such as image guided interventions, bio-sensing, regenerative medicine and low-power electronics) to increase the quality of the
provided care. CPS will improve personalized delivery of healthcare and will smarten existing
healthcare.
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Health Scenario A: Patient-oriented healthcare systems (vertical interconnectedness)
Healthcare is today based on standardised costs for predefined treatments. The trend is towards outcome based healthcare which will permit faster disorder and treatment prediction. This involves CPS
to make the link between the healthcare system (with diagnosis centers) and the patient status. The
building block approach permits an easier integration of new technologies in this rapidly evolving
healthcare system.
Societal/Human: The care system must target in priority the optimal value for patients. Everything will
be organised to be more specialized to the specific disease.
Process: In order to improve cost effectiveness, the system (including the reimbursement schemes)
will give emphasis to prevention, early detection and early treatment and thus have to be fast and
secure.
Information: Information will be based on holistic health care including the health situation of the
patient and will utilise the whole medical knowledge for diagnosis and treatments.
Technology: CPS technology will permit to optimise the healthcare workflow, the diagnostic imaging,
the tracking of given cares, enable preventive maintenance and generation of requirements and test
cases.

Health Scenario B: Healthcare in homes and daily life (horizontal Interconnectedness)
Healthcare will now occur anywhere in people’s life, especially in their home. Only the treatments
which need large equipment or specialised personnel will be performed in hospitals. This requires CPS
for less intrusive monitoring and connection with care centers or practitioners. The building block approach permits to easily make use of new smart sensing technologies.
Societal/Human: Mobile healthcare systems will permit to realise some treatments at patient homes,
to perform easier prevention and monitoring. Cares will thus be lighter and will less disturb the patient’s life.
Process: Monitoring and alert systems will improve prevention thanks to precise and in time analysis
and in any places. Medical personnel will be able to identify health issues before the patient notices
anything by himself.
Information: Smart sensors provide smart information since they can be externally or even internally
(inside the body) operated: Information is delivered in real-time and with accuracy. A challenge is to
correctly address the question of data format in a context of equipment of different generations, devices using different protocols.
Technology: Technology challenges for CPS include the utilization of more accurate biomedical models
including medical history of patients, the capability to perform run-time analysis with reasoning features, long term monitoring to securely initiate potentially necessary alerts, communication means for
an efficient collaboration between patient and practitioner.

Health Scenario C: People involved in the management of their health (increased level of servitisation)
With new digital health systems people can manage their health by themselves with precision and
rapidity. Thanks to digital health platforms, health monitoring wearables, mobile applications and
online service they are able to be instantly aware of their health status. CPS bring the capability for
people to have information on their body and check it by comparison with norms or performance objectives (for sport, etc.). A building block approach permits to enhance the services associated to that
activity.
Societal/Human: Motivated people can take initiative to check their health, control their weight, their
cardiac rhythm, etc. and choose their preferred applications and services to take benefit of it.
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Process: Smart dedicated algorithms can be made available through applications. Specialized marketplaces permit data analytics with sharing of data sources.
Information: Storing long-term health data of the person permit to identify new occurring disease or
disorder at the earliest point in time and thus increase the efficiency of proposed treatment.
Technology: The set of required CPS technologies includes devices or systems for securing individual
health-related information (ownership, storage, data sharing and anonymization for data analytics),
devices or systems for efficiently utilizing/extracting/sharing new knowledge. In this context, blockchain and similar technologies are currently intensely discussed.
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Appendix B – External experts contributing to the repository
The repository – as shown in this document – is based on the expertise, which has been provided by
external experts in bilateral meetings and personal interviews, in the endorsement workshop on 22nd
February 2018 in Munich and in written feedback to the prefinal version of this document. We specifically thank following external experts which contributed with their valuable input:

Name

Institution

Role

Chris Decubber

European Factories of the Future
Research Association (EFFRA)

Interview partner

Dr. Volker Nestle

Trumpf GmbH & Co. KG

Interview partner

Dr. Günter Hörcher

Fraunhofer-Institut für Produktionstechnik und Automatisierung (IPA)

Interview partner

Stefan Saller

Festo AG & Co. KG

Interview partner

Johannes Hoos

Festo AG & Co. KG

Interview partner

Dr. Holger Steltner

Festo AG & Co. KG

Interview partner

Prof. Dr. Martin Törngren

KTH

Interview partner

Prof. Dr. Axel Sikora

HS Offenburg, Institute for Electrical
Engineering and Computer Science

Interview partner

Jürgen Niehaus

SafeTRANS e.V.

Deliverable reviewer

Dr. Sven Spieth

Hahn-Schickard

Workshop participant and
deliverable reviewer

Prof. Alejandro Masrur

Department of Computer Science,
TU Chemnitz

Workshop participant and
deliverable reviewer
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