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 UK RITICS (Research Institute of Trustworthy Industrial/Interconnected
Control Systems),
 AQUAS

 Questions

Co-engineering
 The term “co-engineering” is not recognised in the Oxford and

Merriam-Webster dictionaries.
 Engineering
“The branch of science and technology concerned with the design,
building, and use of engines, machines, and structures” (Oxford
dictionary).
“The application of science and mathematics by which the properties of
matter and the sources of energy in nature are made useful to people”
(Merriam-Webster dictionary)

 Co- (Oxford dictionary)
 joint; mutual; common
 together with another or others (co-produce).

A typical (legacy) safety-critical system development
 Safety is built-in in the design of the system by undertaking safety

analysis and adding safety mechanisms to guarantee the safety
goals
 Typically this is done assuming trusted operational environment.

 Due to various pressures, the operational environment changes from

trusted to adverse (e.g. use public networks instead of private
networks for communication, etc.)

 A security team is called in to “fix” the security problems.
 Some security controls can be added (e.g. encryption), but building-in
security in the design of a legacy system is impossible.
 Applying some of the controls, e.g. software patching, is problematic as it
may invalidate the safety-case.

Co-engineering new systems for safety and security
 We want to build-in in system design both safety and security

 Conceptually it is simple: Take a “co-engineering” view – from requirements,
through design (i.e. “functional safety” and “functional security”), implementation,
deployment and maintenance.
 Use analysis methods which take into account the different concerns, identify the
conflicts and resolve them by identifying trade-offs between these concerns in an
acceptable manner (better still if an optimal resolution of the trade-off is found).

 In practice, however, co-engineering may be quite complicated. The real
difficulty are the safety and security “silos”:
 Safety is dealt with by the safety “silo”, security – by the “security” silo. The engineering
processes used for safety and security are similar, but not identical. And they vary
between different organisations.
 Split the development and the analysis between:
 The silos
 And synch their work periodically. (in the AQUAS project we called this phase “interaction points”.
A similar concept is adopted in SAE J3061).

The AQUS Approach: Interaction points
At certain points in the product life-cycle (PLC),
system developers/operators take decisions
about how to progress with the development/
apply patches/etc. These decisions require a
holistic view on the system, i.e. account
simultaneously for all attributes of interest,
safety, security and performance.

As development progresses, the initial decisions
and allocation of goals and properties to
components are subjected to refinements. Each
refinement step may or may not trigger an
interaction point.
If as a result of a refinement significant
deviations from the previous allocation of
goals/properties are detected, a new trade-off
has to be established between the assigned
goals and component properties.

What is the position in standardisation committees?
 The need to harmonise the work of silos is widely recognised, but very little is currently

agreed upon and written in standards. Discussions are on-going. And have been for 20
years!
 A few examples:
 IEC 61508 position: Cyber-threats must be considered as part of hazard analysis.
 ISO 26262 – software development is covered in detail.
 “Freedom from interference between software elements” is recommended and many examples of
interference are listed, some are directly applicable to malicious activities

 exchange of information – delay, loss, masquerading, wrong sequencing, etc.

 IEC 62443 on cyber-security of industrial control system (ICS). Co-engineering is not in scope.
 Important differences between IT and ICS are recognised:
 integrity is a top priority, followed by availability. Confidentiality is typically not a concern (in some case it might
be concern)
 Differences in managing software patching. Patches of the ICS systems must be thoroughly validated for the
particular installations before the patch is deployed..

 SAE J3061 – a very interesting on how to “harmonise the development lifecycles practices by the
safety and security silos.

Combined analysis: The essence of co-engineering
 trade-off analysis requires truly combined analysis, with an

explicit and credible model of dependence between the
properties of interest:
 e.g. how security attacks may impair safety against accidental faults
 how strengthening a security control may improve safety by
reducing successful attacks but may also reduce it by taxing
performance (and increasing the likelihood of missing a hard realtime deadline)
 i.e. not just combining safety-only and security-only analyses.

State-based models for trade-off analysis
 Suitable for comprehensive

trade-off analysis.
 Used in the past:

 Dependability analysis.
 Security analysis
 Combined analysis (e.g.
performability).
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 Trade-off analysis example
 How much worse is software reliability in adverse
environment?
 How do we model the adverse environment?
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 Model 1: All successful attacks lead to unsafe state.
 Model 2: Attacks lead to a compromised state, from which
transitions are possible to safe/unsafe state or to OK (e.g. the so
called “proactive recovery”).

 Once a model (1 or 2 above) is selected, trade-off analysis

becomes a “sensitivity analysis” on model parameters to get
an acceptable balance between the time to safe failure
(availability) and to unsafe failure (catastrophic failure).
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Combined analysis: Has been seen/done in the past
 Combined analysis (i.e. to account for more than one concern) is not a

new concept

 One of the best known and thoroughly studied methods for combined analysis is
probably “performability” (John Meyer), i.e. performance of computer systems
subject to degradation (failures of some components)
 Performability is a sophisticated combination of models of performance (queuing systems)
and models of dependability (Petri-nets, semi-Markov models)

 Silos are absent! The same person can deal well with both domains (performance and
dependability) as the formalisms used are quite similar (based on theory of stochastic
processes).

 Co-engineering for safety and security has led to a number of new

techniques in the recent years

 These are typically an adaptation of well-known techniques for safety analysis.

Trade-off analysis
 The devil is in detail
 Functional software safety and security must be designed-in:
 safety mechanisms and security controls necessary to meet
safety/security goals become part of system architecture.
 How do we know that the chosen mechanisms/controls are
sufficient, i.e. that the system meets the safety/security goals?
 Especially if the space of options to choose from (e.g. prevention vs.
recovery) is large.

Trade-off analysis (2)
 The problem of combined analysis can be stated mathematically precisely,
e.g. using probabilistic state-based models (Stochastic Petri nets, semiMarkov models), and then solved using the theory of competing risks
(between the adverse events – failures, attacks and recovery from adverse
events, if/when recovery mechanisms are designed-in)
 Importantly, the adverse environment (i.e. the adversary behaviour) is likely
to change over the lifetime of the system.
 Part of co-engineering analysis is to spell out the model of anticipated
evolution of the adverse environment and its impact on the safety
mechanisms and security controls.
 The evolution of the operational environment has always been a serious problem for
security engineering, the single reason why quantitative methods are not popular
(some dismiss them because it is impossible to get the “right” probabilistic
parameters).
 For safety analysis in trusted environment this concern (evolution of the
environment) is typically simply ignored.

Dependencies, important for co-engineering (1)

 Consider the following fragment
 The safe state may be eliminated
as a result of a cyber attack.
 λUF | NonC SS ≤ λUF | Com SS

A safety model in
trusted environment

A safety model in adverse
environment

 UF – unsafe failure.
 NonC SS - non-compromised safe
state
 Com SS – compromised safe
state.
 Clearly, this is not a propagation of
fault from one component to
another. The effect of removing the
safe state is an increased rate of
unsafe failure.
 Setting a safety goal for unsafe
failure is simple, but its validation is
dependent on the security goal
set for the security event
“compromising the safe state”.
 This particular problem is
recognised in IAEA guidelines.

Popov, P.T., Stochastic Modeling of Safety and Security of the
e-Motor, an ASIL-D Device., (SAFECOMP 2015).

Dependencies, important for co-engineering (2)
 Consider the case when reliability of a

software component is reduced by a
successful attack which compromises
software integrity.
 An example: alteration of a threshold value of a
software-based protection device (e.g. of a
power line)
 Examples of such attacks have been observed!

Model of the attack effect on software reliability:
 λclean ≤ λµ1, λµ2, …, λµn,
 Successful attacks increase the rate of software
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Popov, P.T., Models of reliability of fault-tolerant
software under cyber-attacks, (ISSRE 2017).
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Own Work on co-engineering
 Has been on the use of state-based probabilistic models for

analysis of dependability of embedded systems in untrusted
environment.
 SASAMO project (2012 – 2015) funded by EU ARTEMIS JU.
 UK RITICS project (2014 - 2017) funded by the UK EPSRC.
 AQUAS project (2017 - 2020) funded by EU ECSEL.

UK RITICS (Research institute in Trustworthy ICS)
 City’s work has been on Risk communication and

defence in depth:

 looking at large scale CPS such as critical infrastructures
 RITICS is currently in the second 5-year stage (from April

2018). We address specific problems:

 Explore (via probabilistic modelling) the “co-engineering
design space” of a given CPS:
 Finding the best (or cheapest!) combination of safety
mechanisms and security controls for acceptably safe operation
in anticipated adverse environment.
 The models of dependence between malicious compromise and
software reliability are essential in this work. Defence-in-depth
adds level of modelling complexity, too.
 Exploring the value of simplified models (i.e. of reduced
fidelity) for accurate trade-off analysis.

 Reconcile “safety case” with the need to patch software used
in a CPS system. This is a very acute practical problem for
industry at the moment and has two aspects:
 Technical: Making safety cases robust to change is feasible.

The challenge is in spelling out the additional evidence that will
be required for such a safety case.
 Institutional: work with regulators to identify the barriers to
accepting safety cases faster (increase the tempo of
certification).

AQUAS project

 This project is in its second year (started in May 2017).
 Its main promises are:
 Methodology: develop in detail the concept of co-engineering with interaction points and
provide guidelines on its application to critical CPS.
 Develop tool support for applying co-engineering with interaction points. The tools should
allow model-driven system development and methods of combined analysis.
 The work is focused on 5 case studies – these will lead to demonstrators.

 A couple of promising directions of own work in this project:
 Extend an existing software tool, CHESS, used for system modelling and development
of CPS (based on SysML). Together with the vendor, Intecs, Italy, we are working on:
 Extending the IDM (intermediate dependability model, built in the CHESS tool) to implement
the dependencies that I described earlier:
 elimination of safe state
 reliability reduction of compromised software components
 Ways of defining system reliability as an arbitrary “structure function” (a term from reliability theory)

 We expect that the extended tool will be used in the development of some of the
demonstrators.

Thank you!
Questions?
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